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IMPORTANT

Refer to this guide for proper use, warnings, and cautions associated with the installation
and upgrade of the ICU Medical MedNet™ Software performed by the ICU Medical Service
Team. Please contact your sales representative for any questions associated with installing
and configuring the ICU Medical MedNet™ Software. The help files included with the ICU
Medical MedNet™ software are provided as reference only. Please read this entire guide
before using the ICU Medical MedNet™ Software.

Please also read the ICU Medical Release Notes before using the ICU Medical MedNet™
Software.

Intended Use

The ICU Medical MedNet™ Medication Management Suite (MMS) is intended to facilitate
networked communication between MMS compatible computer systems and MMS compatible
Infusion pumps. The MMS provides trained healthcare professionals with the capability to
send, receive, report, and store information from interfaced external systems, and to configure
and edit infusion programming parameters.

The MMS is intended to provide a way to automate the programming of infusion parameters,
thereby decreasing the amount of manual steps necessary to enter infusion data. All data
entry and validation of infusion parameters is performed by a trained healthcare professional
according to physician's orders.

For a list of ICU Medical MedNet™ compatible devices approved for your country with their
software versions, for assistance with ICU Medical MedNet™ and ICU Medical MedNet™ Meds, or
to access knowledge based articles, contact:

in the USA
The ICU Medical Technical Support Center
1-800-241-4002

outside the USA
The local ICU Medical Sales office

From our ICU Medical website, you can access the MedNet User Guides in the support section
under System Operating Manuals and Technical Service Manuals.
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Change History

Part Number Description of Change
IFU0000337 (01, 2021-05) Initial release

IFU0000337 (02, 2021-10) Added “Last 1 month” option to certain report options.
Updated Microsoft Windows server information throughout the manual.

Updated General Notes in Chapter 1: Introduction.
IFU0000337 (03, 2021-10) Modified Java Runtime Environment version

Added clarification, in line with EU MDR, to read the user guides due to
risks associated with improper product use.

Added EU Importer symbol to Symbols Glossary Table and EU Importer
contact information to page iii.

IFUO000337 (04, 2021-11) Added link to headings for software integration.
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Symbols Glossary Table

Symbol Name and Meaning Standards or Reference
Regulations
“ Manufacturer 5.1.1
Authorised Representative in the European
EC [REP| | Quhorisee 5,12
Date of Manufacture - the date when the 513
software build was completed o
Catalogue or Product List Number ENISO 15223-1 Medical 5.1.6
devices: Symbols to be
used with medical device
Consult the instructions for use provided !al;els, lf[‘.beutm% and lied 543
electronically in the software intormation o be suppiie o
A Caution - Consult the instructions for use for
: : . 5.4.4
C precautions and warnings (in yellow)
% EU Importer 5.1.8
& CAUTION: Federal (USA) law restricts this )
only device to sale by or on the order of a doctor | 21 CFR 801 Labeling N/A
or other licensed practitioner
N~ . .
o EU Medical Device
c € N CE mark Directive/Regulation N/A
MD This is a medical device N/A N/A

Registered: ICU Medical B.V. Postbus 26, 3984 ZG Odijk The Netherlands
Contact: ICU Medical B.V. Hofspoor, 3994 VZ Houten The Netherlands
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Chapter 1: Introduction

Chapter 1: Introduction

ICU Medical MedNet' " is a server-based safety software product intended for use in healthcare
facilities by trained healthcare professionals to provide valuable bedside guidance by managing
IV infusion information with compatible ICU Medical infusion systems. The ICU Medical

MedNet' " suite of software also includes a separate application, ICU Medical MedNet' " Meds .

ICU Medical MedNet' " software enhances safety at the point of care with highly customizable
drug libraries that guides users and help to protect patients by alerting to hard and soft, upper and
lower dosing limits intended to help prevent infusion errors. These limits are based on a hospital’s
specific IV administration practices.

ICU Medical MedNet " software reduces manual programming steps by providing the option to
allow pharmacy settings to flow directly into the compatible infusion pumps through the IV EHR
Interoperability solution. ICU Medical MedNet' " software connects the pharmacy validated
medication order with the infusion pump and the patient’s electronic health record (EHR),
providing the opportunity for automated programming of the infusion pump.

ICU Medical MedNet' " software generates more than 20 different reports based on data, settings,
and changes that are automatically and wirelessly collected from the compatible infusion pumps.
The generated reports help to turn data into actionable data to provide visibility to clinical
practice. Depending on the EHR system capability, automated documentation in the EHR is also
supported by ICU Medical MedNet .

ICU Medical MedNet' " software packages consist of the components listed below. The specific
components available to you will depend on your institution’s license.

ICU Medical MedNet'~ Administrator provides the ability to manage system users, infusers,
drug library downloads, infuser software updates, access points, and other configurations.

ICU Medical MedNet' Connect' " establishes the connectivity between the ICU Medical
MedNet server and the infusers. It incorporates Ethernet and wireless components permitting
ICU Medical MedNet' "~ Meds " and ICU Medical MedNet " Administrator  to exchange
information with infusers.

ICU Medical MedNet' IntegratorTM provides interfaces to a hospital’s enterprise level
applications and serves as the conduit for the exchange of data between infusers, the ICU Medical
MedNet' " server, and a variety of hospital information systems.

ICU Medical MedNet' Meds provides functionality to the pharmacy for the definition and
management of medications, drug libraries, clinical care areas, and infuser configurations.

ICU Medical MedNet  Performance  delivers data from the ICU Medical MedNet " server
into reports designed for asset management as well as clinical assessment of ICU Medical
MedNet' " use with selectable options to best meet the needs of the user.

ICU Medical MedNet' ProgrammerTM takes medication dispensing orders from the Bar Code
Medication Administration (BCMA) system and translates them into operational commands
which automatically populate settings on the infuser. For more information, see ICU Medical
MedNet' " Software User Guide, Appendix B.
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Chapter 1: Introduction Terminology

Terminology

This document uses the following conventions:

» References to specific values are approximations only, unless otherwise indicated.

« The terms “ICU Medical MedNet' " Software” and “the Software” are used interchangeably
throughout this manual.

Note: lllustrations and screen representations are for illustrative purposes only and may vary
from the actual software. Your computer’s display settings may affect screen
representations.

Note: The ICU Medical MedNet " user interface uses "Auto-Documentation” as an alternative
name for Infusion Documentation, and uses "Auto-Programming" as an alternative name
for Smart Pump Programming.

General Warnings and Cautions

The following conventions are used in this user guide to denote warnings or cautions

CAUTION: Contains information that could prevent product damage or
hardware failure. Failure to observe a caution could result in patient or user
injury.

WARNING: Warning messages contain special safety emphasis and must be
observed at all times. Failure to observe a warning message is potentially

life threatening.

For incidences in a Member State of the European Union (or states that recognize European
Union Medical Device Regulations), serious incidences should be reported to ICU Medical, Inc.
at www.icumed.com, or contact your local ICU Medical representative.

For incidences in a Member State of the European Union (or states that recognize European
Union Medical Device Regulations), serious incidences should also be reported to the competent
authority of the Member State where the incident occurred.

CAUTION: Federal (USA) law restricts this device to sale by or on the order of a
physician or other licensed practitioner.

CAUTION: Hand held devices such as tablets or phones are not supported and
should not be used.

WARNING: RESIDUAL RISK - Read the User Guides prior to use. Improper use
may lead to the following hazardous situations: delay of therapy, embolism from
blood clot, infusion of drug precipitate/particulate, or overdose/underdose. The
harms potentially associated with these hazardous situations vary by patient and
clinical condition and may include reversible injury, permanent injury, or death.
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Computer Management and Security

Except for virus data files (typically called “dat” files), do not install upgrades, service packs,
or patches to non-ICU Medical software on computers on which ICU Medical MedNet™
Software is installed, except as authorized by ICU Medical.

Do not epable automatic updates to operating systems on computers on which ICU Medical
MedNet ~ Software is installed.

Ensure that procedures are in place for backing up and restoring data, and that administrators
can successfully restore data from earlier backups.

Ensure that the network on which ICU Medical MedNet' " Software is used has effective
security procedures in place, including physical and network access control.

Ensure that user passwords are protected.

Ensure a backup power supply (uninterrupted power source) is available to prevent critical
data loss.

Important: We highly recommend that you regularly backup and ﬁurﬁ;e your
a

database. A database can grow to a large size that wi ect the

performance of your ICU Medical MedNet™ system.

Although we suggest to purge a database every four years at a
minimum, if you have more than 2,000 infusers it would be wise to
consider doing so more often. Complete instructions to back up a
database are provided under “Database Maintenance”.

Note: You must configure the backup device before continuing. For instructions on setting up a
backup device to work with SQL Server, refer to the SQL server documentation.

Note: Itis your organization’s responsibility to assure a safe, validated, and functioning
environment. This includes providing proper training of hospital staff, protecting systems,
controlling medical devices from cyber-security threats, and performing maintenance on
hardware. Your IT department should also provide physical security for PCs and server
hosts.

Handling Infusers

Refer to the System .O%yerating Manual for the applicable infuser for warnings and cautions
before handling the infusers.

Use care when handling connectors and cables.
Avoid twisting or bending cables and connectors.
Ensure compliance to IEC 60601-1-1 for connecting accessories to medical devices.

Note: The infusion devices compatible with ICU Medical MedNet will display selectable options
based on your licensing and ICU Medical's compatibility matrix.

Transferring Data

Ensure that only one instance of the ICU Medical MedNet' Meds " software is running on a
computer at a time.

User Guide for ICU Medical MedNet Software 3

Note: For a list of ICU Medical MedNet compatible devices approved by country, refer to the ICU Medical MedNet Device
Compatibility Matrix available through your ICU Medical Technical Support Center.
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Minimum System Requirements

The ICU Medical MedNet™ system is installed by a highly trained ICU Medical Service team.
The system installation includes the installation or upgrade of the software databases. Please
consult with the ICU Medical Service team for information regarding the preparation of servers
and interfacing with 3rd party systems.

The following minimum system requirements are for the ICU Medical MedNet™ program,
including the ICU Medical MedNet™ Software and ICU Medical MedNet™ Meds™.

Important: The ICU Medical MedNet™ Software has been developed and tested
using the hardware components and software application versions
described below. To ensure support, the minimum hardware
configurations listed below must be met.

In virtual environments, reserve a minimum of 100 GB of storage.
Depending on the infuser type and number of infusers, the storage
requirements may grow to 1 TB over the product’s expected lifecycle.

Distributed SQL Environment

Important: Recommended for Auto-Programming (Smart Pump Programming) and
IHE-based client solutions for optimum performance.

For a distributed environment when ICU Medical MedNet software is on one machine and the
ICU Medical MedNet database is physically located on another machine, you will need the
following:

» A server* to house the ICU Medical MedNet Software (Server 1)
» A server* to house the ICU Medical MedNet Database (SQL) software (Server 2)

Note: For HMSS Server: Hex (6) Core Intel Xeon Processor (e.g. X5675) - 3.0 GHz or better and
For SQL Server: Quad (4) Core Intel Xeon Processor (e.g. X5675) - 3.0 GHz or better

Each machine should meet the following requirements:

* 12 GB RAM (6 GB allocated to ICU Medical MedNet HMSS Service)

* Redundant power supply

* SAS hardware RAID 1+0 controller card (minimum recommended RAID level 1+0)
» Reserved database disk space (see Recommended Disk Space table)

* (4) 1 TB 15K-RPM 6-Gb/s SAS disk drives or better

» 120 GB Hard Drive for operating system

* Dual Gigabit Ethernet NICs with link aggregation support

* Internet Protocol version 4 (IPv4)

» Backup capability

Note: *Install the software described below, including the Microsoft updates on each of the two
servers. Security updates can be downloaded from the Microsoft website.

4 User Guide for ICU Medical MedNet Software
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Full Server

This configuration is to support up to 500 infusers when using the following minimum
configuration:

Hardware

* Quad Core Intel Xeon processor - 3.0 GHz or better

* 12 GBRAM

» Redundant power supply

* SAS hardware RAID controller card (minimum recommended RAID level 1+0)

* (4) 250 GB 15K-RPM 6-Gb/s SAS disk drives or better

» 120 GB Hard Drive for operating system

» Dual Gigabit Ethernet NICs with link aggregation support
* Internet Protocol version 4 (IPv4)

» Backup capability

Mini Server
This configuration is to support 100 infusers when using the following minimum configuration:

Hardware

* Dual Core Intel Xeon processor - 3.0 GHz or better

* 12 GBRAM

* Redundant power supply

* (2) 250 GB 15K-RPM 6-Gb/s SAS disk drives or better

» Dual Gigabit Ethernet NICs, with link aggregation support
* Internet Protocol version 4 (IPv4)

» Backup capability

Note: We recommend this configuration for test servers.

User Guide for ICU Medical MedNet Software 5
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Recommended Disk Space

The recommended disk space for the MedNet™ database is dependent on the type and count of
infusers connected to MedNet™. ICU Medical recommends having a least enough disk space to

store 4 years' worth of infuser data.

Infuser Data Disk Space

Pump Configuration 1 Infuser 500 Infusers | 1000 Infusers | 2000 Infusers | 4000 Infusers
per Year per Year per Year per Year per Year
LifeCare PCA 7.02 or higher | 40 MB 20 GB 40 GB 80 GB 160 GB
Plum 360 15.11 or higher 250 MB 125 GB 250 GB 500 GB 1TB

Note: If the recommend disk space is 80 GB per year, 4 years of data would require 320 GB of

disk space, which would reside on a RAID 1+0 setup, requiring 640 GB of disk space.

Wireless Connectivity

Depending on wireless connectivity, the Plum 360 infuser can generate extra data that gets stored
in the database, e.g. log messages. Therefore, we highly recommend monitoring the disk usage
during the first few months of deployment to determine the rate of disk space consumption.

Software for ICU Medical MedNet server

* Microsoft Windows 10, or
Microsoft Windows Server 2016, or
Microsoft Windows Server 2019

* Microsoft SQL Server 2016 Standard Edition with Service Pack 2, or
Microsoft SQL Server 2019 Standard Edition

» Microsoft Internet Explorer 11 or Microsoft Edge
» Adobe Acrobat Reader DC

* The ICU Medical MedNet Software

* The ICU Medical MedNet Meds software

We strongly recommend the use of a virus checking software. However,
we suggest you consider ignoring scanning directories where the
datafiles reside or to ignore MDF and LDF type files. Updates or
changes to the antivirus software after installation could affect ICU
Medical MedNet server performance. Please consult the ICU Medical
Technical Support Center’s article Configuring Antivirus Software on
an ICU Medical MedNet server.

Important:
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Microsoft Updates

Please contact the ICU Medical Technical Support Center for a list of Microsoft updates that have
been validated with ICU Medical MedNet™,

Important: The above configurations are for licensable features of ICU Medical
MedNet including Auto-Programming (Smart Pump Programming),
Auto-Documentation (Infusion Documentation) and Enhanced Asset
Tracking via the ICU Medical MedNet Clinical Integration Interface.

Calling the ICU Medical MedNet GetPumpStatus and
GetMatchingPumps clinical integration interfaces to retrieve information
from the ICU Medical MedNet server should occur on a low frequency to
avoid overwhelming the server and interrupting normal operations.

Client Computers

The Client is used to host the web browser. Most computing is done on the server but display and
processing of 500 or more infusers may need significant client side memory as well.

Hardware

» Network adapter (Ethernet or Wi-Fi1)

Software (Web Browser Access to ICU Medical MedNet Server)

» Microsoft Windows 10, or
Microsoft Windows Server 2016, or
Microsoft Windows Server 2019

* Microsoft Internet Explorer 11 or Microsoft Edge
* Adobe Acrobat Reader DC
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ICU Medical MedNet™ Meds™

Hardware
» Network adapter (Ethernet or Wi-F1)
Software

* Microsoft Windows 10, or
Microsoft Windows Server 2016, or
Microsoft Windows Server 2019

* Microsoft Internet Explorer 11 or Microsoft Edge

* Adobe Acrobat Reader DC
* ICU Medical MedNet Meds software

Additional Non-ICU Medical Software

» Java Runtime Environment 1.8.0 312

General Notes

It may only be necessary to install anti-virus software once, at the end of the entire installation
process, to ensure system safety; if there is any question, consult with your System Administrator
regarding advisability of when to perform this step.

Ilustrations and screen representations are for illustrative purposes only and may vary from the
actual software. Your computer display may affect screen representation.

Some features and infuser types described in this document are enabled by the software license
agreement. Your license may not enable all of these features and infuser types.

ICU Medical MedNet is intended to communicate with multiple compatible infuser types. It can
support a range of patients undergoing IV infusion therapy, depending on the connected infusers,
which can include adults, pediatrics, and neonates. Please refer to the infuser's System Operating
Manual for more information on its supported patient population.

Some infuser types may not be available in a country or region, and references in this guide are
not intended as a promotion of those infuser types. For a list of infuser types available in your
country or region, please refer to the ICU Medical MedNet Device Compatibility Matrix available
through the Technical Support Center.
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Chapter 2: Setting Up
ICU Medical MedNet Software

Overview

This chapter provides information necessary to set up ICU Medical MedNet Software.

The system administrator must perform the following procedures in order to enable users
to access and use the application:

* Login

 Enter information about your hospital

Add the System Administrator user account
* Add user accounts and set up user privileges
» Change the default password

Logging In

Overview

This procedure allows users to log into the application. To perform the set up procedures in the
following section, log into the application as a system administrator with full access privileges.

User

System Administrator

Navigation Path

The navigation path varies based upon the configuration of your system.

Steps
To log into the application, do the following:

1. Open Microsoft Internet Explorer and enter the URL of the ICU Medical MedNet
server for the application’s Login page.

Note: If you do not know the address of the ICU Medical MedNet Software Login page, ask your
Information Technology (IT) department. The security settings on your computer can
sometimes be responsible for difficulty logging in. See your IT department for assistance.
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The Login screen appears.

ICU Medical

MedNet

2. Enter the following user ID and password:

User ID: mednet_admin
Password: Enter the ICU Medical password.

Note: The ICU Medical password can only be used once by each user (including the system
administrator), and is needed in order to perform password changes.

Important: As a protection against cyber-attacks and if you do not have
administration privileges, five missed logins will result in the application
being inaccessible. You will then need to contact the System
Administrator to reset the password.

If the System Administrator is locked out after five missed logins, the
application will be inaccessible for five minutes after which the System
Administrator can attempt to log in again.

Note: Login ID is not case sensitive for both LDAP and non-LDAP environments.

The User ID mednet_admin has full Administrator privileges (see Appendix D: User Roles and
Privileges on page 221).
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3. Click Login. If the installation was successful, the application opens to the logged in
home view.

ICU Medical

M e d N et Welcome! mednet_admin Logout

@ 1CU Medical MedNet™ Administrator™

II ICU Medical MedNet™ Performance™
(]

=P &= |CU Medical MedNet™ Connect™

ICU Medical

| S

F:: ICU Medical MedNet™ |ntegrator™

C:D ICU Medical MedNet™ Programmer™

Help

About

feurmedical

4. Depending on your software licenses, the home view displays one or more of the
following accessible graphics and buttons:

* ICU Medical MedNet Administrator - Allows access to administrative views
providing user account management, infuser management, library download,
and other configuration views.

* ICU Medical MedNet Performance - Allows access to the Reports view.

e ICU Medical MedNet Connect - Indicates the server is enabled to collect data
from the supported infusers.

» ICU Medical MedNet Integrator - Indicates the server is enabled for
connection to an external system.

» ICU Medical MedNet Programmer - Indicates the server is enabled for Auto-
Programming (Smart Pump Programming) functionality with a BCMA system.

* Help
e About
User Guide for ICU Medical MedNet Software 11
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5. If auser has Administrator privileges and selects ICU Medical MedNet
Administrator, the following options will be displayed:

» Access Point Mapping (not available
with Enhanced Asset Tracking)

* Administrative Setup
» Authentication Services
* About

* Home

» My Account

» Users & Roles
» Software Import

See Chapter 11: Administrative Setup on page 71 to enter information or change the
current settings in the Administrative Setup view.

6. ICU Medical MedNet Performance is only available with Protected Health
Information privileges. A user with Administrator privileges can select the following
options:

* Home * Reports + About

7. When a user selects About, the following selectable views will be displayed:

* Home e About

Logging Out

To log out of the application, click Logout. The Login screen reappears.

Note: ICU Medical MedNet Software automatically logs you off if your account is inactive beyond
the lockout period. The default lockout period is 30 minutes.
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Chapter 3: My Account

Overview

User accounts provide the basis for system security. In this chapter, you will learn how to manage
your account and change your password.

User Accounts and Windows Network Login (LDAP)

LDAP (Lightweight Directory Access Protocol) is a network protocol that enables applications
to use an organization’s existing network directory listing for user names and passwords. In an
LDAP-enabled environment, you can use your organization’s network login information with the
same credentials (user name and password) to access ICU Medical MedNet Software (see
Chapter 4: Users and Roles on page 21 for more information on LDAP).

Navigating

Note: Depending on licensing and privileges, some tabs will either be visible or unavailable.

Click the My Account tab on the navigation bar. The My Account view appears.

Welcome! mednet_admin Logout Help

Home  Mysccount | Uses&Roles  Infusion Status | Infuser Mansgement  Infuserlogs  Downlosds | Software Import | Acosss Point Mapping Patient Assignment  Message Queuss | About

L | L

First Name
Login ID
Middie Name or Initial
Last Name
Sufiic
Initials. e
Department v
My Name Wil Appear As Administrator, IGU Medical
Choose the view fo display aflerlogin | Home (Default) ~
Logout Time No v Administrator
Roles Reports Full
Save Changes || Clear Changes | Access Point Mapping
Administrative Setup ~
I T —— Administrative Setup/Database Maintenance
= Authentication Services
Locale English (United States) v Infuser Logs v
Infuser Management

The My Account view displays your access information, Login ID, and the Change Password
button. The My Account view also displays the roles and privileges you have been assigned. See
Chapter 4: Users and Roles on page 21, and Appendix D: User Roles and Privileges on page 221
for more information.
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Note: Roles and Privileges are assigned to your account by a system administrator.

Locale Settings
Use the following process to select the preferred ICU Medical MedNet language.

1. Select the desired language from the Locale drop-down list.

2. Click the Save Locale button.

Managing Your Account
You may change your name, initials, department, and password in the My Account view.

1. To change your name, initials, and/or department, enter the following information
(see Appendix E: Character String Specifications on page 223):

* First Name

* Middle Name or Initial

e Last Name

e Suffix

e Initials

* Department (select from drop-down list)

Note: The Edit Department List appears if you have administrator privileges.

2. Click Save Changes.
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Changing Your Password

You should change your password periodically to ensure that your account is secure.
The My Account view allows only the user who is logged in to change their own password.

To change your password:

1. Inthe My Account view, go to the Access Information section.

Login ID |h‘1eclflet'3ui:le

Current Pazzword I

New Pazsword I

Re-type New Password I

Change Pazsword |

2. Enter the current password.

3. Enter the new strong password, containing at least eight characters including at least
one number, one symbol and mixed-case characters.

4. Re-type the new password.
5. Click Change Password.

6. The password confirmation message appears.

Ny Uszars &
Aeccoaunt Roles

¢ User updated! Jg—

Home

Note: In an LDAP-enabled environment, the changing password feature is unavailable.
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Changing the View
You can select the view that displays once you are logged in.

1. Inthe My Account view, use the drop-down list next to Choose the view to display
after login to select a view other than the Home default.

Home My Account Users & Roles Infusion Status Infuser Managemeant Infuser Logs Downloads

My Account Access Information
First Name ICU Medical
Login ID
Middle Name or Inal |
— Current Passwaord
Last Name I.ﬁxclmuns:ra:m'
New Passwaord
Suffoc |
Re-type New Passwaord
Iniials |
Department I none v
Change Password
My Name Wil Appear As Administrator, ICU Medical ‘
(C-house the view to display after login ) Home (Default
Loaoul T About
et Administrative Setup
Authentication Services Roles
Downloads

‘ Save Changes H Clear Changes Infuser Logs

Infuser Management
Infusion Status
Message Queues W Pivieges
My Account

Locale Patient Assignment
Reports

Software Import

Users & Roles

2. Click Save Changes.
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Changing the Logout Time

The default Logout Time is 30 minutes. In order to change that time, you will need to have a role
that allows you to do so.

1. Select the Users & Roles tab.
2. Select the Roles tab.

3. From the Roles view, select a role.

Home My Account Users & Roles Infusion Status Infuser Management Infuser Logs Dow

Users Roles Privileges Department

Roles =
Administrator
Administrator Limited
Biomed
Clinical Adrministrator
1)
Matenals Management
Pharmacist |
Pharmacist I
Reports Full
Reports Limited

|A-|:I1:I ||E|:Iit|| Delete |

4. Click Edit.

5. At User can configure logout time, click Yes.
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Hems My Account Uzars & Roles Infusion Ststus Infuser Msnagament Infuser Logs Downloads Sof

Users Ruoles Frivileges. Department I

Fole Hame Clinical Administrator

Role Description

User can configure logout time * Yag T No

6. Click Save Changes.

7. A message displays to show the role has been updated.

Home My Account Users & Roles Infusion Statu:
© Role Biomed has been updated.

Users Roles Frivileges. Drepartment

8. Return to the My Account tab. You can now edit the Logout Time from No to 24
hours.
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Chapter 3: My Account

Firet Name

Widdle Hame or Initial
Last Nams

Suffox

Inttialz

Department

WMy Name Wil Appear Az

Choo=e the view to display after login

—>

Logout Time

Save Changes | Clear Change

[ICU Medical

|Administra-‘.nr

I nane

Administrator, 1CU Medical

|Hnme {Default)

30 minutes

Mo
10 minutes
20 minutes

30 minutes
1 hour

Lecale

Save Locale |

9. Click Save Changes.

T 2 hours

4 hours
B hours
a8 hours
10 hours
12 hours
18 hours
24 hours

3
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Notes:
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Chapter 4: Users and Roles

Overview

Authorized users, such as system administrators, define the users, roles, and privileges for using
ICU Medical MedNet Software. Each account is protected by a password; appropriate privileges
are assigned to each user. This chapter instructs how to establish user accounts.

If you do not have Windows Network Login (see below), the Users & Roles view allows you to:

¢ Add, edit, and delete users

* View and assign roles and privileges

The relationship of roles and privileges are described in Appendix D: User Roles and Privileges
on page 221.

Windows Network Login
User Accounts and Windows Network Login (LDAP)

LDAP (Lightweight Directory Access Protocol) is an application protocol that enables
applications to use a company’s existing network directory listing for user names and passwords.
This allows the network administrator to manage login access to multiple applications from one
central source. ICU Medical MedNet Software supports both LDAP and non-LDAP
environments.

In an LDAP-enabled environment, you can use your company’s network login information
with the same credentials (user name and password) to access ICU Medical MedNet Software.

The LDAP-enabled environment is able to retain a history of user-configurable passwords.
However, a user will be unable to change their password to any password in their history.

After a successful login, if a user password is scheduled to expire in a user-configured number
of days, the user receives a warning message and is required to change the password immediately.
After a user-configurable password expiration period elapses, an LDAP server automatically
expires the password and disables the user’s account until the user’s password is changed.

Support for LDAP is enabled or disabled during installation.

Summary of Users & Roles with Windows Network Login

» User accounts cannot be added, edited, or deleted from the Users & Roles view.

» User names appear in the Users list once they have logged into the ICU Medical MedNet
server.

* A new role can be added with its own set of privileges.
» Arole can be assigned to an LDAP group.
* Privileges cannot be added, edited, or deleted.
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Roles

The default list of roles consists of:

o Administrator * Materials Management
e Administrator Limited * Pharmacist I

* Biomed * Pharmacist 11

* Clinical Administrator « Reports Full

° IT * Reports Limited

The Administrator, Administrator Limited, and Clinical Administrator have access to the Users
and Roles page and can add, modify, or delete a role.

Note: The Administrator must self assign View Protected Health Information privileges and is the
only person authorized to assign the View Protected Health Information privileges.

Privileges

Privileges include:

* Access Point Mapping * Manage Patient/Pump Assignments
* Administrative Setup * Manage Worksheets

* Authentication Services * My Account

» Database Maintenance * Reports Full

» Infuser Logs * Reports Limited

* Infuser Management * Software Management

* Infusion Status » Users & Roles

* Library Download » View Drug Libraries

* Manage Finalized Libraries * View Medications

* Manage Medications * View Protected Health Information

* Manage Message Queues

Note: The Protected Health Information includes such data as Patient Name, Patient Date of
Birth, Patient ID, Room and Patient Location i.e., Room and Bed location.

Privileges cannot be changed.

Departments

The list of departments can be created by either the Administrator, Administrator Limited, or
Clinical Administrator.
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Navigating

Note: Depending on licensing and privileges, some tabs will either be visible or unavailable.

Click the Users & Roles tab on the navigation bar. The Users & Roles view appears.

Home | | MyAccount  Uses & Roles | Infusion Ststus | InfuserManagement  Infuserlogs | Downloads  Software Impor Point Mapping Setup Senices  Pafient Asignment  Message Queues

Users  Rols | | Frivieges | Depanment

Users
Roles for selected User =
Name # Login ID ~ Department &

Administrater, ICU Medical mednet_admin Rgpe EL

Privileges for selected User ¢

[ ada | [Esn] [ Detete |

You may focus on Users, Roles, Privileges or Departments in this view. Click the tab to change
the view.

Home My Acocount Kié; & Roles Infusicr
C Uszrs Foles Frivileges Department )
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Adding, Editing, or Deleting a User

In the Users & Roles view, click the Users tab to view users, then click the Add, Edit, or Delete
buttons to add, edit, or delete a user.

s -, rtasar Satnsns Auterticazion = Message
Home | MyAccount Rkt Inhision SiEts e riosarlogs | Downlosds = Azcess PoltMapoing | | Adminisyaske Seaup Sengoes amant Assignment o Ancst

L Ga | Gmm | deeme

Ussrs 2 Fioles forssketad Ussr ¢ &
Hams ¢ Login 1D = Dapartmant &
Admi
E
Privilagas for salctad Usar & d

o] =] o]

Note: The Add, Edit, and Delete buttons are disabled in an LDAP environment.
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To add a user:
1. Inthe Users & Roles view, click Add. The Add User window appears.

Sotuare

ne Azzaoms S s g e Sumnos e inar ags Cowmzads Azzess Szenn
= o Mamagement et
e s | ;|| S
amaime ew
Sirzt Frank C |
W
N [i.:s”s ‘ - FrEne
FHA

seterres

Sak Changes Clear Changes | Chse

2. Assure the Name & Login tab is highlighted, and enter the following information (see
Appendix E: Character String Specifications on page 223):

* First Name

¢ Middle Name or Initial

* Last Name

e Suffix

e Initials

* Department (select from a drop-down list)

Note: The Edit Department List appears if you have Administrator privileges.

* Login ID
e Password

Note: The new password must contain at least one (1) numeric character, one (1) symbol
characteé, and must contain mixed-case text characters; or must be the MedNet default
password.

e Confirm Password
3. Click Save Changes to save the new user. The confirmation message appears.

TET Sman S SETRTTET
T L Sz
Flrzt Name Frank .
1
Name o |‘~..
Nam [-‘4.:5“’5 .

4. Click Close to exit the window and return to Users & Roles.
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To edit a user:

1. Inthe Users & Roles view, highlight a user name. Then, click Edit. The User Edit
window opens.

Home Wy Aczaut -'.1‘:';5 g om S & s tuzer Logs Do oads ml_ Azzess Sl
i £ Srrowgen e
Fara i zgn E=

Firss Mame Frank B -

Wilddle Name or IRl |h

L2ct Name Py— | Adams, Frank N.

s
FMNA

Degarime one j

D sAnzms

LTI}
FREEREEE

smecwegs | ceonegm | oo |

2. Make changes to the applicable fields, and click Save Changes. The message
“User Updated!” appears.

Home My Acocount Usars & Roles Infusicn

C # ser updated! )

Users Roles Privileges Department

3. If there are no further edits to be made, click Close.
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To delete a user:

1. Inthe Users & Roles view, highlight a user name, then click Delete. The
Delete User pop-up window opens and the following message displays:

You are about to delete user - JStester. Click OK if you
want to delete this user

DI{l Cancel |

2. Click OK and the user is deleted from the list of users.

3. The following confirmation message appears.

fufy Uzers & Infusion
Account Roles Status

CUser siccessfully Delet@

Home
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Adding, Editing, or Deleting a Role and its Privileges

In the Users & Roles view, click the Roles tab to see the following: roles, users assigned
to the selected role, and privileges for the selected role.

Home My Account Users & Roles Infusion Status Infuser Management Infuser Logs Downloads Software Import Access Point Mapping ini: ive Setup ication Services

Usars, Roles Privileges. Department

Users for selected Role
Roles ¢
Name + Login ID # Department
Administrator
Administrator Limited
Biomed
Clinical Administrator
m
Materials Management
Pharmacist |
Pharmacist I

Reports Full Privileges for selected Role #

Reports Limited

To add a role:

1. Inthe Roles view, click Add. The Add Role window appears.

Home My Account Users & Roles Infusion Status Infuser Management Infuser Logs Downloads Software Import

Users | Roles | privileges | Department

Role Name:

Role Description

User can configure logout fime O Yes ® No

Available Privileges Privileges assigned to Role
Access Point Mapping
Administrative Setup

Administrative Setup/Database »
Maintenance

Authentication Services
Infuser Logs

Infuser Management Vo

Save Changes || Clear Changes H Cluse|
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2. Enter the Role Name, Description, and LDAP group (if applicable).

Note: Available Privileges are displayed. You may want to assign them at this time by following
the instructions below.

Home My Account Userns & Roles Infusion Status Infuser Management Infuser Logs Downloads Software |

Users | Roles | Privieges | Department

Role Mame

Role Description

User can configure logout time O Yes ® No

Available Privileges Privileges assigned to Role

Access Point Mapping
Administrative Setup

Administrative Setup/Database »
Maintenance

Authentication Services ‘
Configure Formulary Interface

Infuser Logs Vo

Save Changes || Clear Changes || aose|

3. Highlight one selection at a time from the Available privileges list. Using the add (>)
button, assign the privileges to the role; then, click Save Changes when done.

4. Click Close.
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Adding, Editing, or Deleting a Role and its Privileges

To edit a role:

1. Inthe Users & Roles view, do the following: select the Roles tab, select a role, click

Edit.

Homa  MyAccount  Users & Rolss  Infusion Status  Infuser Management  Infuserlogs — Downlosds  Software Import  Acosss Point Mapping Setup Sarvices
Users Roles Privilages Degpartment
Users for selected Role
Roles +
Name LoginID # Department &
Administrator
Administrator Limited
Biomed
Clinical Administrator
m
Materials Management
Pharmacist |
Pharmacist I
Reports Full Privileges for selected Role =
Reports Limited
The following window will appear.
Home My Account Users & Roles Infusion Status Infuser Management Infuser Logs Downloads Software
Usars Roles Frivileges Diepartment
Role Name: (|Clinical Administrator )
Role Description
User can configure logout time ) Yes ® No
(Privilegea assigned to Role )
Access Point Mapping N My Account N
Ad_ninistraﬁve Setup/Database Users & Roles
Mainienance Administrative Setup
Authentication Services Reports Ful
LT S Library Downioad
Manage Message Queues T L e
Manage Patient/Pump Assignments v Manage Finalized Libraries W
| Save Changes | | Clear Changes || Close |
2. Highlight one of the available Privileges or Privileges Assigned to Role. Using the
add (>), add all (>>), remove (<), and remove all (<<) buttons, assign the privileges to
the role, then click Save Changes.
3. Click Close.
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To delete a role:

1. Users & Roles view, select the Roles tab, highlight a role. Then click Delete. The
Delete Role dialog pop-up window appears.

2. Click OK. The role is deleted from the list of roles.

_

Yfou are about to delete role: Materials Management.
Click OKif you want to delete this role.

@

To view Roles:

In the Users & Roles view, click the Roles tab, highlight a role and the Users for selected Role

displays as well as the privileges for the selected Role. Should you select to do so, you can edit
from this view.

Home My Account Users & Roles Infusion Status Infuser Management InfuserLogs  Downloads  Software Import Setup ication Services Patient Assignment Message Queues | About

Users || Roles || priviieges | Department

Users for selected Role
Roles +

Mame « LoginID & Department %
Administrator
Pratt, Chris PrattChris
Administrator Limited
Ciinical Administrator
m
Materials Management
Pharmacist |
Pharmacist I
Reports Ful Privileges for selected Role
Reports Limited Access Point Mapping o
Infuser Logs
Infuser Management
Infusion Status
Library Download
W
My Account
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To view Privileges:

In the Users & Roles view, click the Privileges tab to view privileges, users for selected privilege,
and roles with selected privilege.

Home | MyAccount —Uses&Roles || InfusionStstus  InfuserManagement | Infuserlogs  Downlosds | Softwarelmpod | Acosss Point Mapping Sefy

Patient Asignment | Message Queues | About

User= | Roles | FPrivieges | Department

Users for selected Privilege
Privileges #

Name # LoginID & Department *

Access Point Mapping
A Administrator, ICU Medical marketing

Administrative Setup
Administrative Setup/Dalabase Maintenance
Authentication Services
Infuser Logs
Infuser Management
Infusion Status
Library Download
Manage Finalized Libraries Roles with selected Privilege +
Manage Medications Administrator

Manage Message Queues Administrator Limited

Manage Patient/Pump Assignments Clinical Administrator
Manage Workshests L

My Account v

1. The Add, Edit, and Delete buttons are not available in the Privileges view. If you need
to edit the roles assigned to the user, click the Roles tab. The User Roles window
appears.

2. Select one or more of the options from the Roles for Selected User list or the
Available Roles list. Using the add (>), remove (<), add all (>>), and remove all (<<)
buttons, assign the roles; then, click Save Changes.

Home My Account Users & Roles Infusion Status Infuser Management Infuser Logs Downloads Software Import Aooess Point Mapping
Ussrs | Roles | Frivieges | Depariment

Name & Login Roles

Available Roles

Roles for selected User

Administrator Limited m
A

Biomed

Clinical Administrator »

Materials Management
Pharmacist |
Pharmacist I

Reports Ful

Available Privileges
Manage Finalized Libraries
Manage Medications
Manage Patient/Pump Assignments
Manage Worksheets
Reports Limited
Users & Roles

View Drug Libraries

Privileges for selected User
Access Point Mapping
Administrative Setup

Administrative SetupiDatabase
Maintenance

Authentication Services
Infuser Logs

Infuser Management

Save Changes

3. If you made changes, a confirmation message appears.
4. Click Close.
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Adding, Editing, or Deleting a Department

The Department tab displays in the Users & Roles view. Any changes to the Department list on

this tab are reflected in the Department drop-down list located on the Add User and Edit User
windows.

Note: The default department name is “none.”

To add a Department:

1. To add a department click the Add button and type the department name.

Uiars  Fols  Pevieges  Depanimen

Add New Deparimert. Plastic Surgery

Select Departmernt
0 few
O T
0O |jorR
O Paduatrics
Pharrnacy

O PayWWard

=)

The following confirmation message appears.

by Users & Infusion
Account Roles Status

CDepartment Added Successfu@

Home

2. Click Save Changes.
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To edit a department list:

1. Inthe Department tab, select a department name from the Department list, and edit
the department name.

Note: You can edit several entries at a time. Enter the change, place a check mark in the check
box next to the Department name you have edited, then go on to the next name you want

to change.
Users Roles Privileges Department
Add New Department | Ada
Select Department
r [ER] =
r jicu
r fir
r |Pediatrics d|
Save Changes | Delete |
2. Click Save Changes.
The following confirmation message appears.
My Users & Infusion
Hens Agcount Roles Status

(Departrrmt Detals Successfully Delet@
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To delete a department:

1. To delete a department select the department to delete and click delete.

Users | Rales | Privileges | Department

Department

Aol News Departmert | T

|

[icu

i

|Pharmacy

O
O
O |[or
O
O
O

|Plast|c Surgery

|
|
|
|Pediatrics |
|
|
|

C I|F‘syWard )

|Gl

Save Changes ’

2. Click OK at the prompt.

Are you sure that you want fo delete the selected item
(s)?

The following confirmation message appears.

My Users & Infusion
Sl Account Roles Status

'~ Department Details Successfully Deleted.

Users. Roles Priviieges Department

3. Click Save Changes.
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Notes:
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Chapter 5: Infusion Status

Overview

The Infusion Status provides a real-time view of infusions, including information about their
remaining volume and time, drug library compliance, and alarm status. Infusion Status View is
only available if you have View Protected Health Information privileges.

Navigating

1. Click the Infusion Status tab. The Infusion Status search instructions window
appears. The default will display all the options listed for all infusers.

Home | MyAccount | Infusion Stetus  InfuserManagement  Infuserlogs  Downloads  Software Import  Access PointMapping  About

Infusion Status.

® retenti [ ] mosomeperes Ruming

D) Patient First Name Infuser Type Al | | nursing unit CCA Medication Stopped -

- Apply
PatientLosthame [ [ Show information for last 24 hours Al Al Al Alarming -

Delayed
Standby

Infusions: 0 Warning: Information displayed may not be up to date. Confirm information on the infusion device befora taking any action.

Select a row to view historical information for the associated infuserichanne!

Nursing Unit RoomiBed Patient ID Patient Name Medication Channel Dose/Rate A Remaining Time Status Lz

2. Should you wish to refine your search to a specific patient, you can do so either by
indicating the Patient ID or you can type the Patient First Name and Patient Last
Name. You can use the wildcard (“*”) after just the first letter of the patient’s first or
last name or enter a partial first or last name followed by the wildcard asterisk (“*”).

Note: Do not use the wildcard (“*”) as the first character when conducting a search.

3. Choose the desired options for the number of Infusions to display per page, Infuser
Type, Nursing Unit, CCA, Medication and Infusion Status. The latest status of all
infusions that were communicating within the past hour will be displayed. Click the
Show information for last 24 hours checkbox to view last status received, even if it
was prior to the last hour (up to 24 hours).
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4. Select Apply to display or refresh the list below.

WARNING: Information displayed may not be up to date. Confirm
information on the infusion device before taking any action.

5. You can sort the list by any column, except Dose/Rate, by clicking on the column
name.

My Infusion Authentication
Home o Uses&Roes ) Ifuser Mensgement | Infiserlogs  Downloads  Softwereimport  AccessPontMapping | | Administrative Setup =

Patient. Messege.
Assignment Quetes oo

Infusion Satus
Patient ID [ honsperrage Running
Patient it Name T nhsaTpe (A V] Meticaton Stopped
pamitathome [ [ Show information for last 24 hours i 61 Aamning
Delayed
Standby
Infusions: 1-23 0f23 Warning: Information date.
Selecta row o for
Nursing Unit RoomBed  PatientlD Patient Name Medication Chamnel DoselRate b Remaining | Time Status Lost Updated Location ccA Serial Number  Infuser Type
Acelominoghen 10 mgi0mL | A Piggyback Flush anl 200m | @ Ruming QG209 1446 S4DSOEILIZ.  ENTI 4319135 Plum A~Plum 360
Drug 100 mogi200 mL 8 z“m';gm @ stomed WSRO0 1445 GADAOLIEZ.  ENTE 43410135 Plum A+/Plum 350 A
o Diug Seected A 240 mLr BNl 0hdm g ruming W112019 1445 551155100 Unioown 91910000 Plum A+/Plum 350
No Drug Selected [} S14mUhr 30mL OR35M | @ Ruming 0612019 1445 551155400 Unknown 91910000 Plum A+/Plum 360
No Drug Selected A St4mbhe TgnL 0h20m | @ Ruming G612019 1446 SSALSS10A0.  Uninown 91910001 Plum A~Plum 360
No Diug Seected 8 2466 mUh 7OMImL AhTm | @ Ruming G129 1446 SSALS51000.  Uninown 91910001 Plum A~/Plum 360
o Diug Seected A 240 mLr Wnl | 0n25m g ruming W112019 1445 551155100 Unioown 91910003 Plum A+/Plum 350
No Drug Selected [} S14mUhr 4299mL ORSM | @Rumning 0612019 1445 551155400 Unknown 91910003 Plum A+/Plum 360
No Drug Selected A S1.4mUhr ML 0n20m | @ Runing 06112019 1445 551155400  Unknown 91910004 Plum A+/Plum 360
No Diug Seected 8 2466 mUh 2BTal | 0hZm | @ Ruming G109 1445 SSALSS100.  Unioown 91910004 Plum A~/Plum 360 v
o Diua Seected A 240 mLe FEX TR TY Oy 0612019 1445 55.1155.10/0.. Unknown S1910005 Pum A+Plum 380
P Frindy Version | Slop Aulo Refesh | Last Updaled O minutes ago al 081172019 14:46:30
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Infusion History Snapshot

You can view the historical data for the associated infuser by clicking on the row displaying an
infusion.

Each infuser and each channel displays for one hour or 24 hours if you selected Show
information for last 24 hours.

Infusion
Slatus
nfusions per Fage dee n
[ =l DLAND HI
= Fatent D [ 0 (=
. Hursin
 panent Frzt ame RS e Stoaped
[an =] i = Aaply
| F a
Fanent LA Name T L heds AlanTing
informafizn for last " L]
Inbuinias finka y Sempahal 3|
InlerTM: Plam 3460
Serial Rumber; 507205 I
Charnal: & I
Mrsing Unit | RosmiBed  PatientID Patient Names Wedication Dirse Rate d Remeining  Time  Stanis LastUpcated  Locazion
Saiact & 1o | Aderasine Byrmpe 100 meg.. 14 mihr | HWEML TRZEM| muneng | MRISHZIET WRED. [
Hureing | Agernmne Sprmps 150 mep. 26 mimr | BEm ORI g G | RZMEUTS ARG WARED | ¥
| | \Aniyewn Cror a0 150 nogd.. | 22 Mt | |TmAm [TRm | i Stepoen. | JRED |
Admrnmee Sy 100 mep | 32 mhhr e | Eiml [0WI3Em| g meposa | INENEO1E 145 | VARED =
J_ | Anivenn Cof &R 150 ol 1 i I Wim 2rem| g spmey | inznEtis s ma:. _|
1| ow - o - g
T e T o o ART PN NG yS——
Select:
Infusion History Snapshot
@ PatientD
: Infuser Type: Plem 360
© potentFrsthame || eooies0s
Patient Lastlame | | channet A
Nursing Uit | RoomGed | PatientiD | atientHame Medication DoserRate " Remaiming | Time Status Last Updated Location
0.9% Normal Saline 1 mg/1 mL 2munr 3826m 159N T @ Running 081112016 1951
e 1ot 0.9% Normal Saline 1 mo/1 mL 5.895 mUskg 1,091 mL onim | g Ruming 08/11/2016 1621  94:B40F1F1
Select a row to view historical infort
Wursing Uit on cca Serial
I TICU-1 70001
L m 5
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Overview

Infusion Status View

Note: The list will automatically refresh unless the Stop Auto Refresh button is clicked. Refresh
can be resumed by clicking the Start Auto Refresh button.

The following table describes the Infusion Status view fields:

Field/Label Information
Nursing Unit Displays the Nursing Unit associated with Auto-Programming (Smart Pump
Programming) and Patient.
Room/Bed Room number and Bed number.
Patient ID Patient identifier.

Patient Name

Patient name that is visible only if the user has the View Protected Health
Information privilege.

Medication Medication being infused. If the infuser has a library unknown to ICU Medical
MedNet, the medication will display “Unknown.”

Channel The channel currently in use on the infuser. For LifeCare PCA, channel will be
blank.

Dose/Rate The Dose or Rate at which the medication is being infused.

The column will display “KVO” if the post infusion delivery is a KVO or Continue
Rate. It will display “Piggyback Flush” if the current delivery is a flush.

Note: Piggyback Flush is a Plum 360 feature available in software
version 15.20 and above. Flush delivery events will be included
in the Event/Alarm Log report.

Limit Exceeded

(22 )

When a warning icon is displayed, it indicates that the therapy violated a rule set
that was overridden. Hovering the mouse over the icon displays a pop-up
showing the limits in the drug library that were overridden by the user.

Remaining Displays volume (mL) of infusion remaining for the current delivery. Applies to
licensed infusers but not LifeCare PCA.
Time Displays the time remaining in the infusion for the current delivery. Applies to

licensed infusers but not LifeCare PCA.

Status and Last

Status (running, stopped, or alarming) and Last Updated appear in italics when

Updated the last status update is more than 5 minutes old. Status is also indicated by
color: Green = Running; Red = Stopped; Blinking Yellow/Red = Alarming.

Location The location of the infusion.

CCA Either an established CCA, or may display as “Unknown.”

Unknown displays when none of the finalized drug libraries was on the infuser
and, therefore, the infusion occurred with the existing library on the infuser
(possibly a default drug library or the drug library downloaded from a different
ICU Medical MedNet server).

Serial Number

The serial number of the infuser used in the therapy.

Infuser Type

The Infuser Type column in the report will only display when “All” is selected for
the Infuser Type. The report will only show licensed infuser type(s) used in the
therapy.
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Printing

1. To print, select Printer Friendly Version.

q'— Prirter Friendly “Yersion ‘)J [ Stop Auto Refresh ]

Copyrigh
A

2. Go to the top menu bar and select File.

3. From the drop-down list, select Print.

\;'im Favorites 'll'nols Help Help

T | =
Dugplicate t ek | v M cearch v 52 - g share - B~ [ sidewiki = % Check ~ |32 Transk
Hew window 5 CtrlsN |
Mew session
Open in Immersive Browser
Open... Ctrl= 0
Edit
Cave Medication =~ Channel + DoseRate . &+ Remaining % Time #% Status
: 3
Save as.. LS AMODArone 20 ma/SEmL | A& | 550 mLihr 794 05 mL 14h25m | @ runmi
Close tab Ceb+W 1 1 1 1 1
Page setup.., Ampicilin 2gm 0.5 mgimlL 3.0 mghr i, 30,0 mL @ aiarr
s

Print preview...
Send 3

Import and export..,
Propeies
Exit

4. Print as you would any other document.
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Notes:
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Chapter 6: Infuser Management

Overview

The Infuser Management view displays a list of all the infusers at your institution and allows
you to maintain inventory status and asset ID information for each infuser, as well as to manually
synchronize the infuser time on some infusers.

Note: This view is only accessible for users with the following roles: Administrator, Administrator
Limited, Biomed, Clinical Administrator, IT, and Materials Management. The logged-in user
will also need to have the View Protected Health Information privilege.

Note: If your institution is licensed for multi-facility reporting, the Infuser Management view will
display the facility with which each infuser is associated. A user with the Biomed role can
manually associate a facility with an infuser. All other roles can only view infuser/facility
associations.

Navigating

Click the Infuser Management tab. The Infuser Management view appears

Fome | MyAcowt | fuson Sks  nuErMeragment | Wfwerlogs | Cownkads | Soiwareimpor | AccesPoliMapping || About

tusers e mace | P Py st nrizerType e oy
[ snow cay racity memacn [ sekct sinfusers meetng me criers E
Wusers 1100721 | w

ssisct  nfussrType ¢ o8 s ¢ Facaty < ssrial numoer + Location + 3oty are Rewase = Invantory status + assstis
O Fum 350 @ wscH [snow n v ®  wuos WFED 15.11.00013 [ ~] [ |
[m] PCA & FOM0I000 [ozrmce ~] 210000 S51155107008 07.02.00 003 [ ~] [ |
[m] pcA & FoMOI00! [oem e ~] 3310001 S511.85-10100F a7.02.00 003 [ v] [ |
(m] PCA ® FoM0002 [ogmce | w1000 SS11:55:1010:10 07.02.00 003 [ ~] [ |
[mE ® romms [oenan N s ssasannnm oremm [ <] I ]
[m] PCA & FoM0I004 [ozrmce ~] EEE S51155107008 07.02.00 003 [ ~] [ |
O o= ® Fss0c0000 [Ozrce > s1310000 ss1tsst01000 1511 00001 [ > [ |
O  mmso @ FLIG500000001 [ogmce | #1210001 S511:55101000 1511.00001 [ ~] [ |
O ez ® Ausomoon: [oznan 9 ssam sstissremm 151100001 [ < [ ]
O  mumsso @ FLMES00001003 [oemcr ~] 21310003 551155101000 1511 03001 [ v [ |

cees | ssuz @ caromgE: ] Eipon [ Stop Aut =rren

4 mpon Asset DSt (c31)
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Infuser Management View

The following table describes the Infuser Management view fields:

Field/Label Information
Select Click on the checkbox to select an infuser. Click again to deselect it.
Infuser Type Licensed infuser type(s)
Position the mouse over the Infuser Type and a photo of the device
appears.
Device Logical ID of the infuser.

The dot to the left of the device indicates its network status. The green
dot indicates that the device is online and communicated with the ICU
Medical MedNet Software in the last 5 minutes. The red dot indicates
that the device is offline and not communicating with the ICU Medical
MedNet Software.

Facility Facility with which the infuser is associated.

If a facility has not been associated with an infuser, the value will be
“Unknown”.

This column will only display if your institution is licensed for multi-
facility reporting and can only be edited by a user with the Biomed role.
To change the associated facility for an infuser, select a new value from
the drop-down list. To update one or more infusers to the current facility,
select the checkbox for those infuser(s), click the Update to Current
Facility button, and select Yes when asked to confirm the action.

O am®o ® ALMGS0CI00002 [urgnt cre v s1910002 581155102000 15.02.00

O =m0 & RLIES0000S [urgem care v 91910003 551155107000 15.02.004

Deiste Save s Cexr s [ mmn [ St Auto Fetreen |[ ek ametram

If an infuser is assigned to a facility, but the infuser's current IP address
is outside of the range defined for that facility or the facility is inactive, a

facility warning icon ({1 ) will display by the facility name. If you hover
your cursor over the warning icon, details about the warning will display.

Serial Number Serial number of the infuser.

Location The descriptive physical access point location receiving data from
the infuser or the access point that last communicated with the infuser.

Software Release The version of software residing on the infuser.

The hourglass icon appears when a software download is in progress;
it disappears after the download is complete.

Inventory Status The inventory status of the device.

The inventory status for any infuser will be independent of the inventory
status of other infusers, even when several infusers share a CE.

Asset ID The hospital-assigned asset ID of the device (25 characters).

44 User Guide for ICU Medical MedNet Software

Note: For a list of ICU Medical MedNet compatible devices approved by country, refer to the ICU Medical MedNet Device
Compatibility Matrix available through your ICU Medical Technical Support Center.



Overview

Chapter 6: Infuser Management

Note: The Infuser Management view automatically updates every two minutes to show changes
in the infusers’ status.

The following table describes the Infuser Management view filters. To filter, enter information or
select a value from the drop-down lists, and click Apply.

|

Seraltionber[ | Inventory Status Infuser Type Network Status Faciity
[ Show only faciity mismatch [] Select allinfusers mesting the crieria
Filter Information

Infusers Per Page

You can select the number of infusers to display per page by using the Show
(number of) feature. You can view 10, 25, 50, 100, 200, 500, or all infusers.

Note: When All Infusers per page is selected the following buttons
are disabled: Delete, Save Changes, Clear Changes, Sync
Infuser Time.

Device

Allows you to create a filtered view of infusers by their device ID.

Serial Number

Allows you to create a filtered view of infusers by their serial number.

Inventory Status

Allows you to create a filtered view of infusers by their inventory status.

Infuser Type

Allows you to create a filtered view of infusers by their type. Only licensed
infuser type display.

Network Status

Allows you to create a filtered view of infusers by their network status: Online,
Offline, or All.

Facility

Allows you to create a filtered view by the assigned facility. This will only
display if your institution is licensed for multi-facility reporting.

Show only facility
mismatch

Allows you to create a filtered view showing only infusers that have a facility
warning icon. This will only display if your institution is licensed for multi-
facility reporting.

Select All Infusers
Meeting the Criteria

Allows you to automatically select all infusers that meet criteria.

Note: Filters that allow you to enter text will accept all or part of the field. It is not necessary
to enter the entire number or value. For example, to filter by serial number, you may enter
“154” to show all infusers whose serial numbers begin with 154, or you may enter
the exact serial number if desired.
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Navigate through the list of infusers by using the first, previous, next, and last buttons.

Home My Account Infusion Status Infuser Manac

[Sefect |
Infusers per Page Device

[] show only faciity mlsnim/

@ infusers - 1- 10 of 21 ®»{>

Select Infuser Type = Device
Ul Plum 360 @ WsGDo
] PCA @ PCA000000

Position the mouse over the Device or Serial Number of any infuser to display a pop-up showing
the Device, Last Communication, IP Address, and Serial Number of the infuser.

Select Infuser Type ¢ Device ¢ Facility ¢
[l FCA & Lnoo2 Unknow n
NSGOO '
M Fumae g Device MSGO0 —
O FCA & PCAOO( Last Communication 061052019 1115 |
IP Address 10.28 5.65 —
U FCA & PCAD
Serial Number 20140338 B
N PCA @ PcaOObULZ L U L —
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Position the mouse over the Infuser Type of an infuser to display a pop-up showing the device.

Select

Ofg|ojg ojg|d

Infuser Type =

Device #

Flum 360

Plum 360

Plum 360

Plum 360

Plum 360

Plum 360

Plum 360

To enter an asset ID for an infuser, enter the ID in the Asset ID field and click Save Changes.

The Inventory Status column assigns the following status descriptions to an infuser.

e Active
¢ Scheduled for Service
* Servicing

* Inactive
* Cleaning
* Out for Repair
* No status

To assign an inventory status, click the arrow in the Inventory Status field and select the desired
status from the pop-up window.

Inventory Status #

Active

Scheduled for Service
Servicing

Inactive

Cleaning

Qut for Repair

Mo status
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An arrow may display to the right of an infuser to show whether the last communication
contained log messages. This arrow is useful to determine whether the infuser has completed
sending its logs to the server.

All online infusers with 802.11a/b/g wireless capability will automatically synchronize their time
with the ICU Medical MedNet server time whenever they are online and there is a difference of
+/- 5 seconds or more between infuser and server time.

Note: Synchronization will not happen during infusion.

Time synchronization for LifeCare PCA infusers with 802.11b wireless capability is performed in
a slightly different manner. For these infusers, ICU Medical MedNet runs a process each day at
approximately 2:00 a.m. to update their time. However if these infusers were not online during
this automatic process, the Syne Infuser Time button can be used to manually synchronize their
time when the infusers are online.

Note: The changes will not take place with the LifeCare PCA 802.11b board until the infuser has
been powered off then back on.

Select the checkbox for the infuser(s) whose time you want to update or use the button to select all
infusers and click Sync Infuser Time. A progress bar appears in a pop-up window during the
time synchronization.

Salact Infuser Typs = D= vice =
O Bl 360 & WSEN
| PCA & FCAD00000
BCA & FCA0D0001
O PCA & FCA000002
O PCA & FCADO0003
| PCA i FCAOD0004
O Fum 360 & FLKBS0CI00000
O Flum 350 # ALKE500000001
O Pum 360 & ALLES0C000002
O Pl 350 / L KBEOCI00003

Eync hfuser Time | Daicte | |

If the Delete button is selected, the infuser is marked for deletion. Deleted infusers are not
displayed in other views. Data from deleted infusers will not be contained in any reports unless
“Include Deleted Infusers” is selected on the Report Options page when a report is run.

If an infuser selected to be deleted is assigned to a patient, a message displays that the specified
infuser cannot be deleted. The message will contain the Infuser Serial Number, Patient ID, and if
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so privileged, the full Patient Name. If not so privileged, the Patient Name will be obscured by
asterisks.

If a deleted infuser communicates its status to the server at a later time, it will be undeleted
and will then be displayed again.

Note: An infuser will have a serial number of “Unknown” if the server has never received a full
status message from the infuser. The full status message contains all elements including
the serial number. Full status messages are sent when the infuser is turned on.
For infusers that have accumulated usage hours, yet do not report a serial number,
it is possible that the hours of use occurred prior to the software version upgrade,
and the infuser has not been turned on since the upgrade. Once the infuser is turned on,
the server will receive its serial number in the next full status message.

The Save Changes button saves entered information.
The Clear Changes button clears any changes that you have not saved.
The Export button generates an Asset ID list.

The Stop Auto Refresh button toggles the auto refresh feature, so the Infuser Management screen
does not update with the latest pump status.

Import/Export Asset ID List

The Infuser Management view allows you to import or export a file containing a list of serial
numbers, asset IDs, and inventory statuses. If your institution is licensed for multi-facility
reporting, exports will include facility information (if created by a user with the Biomed role). A
Biomed user may also choose to include facilities in an import. Facility information will only be
included if an import is executed by a user with the Biomed role.

File Format

The import file must be in CSV format. It must have a header row containing the fields
Serial Number, Asset ID, and Inventory Status. It may also have a facility field that will be
imported if the user importing the file has the Biomed role. The file format is specified in the
following table.

Serial Number Asset ID Inventory Status Facility

Required, up to 50 Not required, up to 25 | Must be one of the Not required, up to 30
characters characters following: characters

* (blank)
* Active

« Scheduled for
Service

+ Servicing

* Inactive

+ Cleaning

» Out for Repair
* No status
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To import an Asset ID list:

[ oocte || sevechammes || cercranges || Swer || Stop Auto Retresh

== Import Asset D list ... (.csv}

1. Click Import Asset ID list ... (.csv). A Windows Explorer navigation window appears
that allows you to browse for a .csv file containing the serial number and asset ID
information.

Note: If a serial number is not found, or the .csv file is not properly formatted, an error message
is displayed.

2. Click the Start Import button.

Note: The following rules apply when importing a file with facility information:
- If the facility name for an infuser is an active facility, an inactive facility or “Unknown”,
the facility name will be imported.
- If the facility name for an infuser is empty, the facility name will not be changed in
HMSS.

To export an Asset ID list:

Click the Export button. A Windows Explorer File Download pop-up window like the example
below appears, allowing you to open the file in Excel, or save the file in .csv format.

Do you want to open or save AssetldList.csw (42 bytes) from localhost? Open Save - Cancel

Note: Deleted Infusers will not be included in the export file.
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Chapter 7: Infuser Logs

Overview

The Infuser Logs view displays a list of all the infusers at your institution.

Note: This view is only accessible for users with the following roles: Administrator, Administrator
Limited, Biomed, IT, and Materials Management. The logged-in user will also need to have
the View Protected Health Information privilege.

Navigating
Click the Infuser Logs tab. The Infuser Logs view appears.

Home || MyAccount | User&Roles | | InfusionStatus || InfuserMensgement Infussrlogs | Downloads | Softwars Import | AccessFointMspping | | Administative Sstup | | Authentication Services | | PatientAssignment || Messsge Queuss | About

rOpen Log Requests
Infuser Type « Device 4 Serial Humber 4 Date Range # Log Type ¢ Duration # Timeout 4 % Complete + Status +
Create Log Request Refresh Last Updated 5 minutes ago at 08/05/2013 13:31:53

User Guide for ICU Medical MedNet Software 51

Note: For a list of ICU Medical MedNet compatible devices approved by country, refer to the ICU Medical MedNet Device
Compatibility Matrix available through your ICU Medical Technical Support Center.



Chapter 7: Infuser Logs

Overview

Infuser Logs View

The following table describes the Infuser Logs view fields:

Field/Label

Information

Infuser Type

Licensed infuser types.

Device

Device Name.

The dot to the left of the device indicates its network status. The green
dot indicates that the device is online and communicated with the ICU
Medical MedNet Software. The red dot indicates that the device is

offline and not communicating with the ICU Medical MedNet Software.

Serial Number

Serial number of the infuser.

Date Range The date range specified in the log request.

Log Type The type of log entries associated with the particular device.
Duration Period of time required to obtain data.

Timeout The period of time you selected.

%Complete

Percentage completed.

Status

Displays a status message i.e., Complete, Cancelled, Error: Timeout
or Complete (Partial). If an error is present in the infuser log request
“Infuser Error” will display. Other messages may include “Error: Disk
Space,” “No Logs Found,” “Retrieving from infuser” (applies only to
infusers with CE 3.x), “Retrieving from DB,” etc.

Feqiaiy

Infuser Typs & Device & Sarial Humber &

e 30 ® 5

Crepie Log Fegeest Retesh

More  Myhmourt  lemkagiel Platior Buna PAaw Mgt i lzpo DoeniolSe Boheswimgon AceuFriniMispding ADTINMONSW BNl Acericnor Bewios  FabeAmgnneet  Meige ol Aol

Dete: Range & Log Type & Duration & Timeoist 8 % Comgiete § Saaius 8

o

- i
G nycine Regasen |
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To Create a Log Request
1. Click Create Log Request. A pop-up window displays.

Device: | |
T 0711212017 @D
To: 0711212017 (@
Log Type: | Select V|

Timeout: I:I Hours [1 - 168]
Repositony: I:l

Enter the Device Name (alphanumeric format).

3. At From:, either accept the current date, or type in a start date using the mm/dd/yyyy
format, or use the Calendar.

4. At To:, either accept the current date, or type in an end date using the mm/dd/yyyy
format, or use the Calendar.

5. At Log Type:, use the drop-down list to select a Log type. The choices include
Clinical, Diagnostic, Audit, or All, depending on the device.

At Timeout:, enter a time in hours (1-168), if you so desire.

The default is C:\ICU_Medical\DropZone. Your Network Administrator can extract
the files from the default repository.

8. Click Submit.

More  Myhmourt  lemkagiel Platior Buna PAaw Mgt i lzpo DoeniolSe Boheswimgon AceuFriniMispding ADTINMONSW BNl Acericnor Bewios  FabeAmgnneet  Meige ol Aol
Coen Loj Fequeats
infuser Typs & Device & Serial Humbes ¢ Dete: Range & Log Type & Duration & Timeout 8 % Comgiete § Saaius 3
ke 360 8 m 17T 1RO 1113Z.. | Cinice 2838 » Compie
Tramie Log Fegesst Aetagh at daina 0 meides i a1 MO TR0 l.'-wmm-eimml

You can use the Refresh button to get the most current data and the Cancel button to cancel the
associated log request.

The Clear Inactive Requests button will remove completed, cancelled, or error log requests
from the queue.
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Notes:
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Chapter 8: Downloads

Overview

The Downloads view is used to download the active drug library to the selected infusers
and to monitor the download status of libraries.

1. Click the Downloads tab. The Downloads view appears.

2. Select the infuser type and click Apply. The following screen appears:

Note: The ICU Medical MedNet software shall not allow a Plum 15.1x Drug Library which was
finalized by any version of MedNet prior to 6.3 to be downloaded to a Plum 15.11 or higher
infuser.

Hornd MWy ez & Infuision g s Softwas Azcias Pont Admanasiratie AL 30 Patient
Ascount Reins Hustus Mansgamant Leg L Blapng Satup ] Aanagart
A —— 1
i = | BB 1

i
;

Salact Location s Device & Serial Number & Saftware Yersion s Library s Transter Status & Failure Reason ¢

Cancel Refresd S AUD Rifrish + Show Plum Ax3 wamings

Note: The Downloads view automatically refreshes every 2 minutes to reflect any changes in the
infusers’ status.

To filter, enter information or select a value from the drop-down list, and click Apply.

To sort by column, click the header of a column. Click again to sort the results in reverse order.

User Guide for ICU Medical MedNet Software 55

Note: For a list of ICU Medical MedNet compatible devices approved by country, refer to the ICU Medical MedNet Device
Compatibility Matrix available through your ICU Medical Technical Support Center.



Chapter 8: Downloads

Downloads Fields

Downloads Fields

The following table describes the fields in the Downloads view:

S = va e one before
s
\..,,‘. users ) ) ) _
Field/Label Information
Select Click on the checkbox to select an infuser. Double click to deselect it.
Location Descriptive physical location of the access point receiving data from the infuser or the
access point that last communicated with the infuser.
Device Logical ID of the infuser. The dot to the left of the device indicates its network status.

The green dot indicates that the device is online and communicating with the ICU
Medical MedNet Software. The red dot indicates that the device is offline and not
communicating with the ICU Medical MedNet Software.

Serial Number

Serial number of the infuser.

Software Displays component name and software version information.

Version

Library The version number of the drug library on the infuser. Descriptions include: Not
Available, Version Number, Invalid Library, and DDL.

Transfer New Device: A drug library has never been downloaded to the infuser.

Status
Pending: The server is attempting to download the library to the infuser. The server
has not yet received any indication that the infuser is using the new drug library.
Completed: The infuser has received a new library and it has been activated on the
infuser by a clinician.
Requested: The infuser is scheduled to receive a new drug library.
Failed: An error occurred while the infuser was receiving a new drug library. The new
drug library must be sent again before it can be activated by a clinician.
On Pump: The library has been successfully transferred to the infuser's CE. Once
the clinician accepts the library, the status will change to Completed.
Installing: The library is being downloaded from the CE to the infuser.
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Field/Label Information
Failure Unsupported File: If a deployment descriptor file is unrecognized by a device (such
Reason as invalid deviceClass, componentType, fileType or subcomponent NUM or a

combination of one or more fields) then the device will return an unsupported file
response code. For example, a componentType MCU and a fileType KERNEL would
return this error code.

Invalid File: If a file fails integrity check (like unmatched hash or invalid decryption)
then the device will return an invalid file response code.

File Not Found: If the device cannot locate the file defined in the Deployment
Manifest.url, then the device will respond with a file not found response code.

Drug Library Pending: If there is a deployment already queued, pending, or
updating, then the system will reject the deployment request and return the pending
response code.

Invalid Manifest: If the manifest contains any invalid fields, the device will report
invalid manifest. Additional details may be injected in the
DeployUpdateRes.responseStrings repeated field. For example, a required field in
the Deployment Manifest or Deployment File being empty would result in this error
code.

Failed Download: While processing file downloads, if a file download fails or exceeds
retries then a failed download response will be generated.

Download Timeout: Timeout error while downloading the file.
CRC Mismatch: CRC File error.

Data Framing Error: Receive framing error.

Incorrect File ID: File ID mismatch.

Unknown: Error while flashing file or other unspecified error.

Invalid Drug Library: There were issues with the construction or offsets as defined in
the drug library.

Invalid Digital Signature: The signature of the resource does not match the
expected signature.

No Certificate: Indicates that the MCU does not have a certificate that can be used to
validate the signature of the resource.

Certificate Expired: Indicates that the signature of the resource update could not be
verified as the certificate has expired.

Canceled: The download was canceled by a user.
Download Expired: The pending drug library download expired (6 hour timeout).

New Drug Library Finalized [Active Drug Library Version]: The drug library
download retry was interrupted with the finalization of a new drug library.
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List of Infusers

Note: Only the infusers for which you are licensed will be displayed.

You can navigate through the list of infusers by using the first, previous, next, and last buttons.

Home My Accourn it =hugam S m tuser Logs Sowmiasds

I 5 v Liprary rizi &

etwork Status ] 1l Devioe Transder Sk All -

Plum 380 j

niuser Type
r Ay show Irfusers st can necehe selecisd OowNioad coTRENtE
I sziect il imuzars mesting T2 orierlz
Apply /
e dor4
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Chapter 8: Downloads

Downloads Filters

The following table describes the filters in the Downloads view.

Pfusers perPage (10 %] Lomy | | sersiremoer l:l
rewon stams (AR W] Dewiee | | Tremster smms

Rfuser Type choose an Rfuser iype _ W

[Jionly shiow hfusers Mat can receive sebcied dow nbad contents
[ seeat samfusers mestng me criera

ARy

Note: Filters that allow you to enter text will accept all or the first few field values. It is not necessary to
enter the entire number or value. For example, to filter by serial number, you may enter “154” to
show all infusers whose serial numbers begin with 154, or enter the exact serial number if desired.

Filter/Label

Information

Infusers per page

This function allows you to select the number of infusers to display per
page by entering a number in the Show (number of) Infusers per page
feature. You can view 10, 25, 50, 100, 200, 500 or all infusers.

Note: When All Infusers per page is selected, the following
buttons are disabled: Download and Cancel.

Library

This function allows you to enter a drug library version that has been
downloaded.

Serial Number

This function allows you to create a filtered view of infusers by their
serial number.

Device

This function allows you to filter by the device ID.

Network Status

This function allows you to create a filtered view of infusers by their
network status: All, Online, or Offline.

Transfer Status

This function allows you to create a filtered view of infusers by their
library download status: All, New Device, Requested, Pending,
Installing, Completed, Failed, and On Pump.

Infuser Type

This function allows you to select the infuser type desired for the library
download. Only licensed infusers can be selected.

Only show infusers that can | This function allows you to filter by known information. You can choose
receive selected download | to show only infusers that can receive the selected download contents.

contents

Select all infusers meeting This function allows you to automatically select all infusers meeting the
the criteria criteria.
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Transfer Status

This section provides detailed information concerning the Requested and Pending States. For
information concerning the New Device, Pending, Completed, Requested, Failed, On Pump, and
Installing states, see Transfer Status on page 56.

Requested State
An infuser is in the “Requested” state for the following reasons:

« It has been queued to receive a drug library, but the server has not yet begun the download.
* A previous drug library download was unsuccessful.
The infuser remains in the “Requested” state until the next download interval. If an infuser is in

the “Requested” state, the drug library download can be cancelled by selecting the infuser and
pressing the Cancel button.

Pending State

An infuser is in the “Pending” state if the server is currently downloading the drug library to the
infuser.

The download to an infuser in the “Pending” state cannot be cancelled.

Drug Libraries

Invalid LifeCare PCA Infusers Drug Libraries

If a LifeCare PCA infuser is turned off and plugged in, a minimal status message is generated that
does not include the drug library name. If a drug library was downloaded and installed on the
infuser, but the infuser was turned off before it has sent the drug library name to the server, the
server will report an “invalid library.” Once the infuser is turned on, a standard status message is
sent to the server, updating the library name to reflect the library on the infuser. A status message
is generated approximately five minutes after the infuser is turned on.
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Downloading a Library
To download a library to infusers:

1. Verify the library version information.

2. Select the desired infusers.

Note: Some libraries require a software version to be selected before beginning the download.

3. Click Download Drug Library.

Note: When the library is not current, Library Version is displayed in red text. It remains in red
text until the download is successful. When the download is successful, the Library Version
changes to the current active library and is displayed in blue text.

Home Ny Acoount L::s; 'r‘fs;i;" Infuser Mansgement Infuser Logs Downloads Software Import Administiative Setup Au;";‘t‘iz‘o“ A;:t:lm
[select Download Conterts |
Infusers per Page 1w - Library Serial Number Software Version 15.1x v
Network Status All ¥ Device Transfer Status All - % P —
Infuser Type Plum 360 hd 1801/16 6.20 11804 Plum 360 Libran ’
D Only show infusers that can receive selected download contents Finalized 1801716 14.21
Last Downloaded Unknown
D Select all infusers meeting the criteria Last synchronization R
7 ( I Download Drug Library ) <4—:3
/ Infusers: 1-10f1
Location # Device # Serial Number # Software Version # Library # Transfer Status #
N R -
B ot @ NT17734884 | 30141080 15.10.00.004 DEFAUL ﬁl New Device
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If the Stop Auto Refresh button at the bottom of the screen is selected, the Library Download
screen does not update with the latest pump status.

Important: Verify the downloaded library on several infusers before deploying the
new library across the entire institution.

Note: The current active drug library version downloaded to the selected infusers is identified by the
Drug Library ID found on the Library Directory page of the ICU Medical MedNet Meds
application.

Note: Under some conditions, when sending a new library to infusers, “Invalid Library” will display in
the Library field. If this happens, click Refresh until the library download is completed. After the
download is completed, the description in the Library field changes to the current active library.

Drug Library Report
The Library Download view provides the following reports:

* Drug Library

* CCA Library

* Master Infuser and CCA Settings

» LifeCare PCA Master Protocol Report (PCA Only)

To select a report:
1. In the Library Download view, click on the icon that looks like a book.

Software Version 15.1x +

=
%Adiwe Drug Library

180116 8.20 11804 Plum 360 Library
Finalized 18716 14:21
Last Downloaded Unknown

Last synchronization Unknown

Download Drug Library
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Select a report type and library version, then click Submit. Only finalized libraries will be
displayed.

Please enter values for all the report options belovy and then click the submit buttan.

J &) Drug Library Report
(O CCA Drug Library Report
O Master Infuser/CCA Settings Repart

2. The report is displayed as shown in the following example.

Drug Library Infuser Type Date Finalized Library State

SDP LIB 1000 Plum 360 10 Jan 2016 22:22 Active

Rule Set Groups Dosing Unit LHL | LSL | USL | UHL Other Settings Assigned CCAs

Generic Name: amikacin 250 ml External ID: 10005 Therapeutic Class: Other Class ID: 101

Displayed Name: amikacin 250 ml Concentration:100 mcg / 300 mL Enable Standby: Yes Enable Piggyback and Bolus from secondary: Yes
Dose Rate Limits - Rate mL/hr 10 20 30 40 High Risk Medication Mo BEH-HEAL
Dose Rate Limits - YTBI mL 10 20 30 40 Enable Bolus Mo
Bolus Limits - Amount Maximum Rate
Bolus Limits - Time Delivery at End of Infusion KWO
Bolus Limits - Dose Rate pefault Rate: 1 mL/hr

Maximum Dose Rate: Maximum Bolus Amount: Therapies: Basic, Intermittent, Multistep, Piggyback

Generic Name: Ampicillin 2gm External ID: 10012 Therapeutic Class: Other Class ID: 101

Displayed Name: Ampicilin 2gm Concentration:150 mcg / 300 mL Enable Standby: Yes Enable Piggyback and Bolus from secondary: Yes
Dose Rate Limits - Rate mL/hr 10 20 30 40 High Risk Medication MNo ES
Dose Rate Limits - VTBI mL 10 20 30 40 Enable Bolus Mo
Bolus Limits - Amount Maximum Rate
Bolus Limits - Time Delivery at End of Infusion KYOQ
Bolus Limits - Dose Rate Default Rate: 1 mL/hr

Maximum Dose Rate: Maximum Bolus Amount: Therapies: Basic, Intermittent, Multistep, Piggyback

Generic Name: Caffeine External ID: 10023 Therapeutic Class: Other Class ID: 101

Displayed Name: Caffeine Concentration:300 grams / 600 mL Enable Standby: Yes Enable Piggyback and Bolus from secondary: Yes
Dose Rate Limits - Rate mL/kgshr 1 4 =] 9 High Risk Medication Mo ES
Dose Rate Limits - YTBI mL 1 =] 5 7 Enable Bolus Mo
Baolus Limits - Amount Maximum Rate
Bolus Limits - Time Delivery at End of Infusion KWO
Bolus Limits - Dose Rate pefault Rate: 1 mi/hr

Maximum Dose Rate: Maximum Bolus Amount: Therapies: Basic, Intermittent, Multistep, Piggyback

Generic Name: Other Drug External ID: Therapeutic Class: Class ID:

< ]

|a

3. You may print the report using your browser’s Print button.
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Notes:
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Chapter 9: Software Import

Overview

The Software Import view allows the software for compatible infusers to be updated to a new
version. Once imported to the server using this view, the new software can be downloaded to the
infusers.

Important: Infuser software updates are managed only by ICU Medical Service
Representatives.

Click the Software Import tab on the navigation bar, and the Software Import view appears.

Users & Infusicn Authentication

Heme My Acoount P P, Infuser Management  InfuserLogs || Downloads | Software Import | Access Point Mapping | Administrative Setup F—

o} Add File to Import ... (jar)

Software Imported Status

plurm- 1801116 14:37 | Active Delete
upgrade.

The Software Import view allows you to import a file to load the new software version to the
server. The software update process is initiated on the infuser itself.

Note: After a software update, the infuser reverts to a default drug library. Before using the
infuser in a clinical setting, a new drug library must be downloaded to the infuser.

Uploading a file to the server
1. Click the Add File to Import button.
2. Find the jar file in the browser window and select the file to add by clicking Open.
3. Click the Upload/Import button.

Once the software versions are loaded, you can activate or delete the software version for a
particular infuser type using the Activate and Delete buttons next to each version.
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Notes:
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Chapter 10: Access Point Mapping

Overview

The Access Point Mapping view allows you to enter a description for each wireless access point.
This description appears in online views and on reports that include an infuser’s location.
It also provides a means to import or export a list of access points and descriptions.

Note: If your hospital has licensed Asset Tracking, the Access Point Mapping view is not
displayed. See Appendix C: Enhanced Asset Tracking on page 219 for more information.

The following table describes the fields in the Access Point Mapping view:

Field/Label Information

Access Point ID The MAC address of the wireless access point through which the
infuser communicates with ICU Medical MedNet Software.

Description This feature allows you to enter a descriptive location for the access
point used for online views and in reports.

The description field is optional.

Access Points Per Page User Selectable with options per page of 10, 25, 50, 100, 250, or All.

Note: Your system administrator can provide the physical locations for wireless access points.
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Navigating

Click the Access Point Mapping tab, and the Access Point Mapping view appears. You may click
on the Access Point ID column or the Description column to sort the view. Clicking again will
sort in reverse order.

Home My Account Users & Roles Infusion Status Infuser Management Downlosds Softwars Import Acoess Foint Mspping inistrative Setup ication Ssrvioes About
Access Pointz 0 1 - 10 of 1079 b L
All Access Point 1D # Description #

[ cA:Td:4f:4b: 4705 IV‘#«F‘-SE Automation Lak

C 08:1£12:02:17:42 .IBOR~4UB-SE

[ .Icsfsows

(i .INo description 25

O DEAE b2 A8 22 [r-6153-22

| cA:7d:4T-4h:4-03 I'u"w.-‘AF'-32 Automation Lab

| 00:16:5C:31:83:50 [MHU Main Hall

o 0B:1 £ felicl:52 .l,&S-At][]EHALL-H

N 08:1£13:20:82:22 .|2H-2153-24

O 06:2c:0a:bd:20:5 |

Save Changes | Delete | Clsar Changss | Export | :;CS:::U‘HE m IL.l:ngt,::ldress m

Enter a descriptive name for a wireless access point ID in the Description field, then click
Save Changes.

To delete an access point, enter a check mark in the box next to the access point ID you want
to delete, then click Delete.

Note: If the selected access point recently communicated with an active infuser, the access point
cannot be deleted.
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Importing And Exporting An Access Point List

To import an access point list:
1. Click the Add File to Import button to locate the file.

Pl Users & Infusion Infuser o load Softwuare Access Point Administrative
Account Roles Status Management ounioads Impart happing Setup

G Aclel File to Import ... (.csD“_____

Home

2. A Windows Explorer navigation pop-up window appears; use it to browse for a .csv
file, so you can import access point IDs and descriptions.

3. Click the Start Import button.

= Add File to Import .. [.csv) b Start Import

MADiliplicense-keys\Sezetldlist .cov
Cancel

4. The upload may be canceled by using the Cancel button.

Note: If the .csv file is not properly formatted, an error message is displayed in the Access Point
Mapping view.
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To export an access point list:
1. Click the Export button.

Home  Mydcoount  UsssBRolss  Infusion Ststus InfussrMsmsgsment  Downlosds  Softwarslmoon Asosss PrintLscoing ministrative Setuz icstion Servizes  Abcut
Access Points < 1- 10 of 1078 bl o
All Access PointID # Description ¢
O c47d: 4744505 IWAF'-32 Automation Lah
O 08:1£:£2:62:17:42 |BOR-408-56
O 30:37 a6:c3:53:62 .|CS-509-45
o 00:24:6C:0C:BF:03 .|No description 25
o DE:1ff2b208:22 .|BI\J-6153-22
O cd:7d:4f4b 403 IWAF'-32 Automation Lab
(mi 00:16:9C,91:82:50 [MHU Main Hall
) 08:11:13:e0:c0:52 .|AS—AUOEH,&.LL—19
r 08111220822 .|2N-2153-24
& 06:2c:0ahd 20025 |
Save Changes | Delete | Clear Changes (m?;o::::ninﬁ 10 & T;Z&address 12i=

2. A Windows Explorer File Download pop-up window appears like the example below.
Open the file in Excel, or save the file in .csv format.

Do you wantto open orsave Acce=sPointList.csv from Iocalhost?( Open Save ') Cancel
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Chapter 11: Administrative Setup

Overview

The administrative setup configuration typically occurs during the installation of ICU Medical
MedNet Software. The Administrative Setup view is used to maintain information about your
institution and facilities, maintain infuser software download settings, view, or update your
software license file, and configure settings for database maintenance.

The Facility Settings section will only display if multi-facility reporting is licensed at your
institution.

Note: Only users with appropriate login privileges can see the Administrative Setup view.

Institution Settings

1. Click the Administrative Setup tab to display the Administrative Setup view.

Home My Account Users & Roles Infusion Status Infuser Management  InfuserLogs  Downlosds  Software Import  Access Point Mapping Administrative Sstup | Authenticstion Services Patient Assignment Mesza

Successfully updated the values.

Institution Settings | Software Download Settings | License Information | Database Maintenance Locale Setting SMTP Maintenance  Integeation Settings | Server Gertificate Management Devioe Gertificate Management

I

Institution Name Faciity Displayed on Reports @) Currently Located Facilty (O Manually Assigned Facility
o
e
Phore
pager 1

2. To add or change Institution Settings, enter the following information:

* Institution Name (default is “Institution Name”)
* Contact Name

» Title
* Phone
* Pager

Note: The Institution Name field is printed on reports. It is displayed on Plum 360 infusers when
they are powered on.
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3. Set Facility Displayed on Reports by selecting the appropriate radio button (Currently
Located Facility or Manually Assigned Facility; default is Currently Located Facility)

Note: This setting determines whether the facility the infuser is currently located in or the
manually assigned facility displays in reports that include facility information.

4. Click Save Changes in the Institution Settings section to save the changes.

Facility Settings

Note: The Facility Settings section will only display if your institution is licensed for multi-facility
reporting.

Click the Administrative Setup tab to display the Administrative Setup view.

The Facility Settings section displays below the Institution Settings section and contains all
facilities that have been added.

Fachity hems = Addrass ¢ Contact ¢ Departmant = Emall Phons * IPRangs & Faclity Status +

Ungent Care 5672 Conter Street, Cammel, Calfomie, 93922, Unked Stz 5. Weaterzll T o s3meaiD oy com B31-555-1230 169254 224 023 Acive

e

Wak-n one 123Weh Streen, Cammel CzFome 93922, Unled Sttes & Fobbins T gomhsgegom E31-355-4876 10285023 Actve

A Fclly

The following table describes the Facility Settings fields:

Column Information
Facility Name The name of the facility
Address The address of the facility
Contact The facility contact name
Department The contact’s department
Email The contact’s email
Phone The contact’s phone number
IP Range The IP address range that the facility uses
Status Status of the infuser - Active or Inactive
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To add a facility:
1. In the Facility Settings section, click Add Facility. The Add Facility window opens.

Facility Name | |

Address Line 1 | | Egy | |

Address Line 2 | | State / Province | |

Agddress Line 3 | | Postal Code / Zip | |
Country | |

IP Range | | Faciliy Status [ Active ~|

IP Range CIDR: Notation format must be IPAddress/Netmask (e.g. 192,168 100.0v24)

Contact | | Email | |

Department | | Phone | |

Sawve Changes | | Clear Changes |

2. Enter the following information (see Appendix E: Character String Specifications on

page 223):
» Facility Name (must be unique)
* Address 1
» Address 2
* Address 3
+ City

» State/ Province
» Postal Code/ Zip
« Country

» [P Range - Enter in CIDR notation (XXX.XXX. XXX. XXX/##). Range cannot
overlap with IP ranges defined for other facilities.

Note: Hovering over the information icon by the IP range field will display information on the
required IP range format.

» Facility Status (select from drop-down list)

* Contact

* Department
* Email

e Phone

Click Clear Changes to discard any changes and return to Facility Settings.
4. Click Save Changes to save the facility and return to Facility Settings.
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To edit a facility:

1. Inthe Facility Settings section, click the Edit link in the row of the facility you want to
edit. The Edit Facility window opens.

Facility Mame |Urgem Care |

Address Line 1 |552 Center Street | Cior |Carme| |

Address Line 2 | | State / Province |Ca|if0rnia |

Address Line 3 | | Postal Code / Zip |93922 |
Country |Un|ted States |

P Range [169.254.224.0/23 | Faciity Status [ Active v

IP Range CIDR Motation format must be IPAddress/Netmask (e.g. 152.168.100.0/24)

Contact |EI, Weatherall | Email |bweatherall@cg,|:nm |

Department [T | enone [831-555-1234 |

Save Changes | | Clear Changes |

2. Make changes to the applicable fields, and click Save Changes:

Note: You cannot delete a facility. If you no longer need a facility, set the Facility Status to
Inactive.
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Software Download Settings

To change Software Download Settings, click the Software Download Settings tab, and enter
the following information:

* Maximum Retries (maximum 999; default is 3)
*  Minimum Retry Interval (default is 120 seconds)
* Click Save Changes

rehusan
Homa M Usens Ao o iohmer Management  InserLogn  Downioads Senp i

{i
i
§

it acr Semrga ToMwss Dowrdoar Lowngs iformaton  Detsbese Murtinance  Loceis Seftng  IMTP Manistarcm  integrabon Semwgs  Senver acer

E L | i | ’ | |

Maimum Retries 3 Notity Administrator on Sofware Downgrade

Minimum Rodry interval (n Seconds 120

Save Changes

Note: The maximum retries and minimum retry interval are configuration settings for the software
update capability on the LifeCare PCA infusers. Any changes needed are made by your
ICU Medical Field Service Representative.

Note: If you select a software version to download that is older than the one previously set, the
ICU Medical MedNet software will detect it. Also, if you check the Notify administrator on
Software Downgrade check box, an email will be sent to the email address you indicated
in SMTP Maintenance.

The default value for the Notify Administrator on Software Downgrade check box is
unchecked.

Also, the downgrade will generate an entry in the Audit Log. It will include the Infuser
Logical ID, the Infuser Serial Number, the Registered Infuser Version and the
Reported Infuser Version.
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License Information

License Information

The License Information section is empty until a license file is imported. In the Import New
License File section, click # mportiew License Fie ... (key) to locate it on your PC, then click Import. The

Current License Details fields will be populated.

Home M UserssRoles b IfuserManagement  Infuserlogs | Downloads  Sofwarelmpon  Access PotMapping Admineuatie Setp Anibantesios ,."“"'”m
Insttuten Setings Sottware Downloss Lisancs Informaton e Settng egraton Semegs Managemeni  Davice Gerificate Management

#  Import New License File .. (jkey)

4
i

[ Current License Detz

TG Madical Meooiet Pum 300, LifeCarn PCA

Usa Profile Clinical Use

Software Package Core

Language Engiish (imternational), English (United States), French (Canada), French (France), Matian, Spamish (Spain), Turkish

License Expires On N
Multi-site Reporting Enatied
Enhanced Asset Tracking Disabled

Current License Details include the following:

» Use Profile * Infuser(s) License(s)

» Software Package * Auto-programming (Smart Pump

. Languages Programming)

« License Expires On * Auto-documentation (Infusion
Documentation)

* Enhanced Asset Tracking

» Multi-facility Reporting . .
* Drug Library Size Level 2

* Alarm Forwarding (Alert Forwarding)

Note: License files are provided by the ICU Medical Implementation team.
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Importing a License
Use the following process to import a License.

1. While in the License Information tab, select Import New License File (must be a
Jkey file type).

2. From the Choose File dialog box, find the desired file, then select it to populate the file
name window.

3. Press Open to begin import of new license.

Home My Account Userz & Rolas Infusicn Status Infuser Managsment Infuser Logs Downloads Software Import “Acoess Peint Magging Administrative Sstup

Institution Settings Software Downlosd Settings Licznss Information Catsbase Mantznarce Locale Satting SMTF Maintenance Integration Sattings.

ok Import New Licenss Fils ... {jkey}

& Choose File to Upload X
“ v » ThisPC » Documents » Licenses v ! | Searchlicenses AP
Organize ~ MNew folder =+ [ 0
A ——i
& Downloads # »  Name ¥ Date modified Type Size
ICU Medical MedNat | Blum 3§ . Documents # B Everything_US_Eng.jkey

) = Pictures ¢ General jkey
e R 5] L icense  html
Software Package = This PC @License en.htrl
S I Desitop 58] License_fr_ca.himl
License Expirez On .
? % Documents
Enhanced Asset Tracking —
A ‘ Downloads
Formulary Integration
J Music
&= | Pictures
! Videos
‘ia Local Disk (C:)
i Network v L >
File name: | General jkey v| [AilFiles () v

(=1 one

4. Verify the file in the window is the correct file.

5. Select Start Import.

p— My Users & Infusion Infuser DR Software Access Point Administrati
Account Roles Status Management Import hdapping Setup

Institution Settings Software Download Settings License Information Database hintenance Locale Setting SMTP Mbirtenance

s Import Mew License File..Ckey) | & Start import
general_authority_6.0.jkey
B - Cancel

4 5
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6. Verify that the import was successful.

Administrative Setup

(\f’aﬁd license file was tmpoﬂed_‘ Close | €——

Current License Details
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Database Maintenance

The Database Maintenance settings are used to rid or purge the database of old transactions,
thereby freeing more space for more effective and speedy operation of your ICU Medical MedNet
system. The designated owner of the database maintenance is usually the DB or system
administrator.

We highly recommend that you backup your database.
Backing up the ICU Medical MedNet Databases

In order to back up the database, you first must configure the backup device. For instructions on
setting up that device to work with SQL Server, refer to the SQL Server documentation.

Restoring the ICU Medical MedNet Databases

To restore the database, the backup device must also be configured according to the SQL Server
documentation.

Important: Restoring a backup of the database requires stopping the ICU Medical
MedNet™ Server Software service.

Note: To avoid running out of server hard drive space, we suggest managing the size of the SQL
Server Transactional Log file while purging is in process. Truncating the log files may be
necessary with large databases.

1. In the Data Retention Period ficld, enter the time period for which you want to keep
the data. You can select from:

* 6 months

* 1 year

* 2 years
* 3 years
* 4 years

2. Enter your User ID.
Enter your Password.
4. You can also opt to set a future start time and date:

* Using the drop-down list, select a Start Time (DB event time based).
» Using the calendar, select a date.
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5. Once satisfied with your choice, click Start or if you want to make a change, click
Reset and re-enter the information.
sove Mydssurd Ueend sl iefudios Stadar b Marageeent  bheerligi Ooemisess Sohwas imeet  AswaBsisiMessng  imoutene feiez Autwelerton Senim FaSestAligrees  Memege Cusimi  Assat
1
:-:.“: - pat SUTOe Mas T
oL
—_—
e[ =] ]
iu:'.‘ Raset | —_—
6. Should you wish to abort the purging process, click on Abort Purge.
Note: Transactions purged prior to aborting cannot be recovered.

The oldest system transaction and last purge dates are displayed for your convenience.

Enha

nced Asset Tracking

The Enhanced Asset Tracking section allows configuration of this optional feature.

Note:

When Enhanced Asset Tracking is enabled, the Access Point Mapping tab is hidden.

Enter the Server Name (and port if required), the User ID, and Password.

Set the Preferred Identifier to be used by the Asset Tracking application to identify
your infusers. Possible values are Infuser Serial Number (default), Device ID, and
Asset ID.

If you are using a Real-Time Location System (RTLS), select the level of Location
Detail:

*  Space

» Zone/Space (default)

* Floor/Zone/Space

* Building/Floor/Zone/Space

» Site/Building/Floor/Zone/Space
The current status is displayed once you save your configuration by clicking the
Save Changes button. The following status messages can be displayed:

* Enhanced Asset Tracking is setup properly

» Enhanced Asset Tracking has NOT been setup properly
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» Enhanced Asset Tracking is receiving location change events

* Enhanced Asset Tracking is ready but has not received location change events
since the ICU Medical MedNet server was started

5. After you have entered your information, click Test Connection to verify the
connection. The following status messages can be displayed:

* Network failure trying to connect to asset tracking service

* Internal error while trying to ping asset tracking server

» Asset tracking server present but tracking service denied

» Asset tracking server present but tracking service is not available
* Successfully pinged to the Asset Tracking server

Possible conditions causing the internal error message include:

+ Invalid asset tracking username or password

* Invalid preferred ID type being used

» Host name or IP address missing for asset tracking server

* Any server error relating to retrieving asset information from external system

Locale Setting

Use the following process to select your preferred ICU Medical MedNet language.

Home by Lsers & Infusion Infuser Downloads Software Awcess Point Administrative Authentication About
Ansount Ruoles Status tdanagement Import Mapping Setup Senices
INSttUtion Settings Software Downioad Semtings Liense Information Dztabase halntenance Elwnanie_tlf_gs_gz,mmn SHTF hEIMtenance
Lacaiz / IEninsh (United States) v -

Save Changes '

1. Select Locale Setting.
2. Select the desired language from the Locale drop down list.
3. Click the Save Changes button.
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SMTP Maintenance

Use the following screen to access SMTP Maintenance.

Homa My Useis & Infusion Infuser Downle ads Sofhware Access Point Administrative Authentication About
Aceount Rales Status hlan agement Import Mapping Setup Senices

Institution Settings Software Dawnload Settings Licenze Information Database Maintenance Erhanced Aszet Tracking Locale Setting

SMTP Server |
SMTF Paort |
SMTF User Name |
SMTF Password |
Ermail I
Test Connection Save Changes |

*  SMTP Server (server name or address for the email server of the organization)

*  SMTP Port

*  SMTP User Name (20 character limit) (leave blank for non-authenticating
SMTP servers)

* SMTP Password (20 character limit) (leave blank for non-authenticating
SMTP servers)

* Email (email address of the administrator that will receive monthly messages
about the database archives)

» Test Connection
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Integration Settings

The Integration Settings tab is only available if [V EHR Integration (Smart Pump Programming,
Infusion Documentation and Alert Forwarding) has been licensed and if you have View Protected

Health Information privilege.

Note: For setting the necessary profiles, the ICU Medical MedNet user interface uses
"Auto-Documentation” as an alternative name for Infusion Documentation, and
"Auto-Programming" as an alternative name for Smart Pump Programming.

The information you set in the General window will be dictated by your specific integration
system.

Home  MyAcoouni  Usewdfoles  InfuionStats  IniserManagement Infuserlogs  Dosnlosds  Sfwareimpod  Acoess Point Mapping isvalive Selus  Auhenlicalion Sendoes | Pallent Aignment | Mesage Queves bt

Iisgion Satings | Sofwe Dowoad Sengs | Lowss nforion | Ditsbas Manlenwos | LocslsSeting  SUTP Mailsance | Ileron Sfiogs _ Canfete Msosgement

E—————

Automatically unassign paient afler infuser Phum 360 and Sapphire Frequency of Penodic [ |
has nol communicated for his perd @ Updales Sues V)
Purge inlerval for inpafients leﬂm,' V‘ Primary Pafient idenfifier Patient v

Purge Interval for Outpatients. Manthly A4 Preferred infuser identifier Serial Humber v
Oniine Status Change Delection interval Patient and Infuser Unassignment

Save Changes

Disable Name Profile Type Clinical Integration Version

‘dd nlegraton Profie. Waming: Alarm forwarding through ICU Medical MedNet™ 1o peripheral compuling syslems may expenence polental delays. Alarm forwarding funciionally is
Iegr 01 inlended fa be used as a Secondary Alarm and SHOULD NOT be used as the primary alarm that enables Cinical inlervention of an infusion Pump alarm condition
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Navigating
1. At Automatically unassign patient after infuser has not communicated for this
period, select from the following range:

*  Power Off
* 15 minutes
* 30 minutes

* 1 hour

* 2hours
* 4 hours
* 8hours
* 12 hours
* 24 hours

ICU Medical MedNet will disassociate any patient from a pump that has not communicated to its
server for the time period selected.

2. Select the Purge interval for Inpatients, that is how often can the information be
discarded from the ICU Medical MedNet database:

*  Weekly

*  Monthly

* Every 3 months
* Every 6 months

*  Yearly

3. Select the Purge interval for Outpatients:
*  Weekly
* Monthly

* Every 3 months
* Every 6 months
*  Yearly
4. The Online Status Change Detection indicates online/offline status of the Plum 15.11
and LifeCare PCA infusers. ICU Medical MedNet can forward the information on at
one of the selected intervals from:
* 6 minutes
* 8 minutes
* 10 minutes
* 15 minutes
5. For the Plum 360, the Frequency of Periodic Updates allows you to select how often
the infuser sends periodic status information to ICU Medical MedNet while a therapy
is running. Use the drop-down list to select from:
* 30 seconds
* 60 seconds
* 90 seconds
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e 2 minutes
e 2.5 minutes
* 3 minutes
* 3.5 minutes
* 4 minutes
* 4.5 minutes
* 5 minutes

6. Select a Primary Patient Identifier. This will most likely be dictated by the third-
party admission system (ADT) used at your facility.

» Medical Record Number
* Patient ID

* Alternate Patient ID

» Patient Account Number
e VisitID

* Alternate Visit ID

7. Select a Preferred Infuser Identifier. Once you select a Preferred Infuser ID, that ID
will be used throughout the User Interface (UI).

e Serial Number
* Device ID
e AssetID

8. At Patient and Infuser Unassignment, select between:

* Do not allow manual unassignment (this option provides only the Patient
Assignment List view in the Patient Assignment tab that allows you to view
patient/pump assignments)

or

* Allow manual unassignment (this option adds an additional tab in the Patient
Assignment tab called Unassign that allows you to manually disassociate a
patient from a pump)

9. Click Save Changes once you have made your selections.

Integration Profiles
The Integration Profiles that can be set for the elements that are licensed are:

* Auto-Documentation Status (Infusion Documentation Status)
* Auto-Documentation Events (Infusion Documentation Events)
* Auto-Programming (Smart Pump Programming)

* Alarm Forwarding (Alert Forwarding)

+ Patient Assignment Status Change

Note: As each profile is created, a confirmation message appears and the profile name, type and
clinical integration version displays. Profiles can be disabled, edited, or deleted (see
instructions after profile creations).
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Integration Settings

Clinical Integration Versions

The following table of infusers displays the list of licensed infusers and their supported interface
Versions:

Infuser Type

Version

CE

Supported Clinical
Integration Interface

LifeCare PCA™ 7.03 1.8 21,22
Plum 360™ 15.11 3.0 2.2
Plum 360™ 15.20 3.0 2.2

Following are the steps to create a profile. In each case, you will need to select Add Integration

Profile...
My Users & Infugion Infuser
Lobd) Account Roles Status Management D
Institution Software Downdoad Licensa Database
Settings Settings . h pah
integration Profies
Disable Name Interface Type

( Add integration Profie, D

Sofhuare
Import

Enhanced Asset

Profile Type

} Man!ﬁi cation About
Services
2
SMTP Intagration
Mairtenance Settings
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Profile for Auto-Documentation Status

Note:

® =N bk

For setting the necessary profiles, the ICU Medical MedNet " user interface uses
“Auto-Documentation” as an alternative name for Infusion Documentation. Infusion
Documentation is one of the IV EHR Interoperability features that allows populating
medication administration records, &0 flow sheet and dashboards with infusion events in
an EHR system.

At Profile Type, select Auto-Documentation Status from the drop-down list.

At Name, accept either the default (Auto-Documentation Status)
(Infusion Documentation Status) or enter a name of your choice.

At Clinical Integration Version, select the appropriate version from the Clinical
Integration Versions table provided earlier.

Profile Type | Auto-Documentation Status ;I

Hame |Aut0—Dacumentaliun Status

Clinical Integraton Version V|

Click Next.

At Receiver Host, enter a valid server host name or an IP Address.

At Receiver Port, enter a port. The port must be an integer from 1 to 65535.
At Receiver Path, enter the path of your choice (optional field).

Place a checkmark in the box next to Use secure transmission when sending
messages to the receiving system if you wish to use that optional selection.

Receiver Path I
[T Use secure fransmission when sending messages to the receiving system,

* required

s ]
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9. Click Next.
10. Place a check mark next to the selections you wish to enable:

*  Only transmit messages for infusers that are powered on and programmed.
* Only transmit messages for infusers associated with a patient.

* Transmit infuser online messages.

* Transmit infuser offline messages.

» Transmit messages while infuser is off.

[~ Only transmit mezsages for infusers that are powered on and programmed.

[~ Only transmit mez=ages for infuzers associated with a patient.

[~ Transmit infuser online meszages.

w

[T Transmit infuser offline meszage:

[T Transmit mezszages while infuser iz off.

v | o

11. Click Next.

12. Select the infuser types for which messages are to be transmitted.

Note: Only licensed infusers display.

Transmit messages for the following selected infuser types:

[¥] Pium 360

Back Save Changes

13. Click Save Changes. Your Auto-Documentation Status
(Infusion Documentation Status) profile has been created.
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Profile for Auto-Programming (Smart Pump Programming)

Note: For setting the necessary profiles, the ICU Medical MedNet user interface uses
"Auto-Programming” as an alternative name for Smart Pump Programming. Smart Pump
Programming is one of the IV EHR Interoperability features that allows populating clinical
orders from EHR systems on pumps.

Once you have clicked on Add Integration Profile...

1. At Profile Type, select Auto-Programming (Smart Pump Programming) from the
drop-down list.

2. At Name, accept either the default or enter a name of your choice.

At Clinical Integration Version, select the appropriate version from the Clinical
Integration Versions table provided earlier.

Profile Type |Autu—Prugramming ;l
Name [Auto-Programming
Chinical integration Version | "i

Net |

Click Next.

At Receiver Host, enter a valid server host name or an IP Address.

At Receiver Port, enter a port. The port must be an integer from 1 to 65535.
At Receiver Path, enter the path of your choice (optional field).

®© =N ok

You may select to place a check mark in the box next to Use secure transmission
when sending messages to the receiving system (optional field).

* Receiver Host I
* Receiver Port I
Receiver Path I

T Use secure transmizsion when =ending messages to the receiving svstem.
* required

Back Sawve Changes

9. Click Save Changes. Your Auto-Programming (Smart Pump Programming)
profile has been created.
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Integration Settings

Profile for Alarm Forwarding (Alert Forwarding)

Once you have clicked on Add Integration Profile...

1. At Profile Type, select Alarm Forwarding (Alert Forwarding) from the drop-down

list.

2. At Name, accept either the default or enter a name of your choice.

At Clinical Integration Version, select the appropriate version from the Clinical

Integration Versions table provided earlier.

WARNING: Alarm forwarding through ICU Medical MedNet™ to

peripheral computing systems may experience potential delays. Alarm
forwarding functionality is intended to be used as a Secondary Alarm and

SHOULD NOT be used as the primary alarm that enables Clinical

Intervention of an Infusion Pump alarm condition.

Profie Type |Alarm Forwarding ;I
Name |Alerm Forwarding
Clinical Integration Version | 'I

Warning: Alarm forwarding through ICU Medical MedNet™ to peripheral computing systems may experience potential
delays. Alarm forwarding functionality is intended to be used as a Secondary Alarm and SHOULD NOT be used as
the primary alarm that enables Clinical Intervention of an Infusion Pump alarm condition

Mext

4. Click Next.
5. At Receiver Host, enter a valid server host name or an IP Address.
6. At Receiver Port, enter a port. The port must be an integer from 1 to 65535.
7. At Receiver Path, enter the path of your choice (optional field).
8. You may select to place a check mark in the box next to Use secure transmission
when sending messages to the receiving system (optional field).
h"""""""“ R RRRRRRRRERREEEERDDDIIIIIIRRRRE=W
* Receiver Host I
* Receiver Port I
Receiver Path I
T use secure transmissicn when sending messages to the receiving system.
Back I Mext |
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9. Click Next.

10. You may select to place a check mark in the box next to Only transmit messages for
infusers associated with a patient if you wish (optional selection).

Add Integration Profile: Alarm Forwarding

[ Onhy transmit messages for infusers associated with a patient.

Back | Next |

11. Click Next.

12. Select the infuser types for which messages are to be transmitted.

Note: Only licensed infusers display.

Transmit messages for the following selected infuser types:

[¥] Pium 360

13. Click Next.
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14. Select events that will be sent to the alarm forwarding (alert forwarding) system from
the following:

* Air-in-Line Alarm * Infusion Completed

* Barcode Error Alarm * Infusion Near Completion Alarm
 Callback Alarm * Lockout Violation Alarm

* Cassette Door Open Alarm * Low Battery Alarm

* Check Cassette Alarm * Malfunction Alarm

* Check Flowstop Alarm * Pendant Fault Alarm

* Check Injector Alarm * Power Loss Alarm

* Check Settings Alarm * Proximal Occlusion Alarm
* Check Syringe Alarm * Pump Idle Alarm

* Check Vial Alarm * Service Battery Alarm

* Depleted Battery Alarm * Service Charger Alarm

* Distal Occlusion Alarm  Syringe Empty Alarm

* Emergency Stop Alarm * Warning Alarm

* Flow Restriction Alarm

The editable alarm description and corresponding infusers are in the right columns.

* Place a check mark in the Forward column
» Select the Importance using the drop-down list.
Use the scroll bar to navigate up and down.

Helpful Hint: Click the Forward column heading to select or deselect all events.

(Add Integration Profse: Alarm Forwiard —
Selecied events w il b Torw srded 1o alanm fonw Shding system CREE the Forw ard ¢ olurm heading 1o selecl or deselee! all vents
Forward Event Impartance Infusers Alarm Description
Ajr-in-Line Alarm High - Hum 380 Ar-in-Line Alarm
Barcode Eor Alarm Low - Flum 350 Barcode Eror Alarm =
Callbac k Alsnm Medium - Hum 350 Calback Alarm
Cassatte Doar Open Alarm | High - Fum 360 Cagsatte Door Opsen Alarm
Check Cassefis Alarm Medium i Fum 350 Check Casaeite Alarm
Chec k Flow sfop Alarm Hgh - Flum 350 Check Flow stap Alarm
Chec k Injec tor Alarm Low - Fum 350 iCheck njectior &lamm =
l Cazar Changas !

Back Save Chanpes

Note: Whatever you enter into the Alarm Description field is sent in the message to the third-party
clinical system when the alarm occurs. The Importance level selected also is transmitted to
the third-party clinical system when the alarm occurs.

15. Click Save Changes. Your Alarm Forwarding (Alert Forwarding) profile has been
created.
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Profile for Patient Assignment Status Change
Once you have clicked on Add Integration Profile...
At Profile Type, select Patient Assignment Status Change from the drop-down list.

2. At Name, accept either the default or enter a name of your choice.

At Clinical Integration Version, select the appropriate version from the Clinical
Integration Versions table provided earlier.

Frofile Type ]F’atient Assignment Status Change ;i
Name ]F‘alian: Assignment Status Change
Clinical integration Version | vI

Next |

Click Next.

At Receiver Host, enter a valid server host name or an IP Address.

At Receiver Port, enter a port. The port must be an integer from 1 to 65535.
At Receiver Path, enter the path of your choice (optional field).

© =Nk

You may select to place a check mark in the box next to Use secure transmission
when sending messages to the receiving system (optional field).

* Receiver Host I

* Receiver Port I

Receiver Path I
[T Use secure transmizsien when sending messages to the receiving system.

* required

Back | Next |

9. Click Next.

10. Select to Transmit patient assignment status change information for assignments.
and/or

Transmit patient assignment status change information for unassignments.
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Note: When ICU Medical MedNet is advised by the third-party clinical system that patients are
associated with an infuser, a message is transmitted if the assignment check box has been
checked.

When ICU Medical MedNet is advised by the third-party clinical system that patients are
disassociated from an infuser, or if patients are disassociated from an infuser manually or
automatically by ICU Medical MedNet, a message is transmitted if the unassignment check
box is checked.

¥ Transmit patient assignment status changs infermatien for assignments

[V Transmit patient assignment status change information for unassignments

Back Save Changes

hlo s

ome My Asmount  Leewd s Basus  infuser Banagerest st lags  Doevicads  Sohesew inpen Moche P ot Uasp

Profia Patiant Assignmant Status Ghange has been sawed.

A ATTaS: By UnESSgn patant atter efuses

haa rer s e Yo e pered Pum M) Fragisercy of Perogn Upasies Emingiey

Farpe mherval I Fpasssts LS - Privery Palent el Patiesv! O »
Farpe Blarval fof Outpeests Northly b4 Fietomed Huser dentder Sanal Nuiber -
Cmling: Siwhum Changs Deise S0 riervsi Emruisn v Puiterr! mns Ffussr Lirssuignesed Alow renusl unsasGrITRnE

11. Click Save Changes. Your Patient Assignment Status Change has been created.
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Disable, Edit or Delete a Profile

You can select to Disable a profile in order to substitute or use another created profile. To disable,
simply place a checkmark in the box next to the profile you wish to disable in the Disable column.

Patient Assignment  Messsge Queues  About

Home  MyAccount  Uses&Roles  Infusion Status  InfuserManagement  Infuserlogs  Downloads  Software Impori  Acocess

+ Profile Patient Assignment Status Change has been saved.

Instilution Settings || Software Download Settings | License Information || Database Mainienance || Locale Setting || SMTP Maintenance | Inisgration Setings || Certficate Management

Automaicaly unassign patient after infuser o E';"a g and Sapphire Frequency of Periodic

has not communicated for this period

Purge Interval for Inpatients Montnly v Primary Patient Identifier Patient ID v
Purge Interval for Outpatients Montnly v Preferred Infuser identifier Serial Number v
Oniine Status Change Delection Interval Palient and Infuser Unassignment Do not allow manual unassignment W
Save Changes
Integration Profiles:
Disable Name Profile Type Clinical Integration Version
O Patient Assignment Status Change Patient Assignment Status Change 22 Edil Delele

Alarm forwarding functi i

T — Warning: Alarm forwarding through ICU Medical MedHet™ to peripheral compuiing systems may experience potential delay
Lo b TR intended to be used as a Secondary Alarm and SHOULD NOT be used as the primary alarm that enables Cinical Intervention of an Infusion Pump alarm condition.

To Edit a profile:

1. Click on Edit and you will be taken to the first screen. The information you created
will be present.

To Delete a profile:

1. Click on Delete and the data you provided is erased from each of the selected profile’s
screens. The selected profile to be deleted also disappears from the list of profiles.
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Certificate Management

ICU Medical MedNet with Plum 360 requires digitally signed drug libraries to increase the
integrity of MedNet drug libraries. The Certificate Management tab is used to manage the digital
certificates used for the drug library signature.

Important: Certificates are required in order to finalize drug libraries in ICU Medical
MedNet Meds and to download a drug library to a Plum 360.
The ICU Medical MedNet Software requires certificates to download a
digitally signed drug library.
Our Technical Support Center or your local ICU Medical representative
can provide assistance in installing the certificates.

Home  MyAccount —Uses&Roles  Infusion Status  InfuserMansgement  Infuserlogs — Downlosds — SoftwsreImpodt  AccessFointMapping  Administstive Setup  Authentication Services  Patient Assignment  Message Queues  About

Insttution Settings | Software Download Settings | License Information || Database Maintenance || Locale Seting || SMTP Maintenance ||| Integration Settings | Certificate Management

L

s
I
Select InUse * Description ¥ Subject Name # Issuer Name % Valid From # Valid To # AlgorithmiKey Size $ Private Key ¢
D No mmu ‘CN=NeXT MedNet Test 'CN=NeXT MedNet Test 06/28/2017 14:39 06/28/2022 14:39 RSA 2043 bits Yes
D No HMSS ‘Ch=Medhet-lssuingCA DC=-MedMet DC=Test ‘CN=MedNet-CA DC=Medhet DC=Test 11/02/2016 10:38 06/02/2026 10:54 RSA 2048 bits Ne
D No HMSS ‘Ch=Medhet-CA DC=MedHlet DC=Test ‘CN=MedNet-CA DC=Medhet DC=Test 06/02/2016 10:44 06/02/2026 10:54 RSA 4096 bits Ne
D Yes HMSS ‘Ch=NeXT.mednet test ‘CN=MedNet-IssuingCA DC=MedMet DC=Test 06/28/2017 13:56 06/28/2022 14:06 RSA 2048 bits Yes
D No CE Ch=ce ‘CN=MedNet-IssuingCA, DC=MedMet DC=Test 1110172018 05:57 1002872017 09:18 RSA 2043 bits Ne

Following are the ICU Medical MedNet supported formats:

Suitable for Import:

Note: We recommend the use of PKCS #12 for easier installation. PKCS #12 are the certificates
(with private key) password-protected using .p12 file extensions.

Format Encoding Contents
DER encoded binary Base64 PEM
X.509 Yes Yes Certificate only (no private key)
PKCS #7 Yes Yes Certificate chain only (no private key)
PKCS #8 Yes Yes Private key only (no certificate)
PKCS #12 Yes N/A Certificate with private key

Note: When importing a private key in PKCS #8, the associated certificate must also be imported
by adding it as a second file in import dialog.
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Suitable for Export:
Format Encoding Contents
DER encoded binary Base64 PEM
X.509 Yes Yes Certificate only (no private key)
PKCS #7 Yes Yes Certificate chain only (no private key)
PKCS #12 Yes N/A Certificate with private key

Following are the certificates used by ICU Medical MedNet:

HMSS certificates

Type Description
CA.cer The digital certificate from the Certificate Authority that issued the
HMSS and DLE certificates
HMSS.p12 This certificate identifies the MNS server. If you only have one

server, this certificate will be used to digitally sign Plum 360 15.1x or
above drug libraries

DLE.cer Certificate used to authenticate the MedNet Meds (DLE) with
MedNet (HMSS)
CE.cer (optional) Certificate used for Mutual Authentication between the CE on the

Plum 360 15.1x or above infusers and MNS

DL.p12 (optional) Drug Library Certificate

DLE certificates

Type Description
CA.cer The digital certificate from the Certificate Authority that issued the
HMSS and DLE certificates
DLE.p12 Certificate with private key for mutual authentication with HMSS
HMSS.cer The HMSS HTTPS certificate

Plum 360 15.11 and later certificates

Type Description

CA.cer The digital certificate from the Certificate Authority that issued the
HMSS and DLE certificates

CE.p12 Certificate with password-protected private key

DL.cer Drug Library Certificate

WiFi.p12 Wi-Fi certificate (WebConfig requires this as two separate files:
WiFi.key, WiFi.cer)

WebConfig.p12 The Webconfig SSL certificate

Important: Certificates have an expiration date and will need to be renewed.
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Server Certificate Management

The Server Certificate Management feature allows you to import, export or delete server
certificates (HMSS certificates). The Server Certificate Management view lets you know if a
certificate is in use; shows its description, name, issuer, its valid period, algorithm/key size and
whether it has a private key.

Importing Server certificates
1. Click Import.

ICU Medical
M ed N et Welcome! mednet_admin Logout Help
Home | MyAccount | Uses&Roles  Infusion Stefs InfuserMansgement | Infuserlogs ~ Downlosds  Softwarelmport | AcoessPointMapping  Administrative Setup | Authentication Sewices | PatientAsmignment | Messsge Queuss  About
Institution Settings | Software Downiosd Settings | License Information | Datsbass Maintenanoe || Locsie Sstting . Integration Setings | Server Cart
Certifcate

HITPS CH=HMSS - 12/07/2025 v

HTTPS (HOP) CN=HNSS - 12/07/2025 ~

Digital Signature CN=HMSS - 12107/2025 ~

Please download the device certificates to the infusers when the server certificates are changed.

lable Certificate

Select | InUse * Description * Subject Name * Issuer Name * Valid From # Valid To ¢ Algorithm/Key Size ¢ Private Key *
O Ho mmu CH=Bran Medhet Test CH=Bran Medhet Test 04/30/2018 15:23 04/30/2023 15:23 RSA 2048 bits ‘Yes
Import Export

2. From the Import Certificate pop-up, click on the + Import button to browse for the
certificate you want to import.

3. Browse for the location of the server certificate you wish to import and click Open.
The selection displays.
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4. Click Start Import.

S EEEEEEEEEEERR.,

o= Import  § Start Import

CUsers\clax\DeskiopN 6.31\certs\hmss.p12

Cancel

5. A message indicates the import was Done. Enter a description if you wish and click
OK. For a .p12 certificate, you will need to enter a password.

& import X Clear Hislory
CilUsersiclaxiDesklopWil 6.3 Tceristhmss. Clear
ne
Description |

.cer example

4 Import X Clear History
Ciifakepaththmss p12
Glear
Done
Description
hmss.p12 contains a private key requires a password
Password |

.p12 example

6. Repeat the process of importing for any additional certificate to use.

7. From the drop-down list, select the certificate you wish assigned to HTTPS,

HTTPS (HDP) and Digital Signature.

ICU Medical

MedNet

Home  MyAccount | Uses&Rolss Infusion Ststus | InfuserManagement  Infuserlogs = Downlosds — Software Import

Institution Settings | Software Download Settings. || Lioense Information | | Database Maintenance || Locale Setting | | SMTF Maintenance

Welcome! mednet_admin Logout Help

Senvices  PatientAsignment  Messsge Queuss  About

tion Settings | Server Oart

S ————

HTTPS CN=HMSS - 12/07/2025 v
HTTPS (HOP} CN=HMSS - 12/07/2025 v
Digital Signature CN=HMSS - 12/07/2025 v

You can, if you wish create more than one private key certificate. Only private key
certificates will be available from the drop-down list.

Important: Every time you change server certificates, you will need to save the
changes and download the device certificates to the infusers.

8. Restart the application.
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Exporting Server Certificates

1. From the Available Certificates list, select the certificate you wish to export.

[Available Certifica

Select | InUse # Description # Subject Name ¢ Issuer Name # Valid From # Valid To ¢ Algorithm/Key Size ¢ | Private Key #
[m] Ho JW_CA Chi=MedHet CA Chi=MedHet CA 1200712015 14:21 1210712025 14:21 RSA 2043 bils Ho
[m] Yes JW_HNSS CH-HMSS Ch=MedHst CA 1200712015 14:34 1210712025 14:34 RSA 2043 bits Yes
O Ho W_CE CH-=CE Chi=MedHet CA 1211712015 1019 1211712025 10:19 RSA 2043 bils Ho
Ho JW_DLE Chi=Meds Chi=MedHet CA 1200712015 14:30 1210772025 14:30 RSA 2048 bils Ho
Import | | Export | | Delete

2. Click Export.
3. You will be able to either Open or Save.

Deleting Server Certificates

1. From the Available Certificates list, select the certificate you wish to delete.

2. Click Delete.

Are you sure you want to delete Cerificate CN=ICU OU=Software,
0=ICU, L=San Diego,5T=CA,C=US - 08/27/20197

3. When asked if you are sure you want to delete the chosen certificate, make your
selection.
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Device Certificate Management

The Device Management feature allows you to import and view the download status of all: Drug
Library, Wi-Fi, Mutual authentication, Web Config and Server certificates. The Device Certificate
Management also includes email notification of pending certificate expiration when the SMTP
server is configured.

Note: Although the Device Certificate Management tab displays all of the certificates, server
certificates can only be imported using the Server Certificate Management window.

Preparing formatted ZIP file

The Device Certificates (certs) to import to the HMSS server need to be within a ZIP file. You
will need to assemble this file as follows:

1. Create a new folder that will contain everything that you'll eventually add to the ZIP
file. (We are calling this file the Staging folder.) It will look something like this once
all the data is created:

Share View
» ThisPC » Local Disk (C:) » Staging v O Search Staging
“ Mame - Date modified Type Size
ca 4/24/201810:14 File folder
rmutualauth 4/24/201810:14 File folder
webconfig 472472018 10:14 File folder
wifi File folder
_:LEI‘I rmutualauth Personal Informati... 4KB
| mutualauth PASS File 1 KB
=l webconfig Security Certificate 1 KB
|| webconfig.key KEY File 2KB
| webconfig PASS File 1 KB
=] wifi Security Certificate 1 KB
| wifi Configuration sett... 1 KB
|| wifi.key KEY File 2KB
7 wifi PASS File 1 KB

2. Create a folder called ca and copy the root CA cert + all of the other certs in the chain
(e.g., intermediate CA certs) to that folder

3. If you're using mutual authentication, copy the mutual authentication .p12 file to the
directory and rename it mutualauth.p12

4. Create a new text file called mutualauth.pass in the directory and put the password for
the mutual authentication .p12 file in it

5. If you want to replace the web config cert on the pumps, copy a web config cert .p12
file to the directory and rename it webconfig.p12

6. Create a new text file called webconfig.pass in the directory and put the password for
the web config .p12 file in it
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7.

10.

I1.

12.

Note:

If the wireless network configuration requires a certificate, and if that certificate is
shared across all of the infusers at the site, copy the Wi-Fi .p12 file to the directory and
rename it wifi.p12

Create a new text file called wifi.pass in the directory and put the password for the Wi-
Fipl2 file in it

For any of the previous steps, if the certificate and private key are delivered as two
separate files (e.g., a X.509 cert and a separate PKCS #8 private key, or a .cer and a
.pem file), rename them accordingly (e.g., mutualauth.cer and mutualauth.pem)

Create a new text file called wifisettings.ini in the directory. This optional file should
contain additional wireless network settings required by your Wi-Fi network, e.g.,

* Identity=WiFiClient
» Password=YrHOsplt@]1!!
* Anonymousldentity=WiFiClient

If your Wi-Fi network requires every infuser to have its own certificate and/or
credentials, then start by creating a directory called wifi in the main directory.

For every infuser at your site you will need to rename its certificate with the infuser's
device ID or serial number (e.g., 17731862 or INT7004). For example, for an infuser
called INT004, you would have:

« INT004.p12

* INTO004.pass

« INTO004.ini
The .p12 file contains that infuser's certificate and password protected key, the .pass
file contains the password for the protected key (in plain text), and the .ini file contains

any additional Wi-Fi settings for that infuser. The password file must not contain a
new [additional] line.

Finally, copy the contents of the root directory to a ZIP file. You are now ready to
upload the file to MedNet.

The ZIP file will need to be password protected.
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Importing Device Certificates

1. Select the Device Certificate Management tab from Administrative Setup. All the
infusers entered into Infuser Management are automatically displayed.

ICU Medical
M e d N et Welcome! mednet_admin Logout Help
Home  MyAccount — Users&Roles  Infusion Status InfuserManagement  Infuserlogs  Downloads  Software Import ini Setup i Services | Pafient Assignment | | Message Queues | About

Institution Settings | Softwars Download Setfings  License Information | Database Maintenance  Enhanced Asset Tracking | Locale Seifing  SMTF Maintenance Integration Settings | Server Certificate Management Device Certificats Management

o Import Certificates File... (.Zip)

Infusers per Page Device | | SerlMumber| | Infuser Type Network Status Download Status
Select allinfusers meeting the cnterla)
Infusers: 1-10f1 When the drug library certificates are downloaded, additional manual steps are required on the infuser.
select Device ¢ Serial New Wi-Fi C.urr.enl Wi-Fi New Drug Library Current !Jrug Library New Mm.ual Authentication = Current Mutual Authentication New 5.erv.er Cer
Number # Date + Date + Date + Date * Expiration Date + Expiration Date + Expiration Dat
@ CrT380FOUR 20003923 121712025 Unknown 121072025 Unknown None Unknown 120712025

2. Select Import Certificates File...
Using printable characters, enter the password in the password field.

4. From the pop-up Choose File to Upload, locate the ZIP certificate file and click
Open.

5. The file will upload and a successful message displays.

=k Import Certificates File... (.Zip)

(Linda-1.zip has been imported successfully. | Close )

6. Select the infusers to receive the certificates, either individually by placing a
checkmark next to the device identification or next to “Select all infusers meeting the
criteria”.
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7. Select Download Certificates to download the certificates to the selected infusers.

Infusers per Page | 10 V| Device | | Serial Number l:l Infuser Type | All W Netwo

[[] select allinfusers meeting the criteria

Infusers: 1-10f1 When the drug library certificates are downloaded, additional manual steps are required on the

s Serial New Wi-Fi Current Wi-Fi New Drug Library Current Drug Library Ne
Eelect LEERS Number ¢ | Expiration Date ¢+ | Expiration Date + Expiration Date & Expiration Date &
@ CRT350FOUR 20003923 121712025 Unknown 12/07/2025 Unknown No
8. When asked if you want to download the new certificates, click OK.
Download Certificates
Are you sure you want to download the new certificates ?
9. The Download Status column will show Requested
Welcome:  mediet_admin Logout  Help
pron
e Jey
4 irport Carticatas Pl (2]
Linda-3 2ig has Bean imported succassiuly | Close
e P — I . -
e
whynery 1191 Witan tha Grug ibary Certficates g downkiaded, addtonal manual Re0s e Qurad on tha Bflua.
R S, L demikn Conrena wisi Hew breg Lisesry ey sosion | & " Now Server Conate | Currest o et
O @oneee  owoms re— ey Ustrnn sanscom — Py - ovmezam o f——

The next status will be either Up-to-Date or Failed.

Should the certificate be in the “Failed” status, or if “Requested” does not change to

“Up-to-Date,” the application will retry for the period of time configured. The default
is to try every 30 minutes for 365 days.
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Device Certificates Management Fields

The following table describes the Device Certificate Management view filters. To filter, enter
information or select a value from the drop-down lists, and click Apply.

Infusers per Page peviee| | Seraltumber| | Infuser Type Network Status Dowinload Status
[] Select allinfussrs mesting the criteria
Filter Information

Infusers Per Page

You can select the number of infusers to display per page by using the Show
(number of) feature. You can view 10, 25, 50, 100, 200, 500, or all infusers.

Note: When All Infusers per page is selected the following buttons
are disabled: Delete, Save Changes, Clear Changes, Sync
Infuser Time.

Device

Allows you to create a filtered view of infusers by their device ID.

Serial Number

Allows you to create a filtered view of infusers by their serial number.

Infuser Type

Allows you to create a filtered view of infusers by their type. Only licensed
infuser type display.

Network Status

Allows you to create a filtered view of infusers by their network status: Online,
Offline, or All.

Download Status

If not uploaded to HMSS from the infuser, the status will be New Device.

If the certificate are uploaded to HMSS but not on the infuser, the status will
be Out-of-date.

If the certificates match HMSS and infuser, the status will be Up-to-Date.

If HMSS has scheduled the download of the certificates, the status will be
Requested.

Requested certificates that are expired will show Failed on a retry.

Select All Infusers
Meeting the Criteria

Allows you to automatically select all infusers that meet criteria.
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Certificate Management

The following table describes the Device Certificate Management view fields

When hovering over a New or Current Certificate a pop-up will display the selected certificate’s
Subject, Issuer, Thumbprint and Signature Algorithm. If the current expiration date is unknown,
there will be no pop-up. Should the certificates fail to download, the failure reason supplied by the
infuser will display in a pop-up window.

Field/Label

Information

Select

Click on the checkbox to select an infuser. Click again to deselect it.

Device

Logical ID of the infuser.

Serial Number

Serial number of the infuser.

Expiration Date

New WiFi The expiration date and time of the Wi-Fi Certificate pending for
Expiration Date download.
Current Wi-Fi Current information, if available from the infuser.

New Drug Library
Expiration Date

The expiration date and time of the new Drug Library Certificate
pending for download.

Current Drug Library
Expiration Date

Current information, if available from the infuser.

New Mutual Authentication
Expiration Date

The expiration date and time of the Mutual Authentication Certificate
pending for download.

Current Mutual Authentication
Expiration Date

Current information, if available from the infuser.

New Server Certificate
Expiration Date

The expiration date and time of the Server Certificate pending for
download.

Current Server Certificate
Expiration Date

Current information, if available from the infuser.

Expiration Date

New WebConfig The expiration date and time of the WebConfig Certificate pending
Expiration Date for download.
Current WebConfig Current information, if available from the infuser.

Download Status

The download status will be either Requested, Up-to-Date or Failed.

Should the status be Requested, the application will retry according
to the configuration specified. The default is every 30 minutes.

Should the download fail, the pop-up will display the failure reason
provided by the infuser.
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Emailing
The email feature becomes available when the SMTP is set up.

1. From the Administrative Setup, select SMTP Maintenance.

2. Fill out the information in the appropriate fields.

ICU Medical
M e d N et Welcome! mednet_
Home  MyAccount  Users &Roles  Infusion Status Infuser Management  InfuserLogs  Downlosds  Software Import  Acosss Foint Mapping  Administrative Setup
Institution Settings Software Downlsad Ssttings Licans= i Datsbass Mai Locsle Satting SMTF Maintenance Int=gration Setting= Serusr Gertificats Mansgement [
SMTP Server
SMTP Port

SMTP Password

| |
| |
SMTP User Name | |
| |
| |

Email
Test Connection | | Save Changes |
3. Click Save Changes.
4. Go back to the Device Certificate Management tab and click Email.
Infusers per Page Device I:I Serial Number I:I Infuser Type
[] Select all infusers meeting the crileria
Infusers : 1 - 1 of 1 When the drug library certificates are downloaded, additional manual steps a
et oo ewwn e aewowin e
[} & 201 20001522 None Unknown 12/07/2025 Unknown
5. A confirmation message displays.
ICU Medical

MedNet -

Home | MyAccouni | Users&Roles | Infusion Ststus | Infuser Management | InfuserLogs | Downlosds | Software Import | Access PointMapping  Administrative Setup

‘Email sent.
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Additional Information:

* Certs in the root directory are copied to all of the infusers unless an infuser-specific cert
exists in one of the directories.

For example, if the webconfig directory contains a cert called INT005.p12 (etc.) AND the
root directory contains a cert called webconfig.p12, then INT003 and INT004 will get the
default webconfig cert, but INT005 will get the INTOOS cert in the webconfig directory.

» The MedNet server certificate and the drug library digital signature certificate as well as all
of the CAs in those chains will always be copied to infusers when a certificate download is
initiated from MedNet.

* If'the receiving Plum 360 is not in Biomed mode, then it will not install the Digital Signature
certificate (i.e., the certificate used to digitally sign the drug library).
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Chapter 12: Authentication Services

Overview

The Authentication Services configuration is part of the installation of ICU Medical MedNet
Software. This allows the ICU Medical MedNet server to connect with the LDAP server if LDAP
is used in your institution.

Note: Only users with the appropriate login privileges can see the Authentication Services view.

Authentication Information

Click the Authentication Services tab. The Authentication Services view appears:

Home  MyAccount  Users& Roles  Infusion Status  Infuser Mansgement  Downloads | Softwsre Impot  Administative Setup  Authentication Services  About

L | L

Aulhentication Service [Active Directory =l Login ID |
Passw ord I
LDAP Server URL Wap:/ EXAMPLESER VERNAME: 363/
Domain Sufftx Bexample. corp
Search Base DC=example, DC=corp LDAP Groups Refrieved

Save Changes Clear Changes Test Connection

Note: Buttons are enabled only if LDAP has been installed.

1. To change the Authentication Service, select the appropriate service from the drop-
down list and click Save Changes.

Note: LDAP Server URL, Domain Suffix, and Search Base cannot be changed in this view.
The software must be reinstalled if a change to these parameters is required.

2. You can test the LDAP connection by entering your Login ID and Password.
Click the Test Connection button to display a list of groups from the LDAP server.

Note: Login ID, Password, and LDAP Groups Retrieved are not saved when you navigate away
from this tab or logout.
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Overview

The Authentication Services view includes the following fields and buttons:

Field/Label

Information

Authentication Service

View or select the Active Directory (or None)

LDAP Server URL

View the server name and port

Domain Suffix

Domain suffix used by the authentication server

Search Base

LDAP search string

Login ID Login ID for the LDAP server, used to test the LDAP connection
and map a user to the HMSS
Password Password for the Login ID entered

LDAP Groups Retrieved

List of groups from the LDAP server

Save Changes
Clear Changes

Save changes or clear changes

Test Connection

Authenticates the Login ID and password through the Authentication
Service, retrieves the LDAP groups associated with the Login ID,
and displays the LDAP groups in the LDAP Groups Retrieved list box
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Chapter 13: Patient Assignment

Overview

Patient Assignment can only be seen if you have View Protected Health Information privilege.
The Patient Assignment List view is the default. The Unassign tab is only available when the
appropriate integration profile has been created and appears in addition to the Patient
Assignment List tab.

The Patient Assignment view is to allow you to determine the association of a patient with an
infuser.

Navigating the Patient Assignment List

Home  MyAccoum:  UsanARels  Infuion Sttus.  nluserhlsnagement Infsselogs Cownloeds Solesselmpon Acosis FointMappley  Adminivave Sewp Auhentisation SN Fauacidsmigovan:  blesage Cusums  Aewt

Nursing Unit ¢ Roomied & Patient 10 & Patient Name # Birth Date & Infuser 10 & infuser Status ¢ Assignment DateTime & | infuser Type &

You can find the Patient/Infuser association by using any or a combination of the Patient ID, the
Patient First Name, the Patient Last Name, the Infuser ID or if you want to see the entire list, by
selecting a Nursing Unit, or all Nursing Units.

You can use an asterisk (*) to represent any character except as the first character. For example, if
you were looking for a patient with a last name starting with “Sm”, you would enter Sm* but
could not use *Sm. If you were entering either the Patient ID or Infuser ID, you could enter one or
more digits followed by the asterisk, i.e., 2* or have the asterisk in the middle of the sequence,
ie., 12*%9,

If you wish to search for more than one Patient or Infuser, you can do so using complete or partial
information as described above and separating the information by commas (,). For instance, you
could enter at Patient Last Name(s) Smith, Smythe, Sm*e.

Click on Apply to populate the fields containing the patient/infuser assignment(s).
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Field/Label Information

Nursing Unit | The nursing unit information provided by the third-party clinical system

Room/Bed Room and bed number as received from the third-party clinical system

Patient ID Patient identification number

Patient Name | Patient Name

Birth Date Birth date of the patient

Infuser ID Logical ID of the infuser

Infuser Status | Indicates whether the infuser is running, stopped, or unassigned

Assignment | The date and time when patient/infuser assignment occurs
Date/Time

Infuser Type | The licensed infuser type

Home My Account Users & Roles Infusion Status Infuser Management Infuser Logs Downloads Software Import Acoesss Point Ma

Pstient Assignment List

Search for current patient/infuzer az=ignmentz by partial or complete patient andior infuser infoermation 2eparated by commas. If entering a partial ID or name
iz not.} Select the "Apphy™ button.

If a patient ID iz entered, Patient ID= will be ==arched for a match.

If an infuser ID iz entered, Serial Numbers will be searched for a match.

Patient ID(z)

Patient First Name(z) I Murzing Unit Apply
£p
I W an —l

Patient Lazt Hame(s)

Infuzer ID(z)

The screen does refresh automatically every five minutes or you can click the Refresh button to
get the most current information instantly.
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Navigating Unassignments

If you created a Profile for Patient Assignment Status Change as part of the Administrative
Setup’s Integration Settings, the Unassign view displays.

Home  MyAseouet  UsenSRoles Infusios Smatus leluser Masagement Infuserligs Dowelseds  Sohams pon Asee FaintMeoping  Admisivmive Saluz  Aulheslioklion Seedess Faisti figeedtt Mg Cususs  Azoat

Patient

Patient ID & Patient Hame & Birth Date = Wursing g Unit & RoomiBed &

Infusers

Select Infuser 1D Infuser Type ¢ Siatus ¢ Patient ID ¢ Patient Hame & Birth Date ¢

If searching by patient, enter a complete patient ID or enter a complete or partial first and/or last
name. If entering a partial name, enter an asterisk (*) to represent any character(s) except as the
first character. Then click Search.

If searching by infuser ID, enter one or more complete or partial infuser IDs separated by
commas. If entering a partial ID, enter an asterisk (*) to represent any character(s) except as the
first character. Then click Search.

Field/Label Information

Patient ID Patient identification number

Patient Name | Patient Name

Birth Date Birth date of the patient

Nursing Unit | The nursing unit information provided by the third-party clinical system

Room/Bed The room and bed number associated with the patient from the third-party clinical
system
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Once the fields are populated, select the patient.

Home  MyAccount  Usm@&Foles  InbSonSwtus InfiserManagement  Infuserlogs  Downlosds  Sofware mpot A int Mappi inisvative Setup i Patient Assgnment | | Mesmige Gusues | | About

Umssson | patem Assgoment Lst

Patient

If searching by pstient snier s conplete patient D or enter 5 conplete or partisl first andior lastname: § entering 3 partisl neme, nter an ssterkk () Drepresent sny cheracter(s) except the first character. (2.g., “Sr™ o “Sne” are scosptable, ™" i not ) Cick e “Search” buttor
framthe Matching Patients fist

f & patient ID & entered, Patient Ds wil be s sarched for s metch.

(@) FatentiD

() PatentFistName Patient Last Name

\ Patient ID ¢ Patient Hame & Birth Date & Nursing Unit & RoomBed ¢

T2 Jim, Jon larry

Infus ers

If sear ching by infuser ID) ertes one or more conplete or pertialinfuser Ds separsted by commas. K entering a pertiliD, enter an asterisk {7} 0 repres ent any character(s) except the fist character . (=g, “127 o "12°8" are acceptsble, **3¢" & not.) Click the “Seer ch” bution; hens
o 8 5ign to the s slecied patient and s elect the “Unass ign Selected Nfusers " or “Unss sign Al Displeyed Infus ers” bution.

Serial Nurbers w il be searched for & metch w ith the entered infus o ID

Infuser D [20140078 semen |

Infuser ID infuser Type + Status 4 Patient ID # Patient Hame # Birth Date =
pra0078 Fumas Ass gned TIzas Jim Joh By

Unass ign All Dispyed hfusers

Field/Label Information
Select Check boxes to indicate the infuser ID affected
Infuser ID Logical ID of the infuser

Infuser Type | The licensed infuser type

Status Assigned or Unassigned

Patient ID Patient identification number

Patient Name | Patient name

Birth Date Patient date of birth

Place a check mark in the box next to the infuser from which you want to unassign the patient and
click Unassign Selected Infusers. The patient selected will no longer be assigned to those
infusers.

or

Click Unassign All Displayed Infusers. The patient selected will no longer be assigned to any
infuser.
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Chapter 14: Message Queues

Overview
The real-time Message Queues view allows you to track outbound messages to a third-party

clinical system that are awaiting to be transmitted and JMS Queues which contain messages
incoming from the infuser(s).

Navigating

Click the Message Queues tab to access the view. The Outbound Message Queue displays.

Hemm  MyAssment  Ussdfpim  ishain St Intaer Messgamant  nhuerlsgy Dsemicads  Sotewewimpon AccemPointMsping . Asmembwie Satup Aceantioaticn Sanecey - Patiem Amignmen  Bleaage Tola Azous

JME Tubaas

Takda Eniry D+ Irtegraiion Profile Hame « Eveni Date Tima »

Refresh Last Updated 1 minute age at 11222002 17:38°55 Purpe Messages Older Thaa | 4 hours bt I FJ'UE
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Overview

The following table describes the Outbound Message Queue fields:

Field/Label

Information

Table Entry ID

Unique identification number of the outbound message. This column
can be sorted in ascending or descending order.

Integration Profile Name

The type name of the Integration Profile, i.e., Auto-Programming (Smart
Pump Programming), Alarm Forwarding (Alert Forwarding)
Auto-Documentation (Infusion Documentation), etc.

Event Date/Time

The event message date and time. This column can be sorted in
ascending or descending order.

Purge

Messages will be purged that are older than the selected time. The
default is 4 hours. (Alarm messages are only retained for 24 hours.)

To see a specific message, click on View Message adjacent to the transaction you wish to see.

Click OK to close the message.

Integration Profile Name v

a
a
ard
a
a
a

Event Date/Time %
1222013 186241

11722

1122
122
1112212013

1222013 17:33

"UIF-8" standalone="yes"?>

</MessageHeader>
<WhenCbserved>2013-11-22T16:21:37.348-08:00

<Event>
4 [¢Timestamp>2013-11-22T16:21:3

</Timestamps
<Mame>INFUSICN_ PROGRAM CCMPLETED
</ Name>
Completed Alarm

<Description>Infusion
i

& Done

1 o .
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Click the Refresh button to update the screen to current time.

Click the Purge button when you want messages to be purged. Use the drop-down list to select a
time. The messages older than the time selected will be permanently removed.

* 30 minutes

* 1 hour

* 2 hours
* 4 hours
* 8 hours
e 12 hours
e 16 hours
e 20 hours

Hame My Assount Users & Raolas Infusion Status Intuser Managameant Infusar Logs Dewnloads Sottware Import Asoass Paint Mapping Agministrative Sstup

Cutbound Messags Quert JWS Coavas

Outbound Message Queue © 1 - 6 of 6

Table Entry ID ¢ Integration Profile Name ¢ Event Date/Time ¢
6892611385416315292 | Alarm Forwarding 1172572013 13:51 View Message
6352611385416318834 | Alarm Forwarding TMR2S201313:31 View Message

Refresh | Lasi Updated 0 minuies ago at 11/25/2013 144547 Purge Messages Older Than [4 hours >,
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Overview

Click on the JMS Queues tab and the transactions display.

Home My Acoount Usars & Rciea infusion Siatus
Carpouns Message Cukie e
Message ID ® Queuc Name
234 Devicelog
235 RawStatus
236 Loggedivent

|_ Refresh | Last Updated: 1 hour4 minutes ago

Intuser Manegemant Infuser Logs Downlioads Scfiware Import Acoms Painz Magoing Admunisrativa Setus Authantziostion

®  Transaction ID ®  Transaction Operation @

[ Exvort Messages |

The following table describes the JMS Queue fields.

Field/Label

Information

Message ID

Unique identification number from the infuser associated with the
incoming message. This column can be sorted in ascending or
descending order.

Queue Name

The name of the log type. This column can be sorted in ascending or
descending order.

Transaction ID

This column can be sorted in ascending or descending order.

Transaction Operation

This column can be sorted in ascending or descending order.

Export Messages

Allows you to export messages to a location of your choice.
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To see a specific message, simply click on View Message adjacent to the transaction you wish to
see. Click OK to close the message.

e ¢ uriehane R R e e T
23 e ol £4528 A Fome Muinae
m BastidiL Er s g T Fow Mo g
FE Lingetbrad LEMEE L] fet Mg Rt
\% V
PumgDbaeevaticn> -~
<Mestagetlesder>
aversions
" M T Majars
Befwih | Luzupdisd: Lhaen e madieage <Mnorsde/Minor>
<fWersion>
cSendingFacilayAcme Hospital fSendingf acility>
«hiessagelD=L05 351 §F3T020 165 70 Messapeil>
<l >SUCCT g
<Maitagebieade
e <WhenObrerved= 101205 21 TH0:0%: 29. 724 07,00/ WhenObse rved >
Fatmy 1 B R el P TR PER R TR el <Pytient>

chientifiers>
«idenkifiors
<ICARII MG D>
<Type=Mil</Type>
<fidentifiers
«fidaeiifees=
L T
<hHrstidamesBrace<HistName>
chtiddleNamestc/MicddkeName>
<LanstNamasCarn pla B/ LantNames
<fMame>
eGender>M</Genders
chAssignedlocations
<hailityAcrme HeaspitleFacdity
<Buikding>Main< flaiding>
< b= Zedec 5 ks
aPairtOfCare=MedSurg</PoierOiCarex

Click the Refresh button to update the screen to current time.

Click Export Messages to access the Windows browser and designate a location where you want
to transfer the JMS Queues messages.

Hore My Azzoumt Unaes & Ricles Infusion Statu Infuser A8 i Infuser Lage Srenicam Saf import - | Acoms Po

Cetzouns Viezsage Dot SIS Comues

Message 1D ¥ Quewe Name # Transaction 1D ¢ Transaction Operation  #
234 Devicelog L4545 A Wirta Wl 55
235 RawStatus 32456 1 Vi Wl ssaege
236 Logpedvent 96365 [ View Kless
"
"
" .
[ Retresh | (ast Updated: 1 hour 4 minutes ago Export Messages
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Notes:
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Chapter 15: About ICU Medical MedNet
Software

Overview

The About view displays the following system information:

* ICU Medical MedNet Unique Device Identifier Number
* ICU Medical MedNet Software version and Module Versions
 Status to and from CE -- shows SSL communication configuration

 Status from PDA -- shows SSL communication configuration (applies to ICU Medical
MedNet Programmer only)

* For each licensed infuser type:
- Active Library
- Finalized Date

ICU Medical Web site

ICU Medical Technical Support phone number

Click the About tab on the navigation bar and the About view appears.

Welcome! mednet_admin Logout Help

ICU Medi ™ Unique Devi number 10 0091154630

[ Modute

ICU Medical MedNet™ Services Version 01.30.01.015
ICU Medical MedNet™ Hospital Management Safety Software (HMSS) Version  06.30.01.015
ICU Medical MedNet™ Meds™ Version 06.30.01.015

system |

FIomCE  Non-SSL communication alfowed
FromPDA  Non-SSL communication sliowed
ToCE Non-SSL communication slfowed
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Notes:
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Chapter 16: Reports

ICU Medical MedNet Reports are intended to serve the following purposes:

* to help hospitals assess their compliance with ICU Medical MedNet safety software
* to understand best practice information as it relates to IV infusion therapy
* to track infusion devices and their usage within the institution

ICU Medical MedNet Reports are designed for use by various staff members:

Nurse Managers, Risk Managers, and Quality Managers
The following reports are used by Nurse Managers, Risk Managers, and Quality Managers:

* Infusion Summary * Line Usage Analysis * Auto-Programs with

* Total Program Activity
Unmatched
Medication
* Medications Selected * Most Commonly * Override Variance * Override Variance
by Time of Day Infused Medications Detail Summary
* PCA History *» Auto-Programming * Medications Infused » PCA Utilization
(Smart Pump
Programming)
Pharmacists

The following reports are used by Pharmacists:

¢ Next IV Due « Software Download « Edit Variance Detail « Edit Variance

Summary
* Most Commonly * Override Variance * Override Variance » PCA Utilization
Infused Medications Detail Summary
* Auto-Programming * Auto-Programs with
(Smart Pump Unmatched
Programming) Medication

Biomedical, IT, and Materials Management Staff

The following reports are used by Biomedical, IT, and Materials Management Staff:

* Asset Tracker * Asset Utilization * Event/Alarm Log

* Software Download
« Infuser Status

Senior Leadership
The following reports are used by Senior Leadership:

* Infusion Summary » Edit Variance Detail * Line Usage Analysis

Physicians
The following reports are used by Physicians:

* Edit Variance Summary * Edit Variance Detail

User Guide for ICU Medical MedNet Software

123
Note: For a list of ICU Medical MedNet compatible devices approved by country, refer to the ICU Medical MedNet Device
Compatibility Matrix available through your ICU Medical Technical Support Center.



Chapter 16: Reports Introduction

ICU Medical MedNet Reports can be categorized by the type of report:

Asset Management

Examples of asset management reports include the Asset Tracker, Asset Utilization, Infuser
Status, and Event/Alarm Log reports. These reports provide data to help users efficiently
manage their entire inventory of infusers. The data is utilized as part of a root cause analysis for
adverse drug events. Also, the data is used by biomeds to determine the sequence of events for
malfunction evaluations.

Operational Efficiency

Examples of Operational Efficiency reports include the Medications Selected by Time of Day,
Total Program Activity, Next IV Due, and PCA History reports. ICU Medical MedNet Software
reports offer value by showing current information about the operational status of infusers and
medications delivered.

Clinical Reports - High Level

Examples of high-level clinical reports include the Infusion Summary, Line Usage Analysis,
and Most Commonly Infused Medications reports. These reports are graphical in nature and
provide a quick overview of the usage of ICU Medical MedNet and infuser functionality. They
provide the support for quality initiatives to ensure maximization of ICU Medical MedNet
Software.

Clinical Reports - Drill Down/Detail

Examples of Drill Down/Detail clinical reports include the Medications Infused
(by Medication, by CCA, by Service Line), Override and Edit Summary, and Detail, and PCA
Utilization reports. These detail reports are text-based and support the data found in the high-
level reports. Drill Down/Detail clinical reports are used to manage large amounts of data
generated from the infusers. The data provided by the Medications Infused report can be
prioritized to determine which medications and/or CCAs require a more detailed analysis. Once
prioritized, the analysis of the Variance Detail reports are more manageable and provide
actionable data.

Note: Should you wish to view ICU Medical MedNet data across facilities and nursing units, we
recommend that you contact the Technical Support Center or, if outside the USA, your local
ICU Medical Representative.
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Report Formats

ICU Medical MedNet Reports use the following formats:

Format Description

Table Standard report format showing data in rows and columns

Pie Chart Shows data in pies containing individual slices which total to 100% in each pie

Line Graph Shows data as one or more continuous lines, typically across a period of time

Bar Graph Shows data as bars which are often stacked to indicate different results within
an individual bar, typically across a period of time

Crosstab Shows a comprehensive view of data in a grid, with subtotals for each section. Totals
are typically provided for both rows and columns

Reports Terminology

The following terms are used in ICU Medical MedNet Reports:

Term

Description

CCA

Acronym for Clinical Care Area, a patient group for which the infusion therapy
parameters are the same. A CCA may be the same as a physical nursing unit, or
may encompass a patient population or a clinical use. For example, the following
may be defined as CCAs: ICU, Blood Products, Med/Surg, Orthopedics, and
Endoscopy.

Device

The Device name (also known as Logical ID) is an identifier assigned to each device
during manufacturing. The value assigned is the letters “LN” followed by the last six
digits of the MAC address.

Edit

The user responded to an alert by changing the value entered.

Hard Limit Alert

An alert presented to the user when a Hard Limit is exceeded. The user’s response
depends on the infuser.

Infusion A single medication and concentration (which may consist of multiple sequential
containers of fluid) infused on a patient.
A single infusion is associated with one or more programs.
Reports that represent infusions include: Line Usage Analysis, Medications
Selected by Time of Day, Most Commonly Infused Medications, Next IV Due, and
PCA Utilization.
ICU Medical Usage compliance is achieved when the clinician selects a medication entry from
MedNet the drug library list.
Usage
Compliance
Offline An infuser is considered Offline if it has not communicated with the ICU Medical
MedNet server within the past five minutes.
Online An infuser is considered Online if it has communicated with the ICU Medical
MedNet server within the past five minutes.
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or
Partial Attempt

Term Description
Override The user responded to an alert by acknowledging it and accepting the value
entered.
Partial Dose A partial PCA dose may be delivered by the LifeCare PCA if any of the following

occur: interrupting delivery by pressing [START/STOP], opening the door, loss of
power, reaching the dose limit, emptying the vial or a malfunction alarm.

Program

Infuser settings made by the clinician which can result in an alert. These include
the settings to start a new infusion and changes to the dose or rate.

One or more programs may be associated with an infusion.

For infuser information, see the related infuser’'s System Operating Manual.
Reports that represent programs include: Infusion Summary, Medications Infused
by Medication, CCA, or Service Line, Override Variance Summary, Override

Variance Detail, Edit Variance Summary, Edit Variance Detail, and Total Program
Activity.

Report Options

Configurations entered by the user to define the desired report output
(for example, Time Period, CCA, Medication, etc.).

The report options screen will only display licensed infuser types.

Rule Set

The type of rule for the medication in the drug library.

Rule set information is detailed in the ICU Medical MedNet Meds User Guide.

Soft Limit Alert

An alert presented to the user when a Soft Limit is exceeded. The user may choose
to edit or override the value entered in response to the alert.

Unknown CCA
or
Unknown Drug

Mismatch between what the infuser reports and the information available on the
server.

Unknown CCA and Unknown Drug are reported when ICU Medical MedNet has
received data from a pump that was using a drug library that was not finalized on the
same ICU Medical MedNet server that the reports are run from.

Often related to situations in which there has been a migration of data or transfer of
servers. New infusers are occasionally shipped with test data. When connected to
the ICU Medical MedNet server, this data may appear in ICU Medical MedNet
reports as Unknown.

Variance

A calculated value intended to represent how far away the user’s initial
programmed value was compared to the defined limit.

Variance is defined as ((Initial Value - Limit Violated) / Limit Violated).The result is
expressed as a percentage and shown as a negative number for Lower Limit
violations, and as a positive number for Upper Limit violations. 10,000% is the
maximum displayable variance.

See Glossary on page 227 for other terms used in ICU Medical MedNet Software.
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Reports List

The following table shows each report, the infusers supported, and its suggested audience.

Report LifeCare Suggested
*provides real-time information [T 2 PCA Audience
Asset Management
Asset Tracker X X Biomed, IT,
Materials
Management
Asset Utilization X X Biomed, IT,
Materials
Management
Event/Alarm Log X X Nursing, Pharmacy,
Risk Management
Infuser Status* X X Biomed, IT,
Materials
Management
Software Download* X X For ICU Medical
Field Service Use
Operational Efficiency
Medications Selected X Nursing, Pharmacy
by Time of Day
Total Program Activity X X Nursing, Pharmacy
Next IV Due* X X Pharmacy
PCA History X Nursing, Pharmacy
Auto-Programming X X Nursing, Pharmacy
(Smart Pump Programming)
Auto-Programs with X Nursing, Pharmacy
Unmatched Medication
Clinical Reports - High Level
Infusion Summary X X Nursing, Pharmacy,
Leadership
Line Usage Analysis X Nursing, Pharmacy,
Materials
Management,
Leadership
Most Commonly Infused X X Nursing, Pharmacy
Medications
Clinical Reports - Drill Down/Detail
Medications Infused by
Medication X X Nursing, Pharmacy
CCA X X Nursing, Pharmacy
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Report LifeCare Suggested
*provides real-time information AL S50 PCA Audience
Service Line X X Nursing, Pharmacy
Override Variance Summary | X X Nursing, Pharmacy,
Leadership
Override Variance Detail X X Nursing, Pharmacy
Edit Variance Detail X X Nursing, Pharmacy
Edit Variance Summary X X Nursing, Pharmacy,
Leadership
PCA Utilization X Nursing, Pharmacy
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Access to Reports

ICU Medical MedNet reports can be accessed from any web browser configured to point to the
ICU Medical MedNet server. You must have a user account in order to access reports. Contact
your ICU Medical MedNet system administrator for a user account and the address to link to the
server home page.

Configuring Report Access

Users are permitted to view only reports that are available to their assigned privilege. The
Administrator uses the Apply button to set the reports to either a Full or Limited role.

An Administrator can specify limited access to reports by defining a user and the related roles.
To configure limited access (“Reports Limited”), follow the instructions below.

1. On the Logged In Home View, click ICU Medical MedNet Performance. The
Reports view appears, as shown in the following example.

Home Reparts About
Reports
Report Nam ipti Date
Schedules Repors | 2o |

Asset Tracker B0 v 0]  Incudes dats 1z =ficiently manags e entire inventery of infusers 05/09/2016 13:11
Asset Utilization BEOsE0O0 Information on the number of howrs infusers have Deen in use. 05/02/2016 13:11
Auto-Programming Bo<w0ooOl Informaltion about u=age of aulo-programming funclionality . 05/09/2016 13:11
Auto-Prog with i BB~ 0O00 Information about suts-programming requests resulting in No Drug Selected or Other Drug on infuser 05/03/2016 13:11
Edit Variance Detail ws <00l Line-item detisil of every program where wser received an slert and edited the program 05/05/2016 13:11
Edit Variance Summary Eh= 00 Summary of programs where user received an alert and edited e program. 05/02/2046 13:11
Event/Alarm Log B0 v O] Infermation stout the svenis/alsrms resortsd for 2 spesific infuser. 05/09/2016 13:11
Infuser Status BEDw 00 Snapshot of current infuser usage and power status, Wentifies infusers that have not communicated for specific time period.  05/D9/2016 13:11
Infusion Summary Ba=onol High level summary of infusion activity, percentage of sach typs of infuser alert and user response to alert. 05/09/2016 13:11
Line Usage Analysis BEOsE0O0 Vimual gepiction of infusion administr tion activily on each fine on the Plum 360 infuser. 05/02/2016 13:11
Medications Infused by CCA Bowool Drill down o next level of detail about infusion terpy praclices and response Io alerts for each medicalion. 05/09/2016 13:11
Medications Infused by Medication BB~ 0O00 Drill down o next level of detail about infusion therapy practices and response to alerts for sach medication 05/03/2016 13:11
Medications Infused by Service Line o« ool Drill down to next level of detail about infusion therapy praclices and response to alerts for each medication. 05/09/2016 13:11
Medications Selected by Time of Day Eh= 00 Number of infusions started during each hour of the day and whether 2 medication was selected. 05/02/2046 13:11
Most Commonly Infused Medications B0 v [ Graphesl representstion of the 15 mest commenly infused medications szlecied from the drug Rorary. 05/09/2016 13:11
NextIV Due BEDw 00 Information about which IV fhids are dus to faciitate timely preparation 05/02/2046 13:11
Dverride Varianee Detail Ba=onol Line-item detail of svery program whers wser received an alert and choze o continus with entered value. 05/09/2016 13:11
Ouerride Varianes Summary BEOsE0O0 Summary of programs where e user received an alerd and chose o conlinue wilh enlersd vake. 05/08/2016 13:11
PCA Higtory Bo<w0ooOl PCA malizalizn uzage Gals for an indnidual infuzer, 05/09/2016 13:11
PCA Utilization B~ 0O0 FCA therapy sististics including frequency of use for =ach mode and use of protocols 05/05/2016 13:11
Software Download ws <00l Status of downloaded infuser software inchsding version and last tranafer status 05/05/2016 13:11
Total Program Activity Eh= 00 Frogramming 2 ctivity, inchiding total =dits and overrides for the selected time period. 05/02/2046 13:11

Note: The Apply button and the associated check boxes are only accessible to those with
Administrator privileges.
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2. The Administrator determines which reports the user will be given access to with the
Reports Limited role. Check the box next to the appropriate report(s) in the column
shown in the example below.

User: mednet_admin Logout Help
Home Reports _ Abaut
Reports
Scheduled Reparis Aeply
Asset Tracker (] Inchides data to efficiently manage the enlire inventory of infusers. 05/09/2016 13:11
Asset Utilization R el =] (] Infarmation an the number of haurs infusers have been in use 050872016 13:11
Auto-Programiing o= Al [~ ] Information about usage of sulo-programming functionalty . 05/09/2016 13:11

Auta-Prog with

Edit Variance Detail

Infarmation sbout auts programming requests res

n Mz Drug Seiested or Other Drug an infuser D5/05/2016 13:11

an alert and =dited the program. D5/05/2016 13:11

Edit Variance Summary
Event/Alarm Log

Infuser Status

Infusion Summary

Line Usage Analysis

Medications Infused by CCA
Medications Infused by Medication
Medications Infused by Service Line
Medications Selected by Time of Day

Infused

NextIV Due
Ouerride Varisnee Detsil
Ouerride Variance Summary
PCA Hiztory

PCA Utilization

Software Download

Total Program Actvity

=dited the program. O5/08/2016 13:11

D505/2016 13:11

= that Nave no icated for specific time perind.  05/09/2016 13:11

@0~ 00 i | T T T e . e R B = R = e e e e o5/us/2016 13:11
@WHw 00O Vil e piction of infusion sdminisin Gan 8 vy on sach Sne on the Plem 360 infuser oS08 13011
@0~ 00 Dl amr b et el of chetadl ab ot mfiom Ui oy prac e 2 res povers B abets for sach medication, o5/us/2016 13:11
@WHw 00O Drill o to rext lovel of deta il abeut infusion thers oy practices and response ts aleris for sach m oS08 13011

as=w o0l Drill down o next level of Oeta @l about infusion Herm py praciices and respomse [o alerts for cach meticalion B5/05/2016 13:11
E#B =00 Number of infusons started Suring =2<h four of he day and whether = medisbon was seiected. 05/08/2016 13:11
B~ OO Graphical representation of the 15 most commanly infus=d medicstions s=izt=d fram the drug fbrary. B5/05/2016 13:11
E#B =00 Infarmation sbaut whish IV fuids sre dus Iz faciiate Tmely preparstion. os/08/2016 1311
@5~ 00 Line-tem Qetail of svery program where wwer reseved sn sierl and chass ts conlimus wilh entered vake. 05/08/2016 13:11

WO OO |7 Summary of programs where the
g oo PCA meticalion usage data for an idividual infuser. 05/09/2016 13:11
WO OO |7 PCA therapy statistics including frequency of u
B~ OO Status of downloaded infuser softwars inchuding v
@n=oafi Brogramming activily, incheding total 2dits and cverrides for the solecled tme period. O5/08/2016 13:11

D505/2018 13:11

ach mede and use of pretecsis, D5/05/2016 13:11

nand last tranafer status D505/2016 13:11

3. Click Apply.

4. Create the user with the Reports Limited role, as shown in the two screens below. First
click the primary Users & Roles tab.

5. Click the secondary Users tab below that.
6. Click the Add button at the bottom of the screen.

7. At the Name & Login tab, input the user’s name, login ID, and password (at a
minimum).

Home My Account Userz & Roles Infusion Status Infuzer I Import Administrative Setup icati i About

Usars Rales Privieges

Name & Legin Rules

Depanment

First Hame IJohn == >

Middle Name or Initial I

Last Name ISmith ‘ Smith, John
Suffix [

Initials I

Department IAdministration hd

Login ID Ismithjohn

Passw ord Illllllll

Re-type Passw ord |||||||||

Save Changes | Clear Changes | [Jnsel
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8. Click Save Changes.
9. Click the Roles tab next to Name & Login.

Home My Account Users & Roles Infusion Status. Infuser Management Downlosds Software Import Administrative Setup Authentication Services About

Uses| Roks || Privileges | Depariment

MName & Login || Roles

Available Roles

Biomed ﬂ

Roles for selected User

=

Reperts Limited

Clinical Administrator

m

Materials Management

Pharmacist | 1

Pharmacist I

Reports Full

<]
=

Available Privileges Privileges for selected User

Access Point Mapping = Infusion Status ﬂ

Administrative Setup

My Account

Authentication Services Reports Limted

Cenfigure Formulary Interface b

Infuser Management

Library Dow nload

Manage Finalized Libraries j j

Save Changes Close

10. From the Available Roles list, choose “Reports Limited” and click the right arrow.
Reports Limited will show under Roles for selected user.

11. Click Save Changes.

12. Click Close to return to Users. The Roles for selected User box shows “Reports
Limited.”

Home  MyAccount  Ussm &Roles | InfusionStatus InfuserMansgement | Infuserlogs — Downlosds — Software Import | Access Point Mapping Set

Patient Assignmant  ~ Message Queuss  About

Uses | Roles | Frivieges | Department

Users

Name %
Perez, Enico
Adams, James

Administrater, ICU Medical

Roles for selected User &
Login ID ~

Department #
enricoperez
jamesadams

mednet_admin

Privileges for selected User &
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The user only has access to the reports that were specified by the Administrator, as
shown in the example below.

Home Reports About

Reports

led Reports
Asset Tracker @ B' Includes data to efficiently manage the entire inventory of infusers.
Asset Utilization 0 Information on the number of hours infusers have been in use.
Auto-Programming B Information about usage of auto-programming functionality.
Auto-Programs with Unmatched Medicatiog B Information about auto-programming requests resulting in No Drug Selected or Other Drug on infuser.
Edit Variance Detail 0o Line-item detail of every program where user received an alert and edited the program,

See Chapter 3: My Account on page 13 and Chapter 4: Users and Roles on page 21 for more
information about user account management.
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Navigating Reports
All reports are listed in the Reports view of the application. Users are permitted to view only
reports that are available to their assigned privilege.

1. On the Logged In Home View, click ICU Medical MedNet Performance. The Reports
view appears, as shown below.

2. Click on the name of the report you wish to open.

User: mednet_admin Logout
Home Reports  About
Reports
x-n.l Name
Scheduled Reports [ appty |

Asset Tracker @go~wool Inchides dats to efficiently manage the entire inventory of infusers,
Asset Utilization B~ OO Information on the number of howrs infusers have besn in use,
Auto-Programming @go~wool Information about usage of auto-programming functionality .
Auta-Programs with Unmatched Medication BE3w0O0O Information about auto-programming requests resulting in No Drug Selected or Other Drug on infuser.
Edit Varisnce Detail Bo«ooOl Line-item detsil of =very program whers user received an alert and =dited the program.
Edit Variance Summary B~ OO Summary of programs where wser received an 2lerl and edit=d the program.
Event/Alarm Log @go~wool Infarmation about the svents/alarms reported for 2 specific infuser,
Infuser Status BE3w0O0O Snapshot of current infuser usage and power status. Identifies infusers that have not communicated for specific time pericd.
Infusion Summary Bo«ooOl High level summary of infusion activily, percentage of =ach typs of infuser alert and user response to alert.
Line Usage Analysis BE3w0O0O Vimual depiction of infusion administration aclivity on each fine on the Phum 360 infus=r.
Medications Infused by CCA Bo«ooOl Drill down to next level of detail about infusion therapy practices and response to alerts far =ach medication.

Infused by Medicati BE3w0O0O Drill down to next level of detail about infusion therapy practices and response to alerts far =ach medication.
Medications Infused by Service Line Bo«ooOl Drill down to next level of detail about infusion therapy practices and response to alerts far =ach medication.
Medications Selected by Time of Day BE3w0O0O Number of infusicns started during =ach hour of the day and whelher 2 medication was s=lected.
Mot C Infused Medicat B0 v [0 | Graphicsl representation of the 15 most commanly infused megications selectad from the drug Bbrary.
Next IV Due BE3w0O0O Information about which IV fhids are due to facilitats timely preparation.
Override Variance Detail Bo«ooOl Lin=-it=m detsil of =very program whers user received an alert and chioss to continus with =ntersd vahe.
Override Variance Summary B~ OO Summary of programs whers the user received 2n alert 2nd chose to continue with entered vake,
PCA History @go~wool PCA medication usage dats for an individual infuser,
PCA Utilization BE3w0O0O PCA therapy stalistics incluging frequency of use for =ach mode and u=e of protocsls.
Software Download B0 v 0O | Status of downloaded infuser softwars inchading wersion and last transfer status.
Total Program Activity BE3w0O0O Programming activity, inchuding total edits and cverrides for the select=d time period.

The Report Options screen then appears and displays the available options for the report you
selected. For a list of report options, and to view the Report Options screens, refer to the
description for each individual report later in this chapter. The Report Options will only reflect
the infusers that are licensed.

Running a Report

You may run any of the reports that are listed in the Reports view. To run a report, open the
Report Options screen, select the desired options, then click Submit.

Note: It may take up to 5 minutes after an infusion completes to display accurate data on a report.

Note: If you attempt to view more than one report output at a time, navigating through one of the
reports may produce an error.
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Scheduling Reports

ICU Medical MedNet Software allows you to schedule reports to run at predetermined times,
intervals, or days of the week. Scheduled report output may be sent to a location on your
network, such as a folder. It can be sent to a printer, an email address, or list.

From the ICU Medical MedNet Software home page, click on ICU Medical MedNet
Performance.

ICU Medical

M e d N et Welcome! mednet_admin Logout

@ ICU Medical MedNet™ Administrator™

II ICU Medical MedNet™ Performance™
4l

=> €= |CU Medical MedNet™ Connect™

ICU Medical ,d_l

F:: ICU Medical MedNet™ |ntegrator™

= /B ./

MedNet K&
(5

C)(D |CU Medical MedNet™ Programmer™

Help

|

About

fcumedical

The Reports view appears, as in the example that follows.
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The first icon to the right of the report name is used to schedule reports. The second icon to the
right of the report name is used to run a report in the background. (For information on this field
and capability, see Running a Report in the Background on page 141.) The date to the right of
the report description is the Report Publish Date; this is the date the software was installed.

Harme Reparts About
Reports
_Repart N ipti
(oo
Asset Tracker BO v OO l_ Inchides dats to efficiently manage the entire inventory of infusers,
Asset Utilization B~ OO l_ Information on the number of howrs infusers have besn in use,
Auto-Programming BO v OO l_ Information about usage of auto-programming functionality .
Auto-Programs with Unmatehed Medication BE3w0O0O l_ Infarmation abaul auls-pragramming requests resulling in Ne Drug S=leci=d or Other Drug on infuser,
Edit Variance Detail BO v OO l_ Line-it=m detsil of every program where userreceived an alert and =dited the program.
Edit Variance Summary B~ OO l_ Summary of programs where wser received an 2lerl and edit=d the program.
Event/Alarm Log BO v OO l_ about the repart=d for a specific infuser,
Infuser Status BE3w0O0O l_ Snapshiet of current infuser umage and pawer stalus, [dentifies infusers that have not communicated for specific time paric:
Infusion Summary BO v OO l_ High l=vel summary of infusion activily, percentage of =ach typs of infuser alert and user respons= to alert.
Line Usage Analysis BE3w0O0O l_ Visual d=gistion of infusicn administration aclivily on sach finz on the Plom 360 infussr,
Meditations Infused by CCA B3 ~w0O0O l_ Drill dwn to mest lzvel of detail about infusion therapy practicss and respenss i3 aleris for zach medication,
Medications Infused by Medication BE3w0O0O l_ Drill down T2 next lzvel of detail about infusion therapy Fractioss and respanss i aleris far sach medication.
Meditations Infused by Service Line B3 ~w0O0O l_ Drill dwn to mest lzvel of detail about infusion therapy practicss and respenss i3 aleris for zach medication,
Medications Selected by Time of Day BE3w0O0O l_ Number of infusions started during sa2ch hour of the day and whether 2 medicaban was s=lest=d,
Infused Medicat B3 ~w0O0O l_ Graptical representation of the 15 mast commanly infus=d medicalisns sel=cizd from the drug fbrary.
Next IV Due BE3w0O0O l_ Infarmation abaut which IV fuids are dus to faciials Gmely preparation.
Override Variance Detail B3 ~w0O0O l_ Lin=-it=m detail of =very program whers user received an aler and choss 1o canfinus with =ntered valus,
Override Variance Summary B~ OO l_ Summary of programs whers the user received 2n alert 2nd chose to continue with entered vake,
PCA History BO v OO l_ FCA medication usage data for an individual infuser,
PCA Utilization B~ OO l_ PCA therapy =tatistics including frequency of use for =ach mods and use of protocals.
Software Download B3 ~w0O0O l_ Status of downlzaded infuser seftwars incheding varsion and last transfer status,
Total Program Activity BE3w0O0O l_ Programming actvily, inchiding total =dits and Gverrides far the slzcled fme pericd,

1. To Schedule a report, click on the Calendar Icon to the right of the desired report.

User: mednet_admin Lagout Help
Home Reports About
Reports
Scheduled Reparts | | aepty

Asset Tracker HED 00O Inchides dats to efficiently manage the entine imventory of infusers 05/09/2016 13:11
Asset Ukilization BEDw 00 Information on the num ber of hours infusers have been in use. 05/02/2046 13:11
Avts-Programming BS w00 about usage of sutz i b 057092016 13:11

5 with it BEOsE0O0 Information about aule -programming requests resulling in No Drug Selected or Other Drug on infuser, 05/08/2016 13:11
Edit Variance Detail BEO 00 Line-ilem Qelsil of every program whers wser received an slerl and =diled the program. 05/09/2016 13:11
Edit Variance Summary Summary of programs where ussr received an slert and adited the program 05/03/2016 13:11
Event/Alarm Log Information about the e vents/alarms reported for  specific infuser 05/09/2016 13:11

Infuser Stabus oo Snapshet of current infuser usage and power status, Mentfics infusers that have not communicated far specific time peried.  05/03/2016 13:11
oo High l=vel summary of infusion adtivity, percentage of cach typs of infuser alert and user response to alert. 05/09/2016 13:11

oo Visual depiction of infusion administration activity en =ach fine on the Plum 360 infuser. D5/05/2016 13:11

Infusion Summary

Line Usage Analysis
Medications Infused by CCA oo Drill down to next level of detail about infusion therapy practices and response to alerts for each medication. 05/09/2016 13:11
Medications Infused by Medication oo Drill Gown to next level of detail aboul infusion terapy praclices and response Io alerls for sach medicalion. 05/09/2016 13:11
Medications Infused by Service Line oo Drill Gown to next level of delail aboul infusion therapy praclicss and response Io alerls for each medicalion. 05/09/2016 13:11
Medications Selected by Time of Day oo Number of infusions started during =ach hour of the day and whether s medication was selected 05/08/2016 13:11

Infused oog Graphical of the 15 most infused selected from the drug library. 05/09/2016 13:11

NextIV Due oo Information about which [V fluids are due to faciitate timely preparation. 05/09/2016 13:11

Ouerride Variance Detail OO tneitem detsi of svery program mhere wser recsived an slert and choze to coninus mith entered value. 05/09/2016 13:11
Ouerride Variance Summary O O Summary of programs where the wer rosived an akert and chos te continue wilh entered vahes. 05/09/2016 13:11
PCA History oo l_ PCA medication usage deta for an individual infuser. 05/09/2016 13:11
PCA Utilization oo ,_ PCA therapy slalistics inclufing frequency of use for esch mode and use of profocols. 05/02/2016 13:11

Software Download og Status of downicaded infuser software incheding version and last iransfer siatus. 05/09/2016 13:11

Total Program Activity oo Programming activity, inchuding total =dits and overrides for the selected time period 05/08/2016 13:11
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Navigating Reports

2. Click Schedule Job.

HOME REPORTS ABOUT

Jobs scheduled for Asset Tracker

[Back] Schedule Jol;h)] [ Run Maw ] [ Refresh ]

2

3. Complete the Job information.

HOME REPORTS ABOUT

Job | Schedule | Parameters | Output

Report |/fpirccctlracker

3 * Lafie |weekly Report \. |

Descriptio 0210216 f

o) @D 4

a. Specify the name of the report in the Report field.
b. The Label field is required and is used to identify the report.
c. Add additional notes in the Description field.

4. Click Next.

The Schedule screen appears.

User: mednet_admi

HOME REPORTS ABOUT

Please select Simple Recurrence to recur st fixed time intervals/DST, Calendar Recurrence to recur at specific calendar moments.

Job | Schedule | Parameters | Qutput

, Tire Zone | AmericafLos_Angeles - Pacific Standard Time ¥ |
5 / start @ Immediately
3 = ®

=% (@ NoRecurrence () Simple Recurrence (O Calendar Recurrence

(o) 2 &) e— 8

5. Select the time zone.
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Specify the desired start date by clicking on the calendar icon on the right.

Specify the recurrence schedule. When you specify the recurrence schedule, other
options may appear due to the simple recurrence or calendar recurrence selections.

a. No recurrence means it is one-time only. However, you can set the time zone from
the drop-down list and either start the report immediately or set a specific date by
typing it in or using the calendar icon to select a date from it.

b. Simple recurrence allows you to schedule the job to recur at fixed time intervals.
Once you select to start immediately or specify the start date/time you can
determine how many times or for how long the job repeats:

- Every (the interval between jobs, in minutes, hours, days or weeks)

- Indefinitely (until you delete the job)

- Times (runs the specified number of times)

- Until (runs until a calendar date is reached. Use the calendar to select the date)

c. Calendar recurrence allows you to set a high level of detail:
Start date (immediately or type in the date or use the calendar)
End Date (type in the date or use the calendar)
*Minutes (0-60)
*Hours (24-hour clock)
Every Day or Week Days or Month Days (for Month Days select the date of the
month)
Months (select “All” or make a specific selection)

*You can enter multiple minutes or hours as well as ranges, separated by commas.
For example, entering 0, 15, 20, 45 for the minutes and 9-17 for the hours, runs the
report every 15 minutes from 9:00 a.m. to 5:45 p.m. Enter an asterisk (*) to run the
job every minute or every hour.

8. Click Next.

The Report Options screen is displayed for licensed infuser types.

9. Complete the required information. See additional information in this chapter for

specific reports.
10. Click Submit.
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The Output screen appears:

User: mednet_admin

HOME REPORTS ABOUT

Job | Schedule | Parameters | Qutput

Base output file name |RptassetTracker

output formats  [Z]PDF [JHTML [JExcel [JRTF [JCSv []Excel (Data Only)

/ Locale [(Dafault). x
11 Content Repository
12
13

-________——__’ * Folder |Asset Tracker 7‘,
14 Overwrite Files []

- \‘
16 Email Notification
\ Ta [

Subject |
Message Text [

attach Files []
Skip empty reports []

17
5 @) ol

Job | Schedule | Parameters | Qutput

Base output file name IRptﬁssetTracker

Excel
cutput formats W PDF [TTHTML [ Excel [T RTF [T Csv [T (Data
Only)

Lccalel nglish

| Hide Fatient Name [v |

Note: If you have View Protected Health Information privilege, the Hide Patient

Name checkbox displays for the following reports: Auto-Programming
(Smart Pump Programming), Auto Programs with Unmatched Medication, Event/Alarm Log,
and Next IV Due.

11. Specify the base output file name.
12. Specify the output format.
13. Specify the report destination by choosing a folder from the drop-down list.

* Check the Sequential File Names (not an option if No Recurrence was
selected) and/or the Overwrite Files boxes, if applicable.

14. Specify the email notification parameters (optional) by typing the email address in the
To box and the subject in the Subject box.

15. Enter a description in the Message Text box.
16. Check the Attach Files box to receive a report file attachment via email (optional).
17. Click Save. The report is scheduled for Asset Tracker.

Important: When creating a scheduled report to run within the same scheduling

parameters for two different infusers, you will need to give the reports
different names.
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The edit option allows you to change the scheduled report options (see below).
To un-schedule the report, place a check in the Remove box and click the Remove button.

User: mednet_admin Logout
HOME REPORTS ABODUT

Jobs scheduled for Asset Tracker

1 edit weekly Report jasperadmin Normnal 11/05/2009 09:28 O

[Cscheduletob | (Runtiow | [Refrech ]

To view the scheduled reports at the bottom of the Reports View, click the Scheduled Reports
button at the top of the list of reports. By clicking on the scheduled report name, you can also
run that report with the report options you had selected.

User: mednet_sdmin Logout Help
Home Reparts  About
Reports
Scheduled Reparts | Bpply |
Asset Tracker g~ 00 ,_ Includes dats to fficiently manage the entire inventory of infusers. 05/09/2016 13:11
Asset Utilization @B 0O  ieformabon on the number of hours infuzers have been in use. 05/02/2018 13:11
Aubs-Programming E~w00 ,— Information about usage of aulo-progra mming funclionaiity 05/09/2016 13:11
B with icati EE0O0O ,7 Information about aulo-programming requests resulling in No Drug Selected or Other Drug on infuser. 05/03/2016 13:11
Edit Varianee Detail WO w OO | lne-item deted of svery program whers user recsived an slert and edited the pragram. 05/00/2016 13:11
Edit Varisnes Summary BOE OO  Summary of programs whers uzer recsived an akert and efited the program 05/03/2016 13:11
Event/Alarm Log v OO0 l— Infermation sbout the =vents/alarms reperted for o spesific infuser. 05/09/2016 13:11
Infuser Status gD 00 ,_ Snapshet of current infuser usage and pover status. [entifies infuzers that have not communicated for specific time pericd.  05/08/2016 13:11
Infusion Summary gD w00 ,_ High level summary of infusion activily, pereentage of =ach type of infuser alert and umer response te alert, 05/03/2016 13:11
Line Usage Analysis B3 w00 ,_ Vimual depiction of infusien administration activity on =ach finz on the Phum 360 infus=r. 05/03/2016 13:11
Medications Infused by CCA g8 ~-00 ,_ Drill down to next level of detail about infusion therapy practices and response to alerts for cach medication 05/09/2016 13:11
Medications Infused by Medication g~ 00 ,_ Drill down to next level of detail about infusion therapy practices and response to alerts for cach medication. 05/08/2016 13:11
Medications Infused by Service Line B#O <00 ,_ Drill down to next level of detail sbout infusion therpy practices and response to alerts for cach medi 13:41
Medications Selected by Time of Day go~F00 ,_ Number of infusions started during =ach hour of the day and whether a medication was selected. 05/08/2016 13:11
Infused Medicat @0~ 00O ,_ Graphical representation of the 15 most commonly infus=d medications select=d from the drug brary. 05/08/2016 13:11
Next IV Due B~ OO ,_ Information about which IV fhids are due to facilitate imely preparation. 05/02/2018 13:11
Override Varianes Detail E~w00 ,_ Line-itam delsil of avery program whers wser received an alerl and chose Io conlinus wilh entered va b, 05/09/2016 13:11
Override Variance Summary EE0O0O ,_ Summary of programs whers the user recsived an alert and chose to continus with e ntersd vaks. 05/03,/2016 13:11
PCA History E~w00 ,— PCA maficalion usags fals foran indfidusl infuser 05/09/2016 13:11
PCA Utilization EE0O0O ,7 PCA therapy =ialistics including frequency of use for sach mode and us= of profocsls. 05/03/2016 13:11
Software Download B0 OO Status of downlosded infuser seftware inhuding varsion and last transfer status. 05/00/2016 13:11
Total Program Acivity BB OO erogramming activity, inclding total edits and overrides for the selected tine perisd. 05/03/2016 13:11
 Scheduled Reports
TEEE (|
[Asset Tracker Azzet Tracker 05/02/2016 13:11
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Navigating Reports

Auto-purge of Scheduled Reports

For a report that has been scheduled to run, the Administrator can specify the number of days to
keep the generated, scheduled report output.

For example, in the screen below, the scheduler-generated “Asset Tracker” report will be kept
for 5 days; it will be deleted after that time period.

Description

|Report Nam ———
Asset Tracker iy
Asset Utilization B
Auto-Programming B5
grams with U ed M oo
Edit Variance Detail o
Edit Variance Summary o
Event/Alarm Log B85
Infuser Status o
Infusion Summary B5
Line Usage Analysis o
Medications Infused by CCA o
Medications Infused by Medication BH
Medications Infused by Service Line oy
Medications Selected by Time of Day o
Most Commonly Infused Medications Bo
Next IV Due o
Override Variance Detail B5
Override Variance Summary Y
PCA History Bo

0-purg

ﬁmﬁ’ﬂﬁmﬁﬁ

Includes data to efficiently manage the entire inventory of infusers.

& | Information on the number of hours infusers have been in use.

about usage of aut
Information about auto-programming requests resulting in No Drug Selected or Other Drug on infuser.
Line-item detail of every program where user received an alert and edited the program.
Summary of programs where user received an alert and edited the program.
Information about the events/alarms reported for a specific infuser.
period.
High level summary of infusion activity, percentage of each type of infuser alert and user response to alert.

Visual depiction of infusion administration activity on each line on the infuser.

Number of infusions started during each hour of the day and whether a medication was selected.

Graphical of the 15 most infused selected from the drug library.
Information about which 1V fluids are due to facilitate timely preparation.

Line-item detail of every program where user received an alert and chose to continue with entered value.
Summary of programs where the user received an alert and chose to continue with entered value.

PCA medication usage data for an individual infuser.

Snapshot of current infuser usage and power status. identifies infusers that have not communicated for specific time

Drill down to next level of detail about infusion therapy practices and response to alerts for each medication.
Drill down to next level of detail about infusion therapy practices and response to alerts for each medication.

Orill down te next level of detail about infusion therapy practices and response to alerts for each medication.

03/26/2012 10:09
03/26/2012 10:09
03/26/2012 10:09
03/26/2012 10:09
03/26/2012 10:09
03/26/2012 10:09
03/26/2012 10:09
03/26/2012 10:09
03/26/2012 10:09
03/26/2012 10:09
03/26/2012 10:09
03/26/2012 10:09
03/26/2012 10:09
03/26/2012 10:09
03/26/2012 10:09
03/26/2012 10:09
03/26/2012 10:09

03/26/2012 10:09

03/26/2012 10:09

1. In the column shown above, place a check mark next to the report to be auto-purged.

2. Under the Apply button column, specify the number of days the report output should
be kept before it is deleted.

3. Click Apply.
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Running a Report in the Background

Run in Background is a “just-in-time” version of the scheduled reports. Rather than do formal
scheduling of the report, Run in Background uses the same scheduling wizard, but runs the
report immediately as a background task.

1. To run the report in the background, click on the second icon from the left below.

Homie  Reports  About
Reports
Schedul=d Repods | aepty |

Adset Tracker | E BL00 Inchides dats to =fficiently manage the ntire inventory of infusers. 05/09/2016 13:11
Asset Utilization B @O0 mfermaton on the number of taurs infusers have been in use. 05/08/2016 13:11
Auto-Programming BEOwOO l— Infarmation abaul wrage of suls-programming funclionafy . 05/09/2016 13:11

grams with licati B0 E 00O  inefermation about suto-programming requests resulling in No Drug Selected or Otter Drug an infuser, O5/CP/2016 13:11
Edit Varianee Detail B3 w00 ,_ Line-item d=tail of svery prog: an alerland efit=d e program 05/09/2016 13:11
Edit Variance Summary B0 @ OO semmary of programs whers an alert and edited the program 05/05/2018 13:11
Event/Alarm Log B0 ¥ OO informaton about the events/alarms reported for a specific infuser. 05/08/2016 13:11
Infuser Status B0 ¥ (00| Snepsiotof curentinfuser usage and power statis. Mentfies infusers that have nof communicated for specifc Tme period . 05/09/2016 13:11
Infusion Summary B9 v00 l— High level summary fusion activity, percentage of each type of infuser sled 2nd user response to alert, 05/08/2016 13:11
Line Usage Analysis B0 & OO Vsl depiction of infusion sdministation activily on sach fine on the Plum 360 infuser. 05/08/2016 13:41
Medications Infused by CCA B3 w00 l— Drill dawn to next leved of detail about infusion therapy practices and respanse to alerts for cach medication. 05/09/2016 13:11
Medications Infused by Medication BO @ OO oriidonn o net level of detail sbout infusion therapy practiess and response ta aleris for sach medicstion. O5/CP/2016 13:11
Medic abons InFused By Servies Lin B v [0 Dritdenn s next level of detail sbout infusion ferapy practio=s and respanse = alerls for mach mefication, 05/09/2016 13:11
Medications Selected by Time of Day B0 @ (O temberofinfusions staried dusing =ach fiour of the dey and wheiher 5 medicsBion was selected 05/05/2018 13:11
Most Commonly Tnfused Medicatons B0 % OO Graphical representation of the 15 most commonly infused medications selected from the drug fibrary. 05/08/2016 13:11
Mext IV Due BO ¥ OO formaton about whch IV fluts are due to facitste timely preparalion 05/09/2016 1311
Ouerride Variance Detail B0 9 00O Lneiten detad of svery program whers user received an slert and chozs to contimue with sntered vahse. 05/09/2016 13:11
Override Variance Summary B0 OO Semman of sregrams whers the uxer reosived an slert and chose s continus with sntered valve. O5/08/2016 13:41
PCA History B3 w00 l— PCA medication usage dats foran individusl infuser, 05/09/2016 13:11
PCA Utilization BO @ OO roatherapy stistics inciuding frequency of e for cach mods and use of protocsls 05/05/2006 13:11
Software Dowaload B v (0] Stetis of dewnicated ifuser ssftuars inshding versen and faat fmnsfer statis 05/09/2016 13:11
Total Program Activity B0 @ OO Programming actvity, incluling Tolsl =0s and overrifes for the selecled Tme perind 05/08/2016 13:11

The Report Options screen is displayed:

User: mednet_admin

Harme Reparts About

Flease enter vahses for all the report options below and then click the =ubmit button,

Selmct an infuzar typ=: Metesork Status: Sort by:
) Plem 3607 anline [Deviee ]
- offl ine:
O LifeCare PCA™ Then By-
[S=riai Ne. v
Then bry:
| Location Vl

[ Inchsde Delated Infuserms

Submit |

2. Complete the required information. See additional information in this chapter for your
specific report.

3. Click Submit.
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The Output screen appears:

User: mednet_admin

HOME REPORTS ABOUT

Parameters | Qutput

Base output file name |Rpkiss=tTracker |
[F1PDF [JHTML [Excel [JRTF [JCsY [JExcel (Data Only)

Cdput: farmists
Locale {_‘(E!_afault) ¥
Content Repository

* Folder | asset Trackar v

Cwerwrts Files 7]
Email Motification
|

To [matt voron@hospira, oo

o~ O

Subject |AssekTrecker Repot |

Messags Text | 1p/2zi09

Attach Files  [/]
=kip erpty reparts [ /

=) s

10

Note: if you have View Protected Health Job | Schedule | Parameters | Output
Information privileges, the Hide Patient

Name checkbox displays for the following Base Gutput file: pEme: RptassatTrackar -

reports: Auto-Programming (Smart Pump Cutput formats @ POF [T HTML [ Excel [ &TF [T v r-;;i;fg

Programming), Auto Programs with \ Only)
Locale [English {United States) 5]

Unmatched Medication, Event/Alarm Log
and Next IV Due.

| Hide Fatient Name @ |

4. Specify the base output file name.
Specify the output format.

6. Specify the report destination or repository by choosing a folder from the drop-down
list.

* Check the Sequential File Names (not an option if No Recurrence was
selected), and/or the Overwrite Files boxes, if applicable.

7. Specify the email notification parameters (optional) by typing the email address in the
To box and the subject in the Subject box.

Enter a description in the Message Text box.

9. Check the Attach Files check box to receive a report file attachment via email
(optional).

10. Click Save.
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To view the reports run in the background at the bottom of the Reports View, click the
Scheduled Reports button at the top of the list of reports. By clicking on the report name, you
can also run that report with the report options you had selected.

Reports
Repart N Deseripti Date
=

Asset Tracker B OQO l— Inchides dats Bz =ffisiently manage the entire inventory of infuzers. 05/09/2016 13:11
Asset Utilization ES~FOO l_ Infarmation =n the number of hours infusers heve been inuss 05/09/2016 13:11
Auto-Programming BES3~00 ’_ Information about usage of aubo-programming functionality 05/09/2016 13:11
Auto-Programs with Unmatched Medication E~wOO l_ Information about aule-programming requests resufling in No Drug Seiected or Other Drug on infuser. 05/09/2016 13:11
Edit Variance Detail B~ 00O l_ Line-item detail of svery program whers userreceived an alert and edited the program. 05/09/2016 13:11
Edit Variance Summary BO~0O Dl_ Summary of programs whers user received an alert and =dited the program. 05/09/2016 13:11
Event/Alarm Log Bo~w0O0O ,— Infarmation abaul the =vents/slarms reporied for 2 specific infuzer, O5/02/2016 13:11
Infuser Status BEo~F0O0O l_ Srapshet of current infuser usage and pawer status. Wentifizs infusers that have net cemmunicated for spesific me perisd.  O5/02/2016 13:11
Infusion Summary BEo~0O0O l_ High level sum mary of infusion activily, percentage of =ach type of infuser alert and user response bo alsrt. 05/09/2016 13:11
Line Usage Analysis BEDwOO l_ Visual depiction of infusion administation activily on each fine on e Plum 360 infuser. 05/09/2016 13:11
Medications Infused by CCA B~ 00O l_ Drill dovin to next level of detail sbout infusion therapy practices and response to alerts for sach medi 13:41

Infused by Medicati EDrOO l_ Drill dowin to next level of detail sbout infusion therapy practices and respanse to alerts for ach medi 1341
Medications Infused by Service Line BO w00 l— Drill dzwin b= next level of detail sbout infusion therapy practices and respanse bo slerts far zach medi 13:11
Medications Selected by Time of Day ES~FOO l_ Number of infuzizns started during zach hour of the day and whether 3 medisaon was s=lested. 05/09/2016 13:11

Infused Medicat BEo~0O0O l_ Graphical representation of the 15 mest commenly infused medications selected from the drug library. 05/09/2016 13:11
Next IV Due E~wOO l_ Information about which IV fluids are due to facililate timety preparstion. 05/09/2016 13:11
Override Variance Detail B~ 00O l_ Line-item detail of svery program whers userreceived an alert and chose to continue with entered vakos. 05/09/2016 13:11
Override Variance Summary BO~0O Dl_ Summary of programs whers the user received an alert and chese to continus with entered vake. 05/09/2016 13:11
PCA Hiztory ESv0O0O ,— PCA madication uzags dats far an individusl infuser. O5/09/2016 13:11
PCA Utilization BEo~F0O0O l_ PCA therapy statistics indlufing frequency of uzs far zach mods and uze of protossls, 05/09/2016 13:11
Software Download B ~0O0O l_ Status of downloaded infuser software inchuding version and last transfer status. 05/09/2016 13:11
Total Program Activity E~wOO l_ Frogramming aclivily, inchuding Total edils and overrides for he ssiecled time pericd 05/09/2016 13:11
| Scheduled Reparts
Remow | []
Asset Tracker Azset Tracker 05/09/2016 13:11
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Printing a Report

You can print any report that you generate. To print a report, convert the report into a PDF file,
and print the report from the PDF document.

Roaend

W 4 Pageiofi b M ‘:‘

1CU Medical Medhiet™ | Auto-Programming y
lcu
Reports Extended

Infuser: Plum 360™ Infusion System Active Drug Libraries 08/08/17 6.30 11800
08/08/17 6.30 11801
08/08/17 6.30 11802
08/08/17 6.30 11806
08/08/17 6.30 11807
08/09/17 6.30 11809
08/09/17 6.30 11813
08/10117 6.30 11815

Summary
Auto-Programming Manual Programming Total
CCA Name Count % Count % Count %
@I5E%%A() 0 0.0% 1 100.0% 1 3.2%
Plum1511 0 0.0% 2 100.0% 2 6.5%
Plum1511a 0 0.0% 2 100.0% 2 6.5%
Plum1511b 0 0.0% 2 100.0% 2 6.5%
Plum1511 ¢ 0 0.0% A4 100.0% 24 T74%
X1 0 0.0% 0 0.0% 0 0.0%
Total 0 0.0% k| 100.0% H 100.0%

From: 05/04/17 13:41 To: 0810417 13:41 Printed: 08/04/17 13:41 Page 1 of4

When printing a scheduled report that has more than one page, you will need to click the
scheduled report button again.
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Report Conventions

The following conventions are common to all reports:
 Users with the appropriate privileges may generate reports using the Reports view.

* Drop-down lists display all valid selections. Items contained in drop-down lists may vary
based upon your previous input and the system configuration.

* If a report features more than one sort criterion, the first field, Sort By, is required while the
remaining Then By fields are optional.

* Reports only display data existing in your system. A report’s content may vary depending
upon your data and the time period selected.

* Reports may span multiple pages; if so, the report may be navigated using the buttons a the
top of the page.

* Users may employ a “wildcard,” or asterisk [*], to expand search terms. For example,
the wildcard [13*] returns all data, such as Serial Number, that begins with the numbers
4‘137"

« If there is no data to display for a report or a field, a message displays to alert you that there
is no data to display. When a report is grouped by CCA or Medication, and there is no data
for a particular CCA or medication, a message will alert you to that effect.

* Reports will not display a medication’s concentration when it has not been defined
in the drug library.

Note: Reports illustrated in this User Guide are intended to represent layout and typical content
rather than actual data provided by any infuser or drug library.

Report Display Format

Reports contain the following three main sections:

- Page Header: The page header appears on the top of every page. The first page displays
the report title and hospital name. Subsequent pages display the report title only.

- Detail: The details appear in the middle of every page and contain the report data.

- Page Footer: The page footer appears at the bottom of every page, and displays the time
period of the report (or the time the report was run), print date, and page number.
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Asset Tracker

Asset Tracker

The following table provides detailed information about the Asset Tracker report.

Asset Tracker

Users Biomedical, IT, Materials Management

Synopsis The Asset Tracker report includes data to help the user efficiently manage the entire
inventory of infusers.
Information is provided to track and identify infusers that have not communicated with
the network for extended periods of time, and to verify that all infusers have the correct
version of ICU Medical MedNet Meds installed.

Report Table

Format

Infusers Licensed infusers

Report None

Differences

by Infuser

Report Infuser Type: Licensed infuser type(s)

Options

Sort by: Device, Serial Number, Location, CCA, Hours of use in last 30 days
(Increasing/Decreasing), Hours of use in last 90 days (Increasing/Decreasing)

The user may select a combination of any three sort criteria.

Include Deleted Infusers

Usage Notes

Adjunct to the Asset Utilization and Infuser Status reports.
Infusers are grouped by their network status (offline or online).

An infuser is considered offline if it has not communicated with the ICU Medical MedNet
server within the past five minutes.

The library version is highlighted in yellow for all infusers that do not have the current
library version. This allows infusers that need a library update to be quickly identified.

In order to monitor infuser usage to assure that each is used somewhat equally,
the number of hours of use for each infuser over the last 30- and 90-day period is also
included.

Hours of use include the time when the infuser’s power is turned on, including standby
and delayed start modes.

Hours of use for the last 30 days and last 90 days are calculated based on the date
the report is run.

See Also Asset Utilization
Event/Alarm Log
Infuser Status
Software Download
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Report Details

This section provides report details and an illustration of the Asset Tracker report for one type

of infuser.

Plum 360 and LifeCare PCA

Field/Column Label

Description

Network Status

Online is when ICU Medical MedNet Software has received a valid
status message or log message from the infuser within the past five
minutes.

Offline is when ICU Medical MedNet Software has not received a valid
status message or log message from the infuser within the past five
minutes.

Serial No./Asset ID

The infuser’s serial number and asset ID

Location The physical location of the wireless access point with which
the infuser last communicated.
Location names match Access Point Description in the Access Point
Mapping Screen or are based on Enhanced Asset Tracking.

Device The logical ID of the infuser

CCA The CCA to which the infuser was last assigned

Last Communication

Date and time the infuser last communicated with ICU Medical MedNet
Software.

Library Version

The ICU Medical MedNet Meds drug library version on the infuser

Date of Transfer

Date of the drug library transfer

Hours of Use Last 30 Days

Number of hours the infuser has been in use in the last 30 days

Hours of Use Last 90 Days

Number of hours the infuser has been in use in the last 90 days

User Guide for ICU Medical MedNet Software
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RogEsed 4 pagetofs b H[ |

ICU Medical MedNet™ || Asset Tracker

Reports Extended

Infuser: Plum 360™ Infusion System

Network Status:  online

Hours of  Hours of

Serial No. / Asset Last UseLast  Use Last
Location Device CCA Name Communication Library Version Date Of Transfer 30 Days 90 Days

17731946 WIRED Plum1511 ~@!$#%%"*() 08/09/2017 13:16:01 08/09/17 6.30 11809  08/09/17 12:26 21.53 2168

20140076 WIRED Plumdry Plum1511 08/10/2017 11:33:11 08/10/17 6.30 11815  08/10/17 11:26 29.50 29.50

From: 05/04/17 13:41 To: 0810417 13:41 Printed: 08/04117 13:41 Page 1 of 1
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Asset Utilization

The following table provides detailed information about the Asset Utilization report.

Asset Utilization

Users Biomedical, IT, Materials Management

Synopsis Asset Utilization allows efficient management of the entire inventory of infusers by
providing information on the number of hours infusers have been in use.
Reported for each infuser are the actual number of hours of use per month, and the
average usage for the selected time period.
Similarly, the report provides the average hours of use per month and for the selected
time period for the entire infuser population.

Report Crosstab

Format

Infusers Licensed infusers

Report None

Differences

by Infuser

Report Infuser Type: Licensed infuser type(s)

Options

From: To: Quarter and Year: For example, Q1 (Jan - Mar) 2015
Sort by: Device, Serial Number

Include Deleted Infusers

Usage Notes

Adjunct to the Asset Tracker report:

When cross-referenced with the Asset Tracker report, the user can determine whether
low usage is the result of an infuser not communicating with the network, as well as
when it last communicated, and where it was located at the time.

Up to four consecutive quarters can be reported.

Hours of use include the time when the infuser’'s power is turned on, including standby
and delayed start modes.

Average Number of Infusers Used Per Day: If an infuser was on during a given day, it
is counted as being in use for the day.

See Also

Asset Tracker
Event/Alarm Log

Software Download
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Report Details

This section provides report details and an illustration of the Asset Utilization report for one
type of infuser.

Plum 360 and LifeCare PCA

Field/Column Label Description
Infuser Type Licensed infuser types
Device Logical ID of the infuser
Serial Number Serial number of the infuser
Average Number of Average number of devices used per day within the date range selected

Devices Used Per Day

Hours of Use Hours of use per month per device within the date range selected
Average hours of use per month across entire infuser population

Average hours of use for all months across entire infuser population

Sort By Device or Serial Number
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EDEEnd HChagetors b ]|

1CU Medical MBuNetm Asset Utilization

Reports Extended -

Infuser: Plum 360™ Infusion System

Average Number of Infusers Used per Day: 0.00

Hours of Use

w7

Device SerialNo | Jan | Feb | Mar K

Plumdry 20140078 000) 00of 000 00

wvorage | 000 n.ao‘ 0l o

| S |

Average| 0,00 0.00‘ 0.00] 'JJJDI

From: 05/04117 13:41 To: 080417 13:41 Printed: 0804117 13:41 Page1of1
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Auto-Programming (Smart Pump Programming)

The following table provides detailed information about the Auto-Programming
(Smart Pump Programming) report.

Auto-Programming (Smart Pump Programming)

Users Nurse Manager, Pharmacist

Synopsis Provides information about the usage of the Auto-Programming (Smart Pump
Programming) functionality when ICU Medical MedNet Software is integrated with a
BCMA system using ICU Medical MedNet Programmer.

Report Table

Format

Infusers Licensed infusers

Report Infuser Type: Licensed infuser type(s)
Options

Time Period: Since 12 a.m. today, Since 12 a.m. yesterday, Last 12 hours, Last 24
hours, Last 48 hours, Last 7 days, Last 30 days, Last 1 month, Last 3 months, Last 6
months, Last 12 months, Other (specific date range)

CCA Name

Sort by: Serial Number, Medication, CCA, Date/Time, Device. The user may select a
combination of any three sort criteria

Include Deleted Infusers

Hide Patient Name. If selected, the patient name will be replaced by asterisks. (View
Protected Health Information privilege must be assigned to see Patient Name)

Usage Notes | The Auto-Programming (Smart Pump Programming) report provides a summary
section that contains Auto-Programming (Smart Pump Programming) and Manual
Programming information for each CCA during the report period.

Also, it provides a Manual Programming Detail section that provides detailed
information about each infusion the clinician performed without using the Auto-
Programming (Smart Pump Programming) function. This section includes information,
such as the infuser's Network Status, to help determine why Auto-Programming (Smart
Pump Programming) may not have been utilized.

Auto programs that result in No Drug Selected (Plum 360) are included in this report.

See Also Auto-Programs with Unmatched Medication

152 User Guide for ICU Medical MedNet Software

Note: For a list of ICU Medical MedNet compatible devices approved by country, refer to the ICU Medical MedNet Device
Compatibility Matrix available through your ICU Medical Technical Support Center.



Auto-Programming (Smart Pump Programming) Chapter 16: Reports

Report Details

This section provides report details and an illustration of the Auto-Programming
(Smart Pump Programming) report for one type of infuser and a summary.

Plum 360 and LifeCare PCA

Field/Column Label

Description

Infuser Type

Licensed infusers

Medication* Medication’s display name and concentration, or unknown
CCA Name CCA selected when the auto-program occurred
Date/Time Date and time from the start of infusion

Day of Week Day of the week

Serial Number

Infuser’s serial number

Device

Infuser’s logical ID

Patient Name*

Patient name

Caregiver Name*

Caregiver's name

Unit*

Nursing unit

Room/Bed*

Room and bed number

*Information provided by BCMA system

Summary and Manual Programming Report

Summary

Number and percentage of Auto-Programming
(Smart Pump Programming) and manual programming events by CCA

Manual Programming
Detail

Medication, CCA, Date/Time, Serial Number, Device are shown for each
manual program

Total

Sum of Total Count values

detail.

Note: LifeCare PCA includes: Auto-programming (Smart Pump Programming) summary, Manual
programming summary, Auto-programming (Smart Pump Programming) detail and Manual programming
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BEhamada

4 4 Pagelofi b bl \:\

|CU Medical MedNet™ Auto-Programming

Reports Extended

Infuser: Plum 360™ Infusion System Active Drug Libraries 08/08/17 6.30 11800
08/08/17 6.30 11801
08/08/17 6.30 11802
08/08/17 6.30 11806
08/08/17 .30 11807
08/09/17 .30 11809
08/09/17 6.30 11813
08/10/17 6.20 11815

Summary
Auto-Programming Manual Programming Total
CCA Name Count % Count % Count %
~@5E% %) 0 0.0% 1 100.0% 1 32%
Plum1511 0 0.0% 2 100.0% 2 6.5%
Plum1511a 0 0.0% 2 100.0% 2 6.5%
Plum1511b 0 0.0% 2 100.0% 2 6.5%
Plum1511 ¢ 0 0.0% 24 100.0% 24 T71.4%
x1 0 0.0% 1] 0.0% ] 0.0%
Total 0 0.0% k3| 100.0% 31 100.0%

From: 05/0417 13:41 To: 080417 13:41 Printed: 08/04/17 13;

Auto-Programming

Infuser: Plum 360™ Infusion System

Auto- Programming Detail

1 CCA Name Serial Number Device Date/Time Day of Week
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 14:57:14 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:00:05 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:02:07 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:04:35 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:05:12 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:06:59 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:07:59 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:08:35 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:09:08 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:09:26 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:09:55 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:18:54 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:23:07 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:30:30 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:35:38 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:3842 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:48:41 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/09/2017 11:30-51 Wednesday
Aldesleukin - 7777 mL Plum1511 20140076 Plumdry 08/08/2017 13:08:33 Tuesday
Aldesleukin - 7777 mL Plum1511 20140076 Plumdry 08/08/2017 14:57:37 Tuesday
Aldesleukin - 7777 mL Plum1511 20140076 Plumdry 08/08/2017 15:31:06 Tuesday
Aldesleukin - 7777 mL Plum1511 20140076 Plumdry 08/08/2017 15:36:07 Tuesday

From: 08/03/17 11:28 To: 08/10/17 11:28 Printed: 08/10/17 11:28 Page 2 of 4
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Auto-Programming

icu
Infuser: Plum 360™ Infusion System

Manual Programming Detail

Medication CCA Name Serial Number Device Date/Time Day of Week
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 14:5714 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:00:05 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:02:07 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:04:35 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:05:12 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:06:59 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:07:59 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:08:35 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:09:08 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:09:26 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:09:55 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:18:54 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:23:07 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:30:30 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:35:38 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:38:42 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/08/2017 15:48:41 Tuesday
Abciximab - 10 nanog/20 mL Plum1511 20140076 Plumdry 08/09/2017 11:30:51 Wednesday
Aldesleukin - 7777 mL Plum1511 20140076 Plumdry 08/08/2017 13:08:33 Tuesday
Aldesleukin - 7777 mL Plum1511 20140076 Plumdry 08/08/2017 14:57:37 Tuesday
Aldesleukin - 7777 mL Plum1511 20140076 Plumdry 08/08/2017 15:31.06 Tuesday
Aldesleukin - 7777 mL Plum1511 20140076 Plumdry 08/08/2017 15:36:07 Tuesday

From: 08/03/17 11:28 To: 08/10/17 11:28 Printed: 08/10/17 11:28 Page 3 of 4

Auto-Programming

icu
Infuser. Plum 360™ Infusion System
Manual Pregramming Detail
Medication CCA Name Serial Number Device Date/Time Day of Week
Blood Products - 10 meg/20 mL Plum1511 17732384 Plum1511 08/08/2017 13:25:52 Tuesday
Cimetidine - 2222 mL Plum1511 17732384 Plum1511 08/08/2017 13:28:35 Tuesday
Cimetidine - 1414 mL Plum1511 20140296 Plum1511 08/08/2017 13:55:38 Tuesday

From: 08/03/17 11:28
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Auto-Programs with Unmatched Medication

Auto-Programs with Unmatched Medication

The following table provides detailed information about the Auto-Programs with Unmatched
Medication report.

Note: Auto-Programs with Unmatched Medication is an optional feature and is only visible on
your menu if it is part of your licensed package.

Auto-Programs with Unmatched Medication

Users

Nurse Manager, Pharmacist

Synopsis

Provides information about Auto-Programming (Smart Pump Programming) requests
that resulted in No Drug Selected or Other Drug on the infuser. Auto-Programming
(Smart Pump Programming) functionality is available when ICU Medical MedNet
Software is integrated with a BCMA system using ICU Medical MedNet Programmer.

Report Format

Table

Infusers

Licensed infusers

Report
Differences by
Infuser

None

Report Options

Infuser Type: Licensed infuser type(s)

Time Period: Since 12 a.m. today, Since 12 a.m. yesterday, Last 12 hours, Last 24
hours, Last 48 hours, Last 7 days, Last 30 days, Last 1 month, Last 3 months, Last 6
months, Last 12 months, Other (specific date range).

CCA Name
Medication

Sort by: Medication, Date/Time, CCA, Unit, Location, Caregiver ID, Caregiver Name,
Patient Name (if View Protected Health Information privilege assigned), External ID,
Order ID.

The user may select a combination of any two sort criteria.

Include Deleted Infusers

Hide Patient Name. If selected, the patient name will be replaced by asterisks. (View
Protected Health Information privilege must be assigned to see Patient Name)

Usage Notes

This report provides a mechanism to evaluate auto programs which resulted in No
Drug Selected or Other Drug on the infuser. This occurs when the External ID in the
drug library does not match the one provided by the BCMA, or if concentration
parameters or units do not match.

See Also

Auto-Programming (Smart Pump Programming)
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Report Details

This section provides report details and an illustration of the Auto-Programs with Unmatched
Medication report.

Plum 360
Field/Column Label Description
Date/Time Date and time
CCA CCA selected when the auto-program occurred
Location Description of the access point to which the infuser was communicating
Caregiver ID* ID of the caregiver

*

Caregiver Name Name of the caregiver

Patient ID* Patient identification number

Patient Name* Patient name

Unit* Nursing unit

External ID* External ID of the medication being programmed

Order ID* Order number (ID) associated with the medication being programmed
Medication* Medication being programmed

*Information provided by BCMA system
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1CU Medical MedNet™ Auto-Programs with Unmatched Medication

Reports Extended

Infuser- Plum 360™ Infusion System Active Drug Libraries 08/08/17 6.30 11800
08/08/17 6.30 11801
08/08/17 6.30 11802
08/08/17 6.30 11806
08/08/17 6.30 11807
08/09/17 6.30 11809
08/09/17 6.30 11813
08/10/17 6.30 11815

Medication External ID Order ID Caregiver ID Patient ID Unit
Date/Time CCA Name Caregiver Name Patient Name Location
1/4 Strength 125 mg/500 mL 349 90005 0P User MR9001 Ace
021814 1333 Medscal Dhanush, Sekar R Sesmmmmm—— WIRED
Argatroban 1/4 Strength 125 mg/500 mL 349 80001 I0PUser MRB001 Ace
02/18/14 15:19 Medscal Dhanush, Sekar R o e WIRED
Argatroban 1/4 Strength 500 mL 35001 80004 I0PUser MRBO04 Ace
02/18/14 1533 Medscal Dhanush, Sekar R Smmmmmm— WIRED
Argatroban 1/4 Strength 1 125 mg/S00 mL 349 90005 10PUser MRI001 Ace
02/18/14 1401 Medsical Dhanush, Sekar R E———— WIRED
1/8 Strength 125 mg/500 mL 35000 80002 IOPUser MR2002 Ace
0211814 1521 Medscal Dhanush, Sekar R WIRED
Bilood Products 50 mg/250 mL 104899 60013 OPUser MR613 Ace
02/14/14 15:21 Medscal Dhanush, Sekar R ecor oo WIRED
Blood Products 7 mg/111 mL 104899999 10002 IOPUser MR1102 Ace
021814 11:49 Medical Dhanush, Sekar R e WIRED
Blood Products 7 mg/111 mL 1048999 10002 10PUser MR9S000 Ace
02/18/14 13.26 Medscal Dhanush, Sekar R e WIRED
Biood Products 23 mg/234 mL 1048999 90001 IOPUser MR9001 Ace
02/18M14 13:28 Medscal Dhanush, Sekar R — WIRED

From: 08/03/17 11:32 To: 08/10/117 11:32 Printed: 08/10/17 11:32 Page 1 0f2

2 “y
cumnedica
Auto-Programs with Unmatched Medication
Infuser: Infusion System
Blood Products 300 mL 1048999 90001 10PUser MRI001 Ace
02/18/14 13:30 Medical Dhanush, Sekar R WIRED
Blood Products 7 mg/33 mL 1048999 90002 10PUser MR9001 Ace
0218114 1331 Medical Dhanush, Sekar R SessRn— WIRED
HYDROmorphone (Stnd) 75 mg/150 ml 62 80005 10PUser MRI001 Ace
02/16/14 1333 Medscal Dhanush, Sekar R e WIRED
(Stnd) 5mg/1S0mL 62 80001 10PUser MRBO01 Ace
02/18/14 15:19 Medical Dhanush, Sekar R - WIRED
HYDROmorphone (Stnd) 1 75 mg/S0mL 62 80005 108 User MR9001 Ace
02118114 14:01 Medical Dhanush, Sekar R WIRED
HYDROmorphone (StndsTest) 75 mg 80003 10PUser MRBO0O03 Ace
021814 15:22 Medscal Dhanush, Sekar R — WIRED
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Edit Variance Detail

The following table provides detailed information about the Edit Variance Detail report.

Edit Variance Detail

Users Pharmacist, Nurse Manager, Risk Manager

Synopsis Provides a line-item detail of every infuser program where the user received an alert
and then proceeded to edit the program.

These edits suggest that a potential ADE (Adverse Drug Event) has been avoided

Report Table

Format

Infusers Licensed infusers

Report Includes user edits to Soft Limit alerts and/or Hard Limit alerts as applicable, per
Differences licensed infuser.

by Infuser

Report Infuser Type: Licensed infuser type(s)

Options

Time Period: Since 12 a.m. today, Since 12 a.m. yesterday, Last 12 hours, Last 24
hours, Last 48 hours, Last 7 days, Last 30 days, Last 1 month, Last 3 months, Last 6
months, Last 12 months, Other (specific date range).

The report will show the result of the specific data combination selected.
Facility
CCA Name

Medication
Group by: Facility, CCA, Medication
Include Deleted Infusers, Include Inactive Facilities

Note: The facility-related options will be available only if the license supports
multi-facility reporting.

Usage Notes | Variance is a calculated value intended to represent how far away the user’s initial
programmed value was compared to the defined limit. Variance is defined
as (Initial Value — Limit Violated) / Limit Violated. The result is expressed as a
percentage and shown as a negative number for Lower Limit violations, and as a
positive number for Upper Limit violations. 10,000% is the maximum displayable
variance.

The report can be run by Facility or CCA or by Medication and contain data for
selected Facility or CCAs or medications or for all Facility, CCAs and medications.
Running the report by Medication for high risk medications can easily identify any
variances for these medications and grouping will show the result of the specific data
combination selected.

Initial Dose is the programmed value that triggered the alert. Final Dose is the value
accepted at final confirmation when the infuser was started. If several alerts were
encountered during a programming sequence, the Final Dose value in the report will
be the same for each alert.

The date and time of each alert are also displayed in the report.
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Edit Variance Detail

See Also

Edit Variance Summary
Override Variance Detail
Override Variance Summary

Report Details

This section provides report details and illustrations of the Edit Variance Detail report.

Plum 360

Field/Column Label

Description

Facility

Facility with which the infuser is associated. A multi-facility license is
required for this feature.

Medication/Concentration?
or CCA

Medication name if results are grouped by CCA; CCA name if results
are grouped by medication.

Alert Date/Time

Date and time of each alert

Rule Set Type of rule set violated

Limit Amount and Units

Limit Violated Upper Soft, Lower Soft, Upper Hard, Lower Hard

Initial Value * Initial value entered by user
*Value can represent either dose or time, depending on the type of rule set
that is reported. In the specific report, the "Rule Set" column clarifies if the
value refers to dose or time. This is applicable to Plum 360 infuser.

Final Value * Final value entered by user
*Value can represent either dose or time, depending on the type of rule set
that is reported. In the specific report, the "Rule Set" column clarifies if the
value refers to dose or time. This is applicable to Plum 360 infuser.

Variance Defined as (Initial Value — Limit Violated) / Limit Violated

The result is expressed as a percentage, and shown as a negative number
for Lower Limit violations and a positive number for Upper Limit
violations.10,000% is the maximum displayable variance.

TMedication/Concentration is comprised of the displayed name of the medication and its concentration
value. If a displayed name for a particular medication includes concentration (for example, Drug 500
mg/250 mL), Medication/Concentration may appear as “Drug 500 mg/250 mL 500 mg/250 mL.”
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ICU Medical MedNet™ Edit Variance Detail

Reports County General

Infuser: Plum 360”I Infusion System Active Drug Libraries 05/29/19 6.32 11800
05/31196.32 11811
06/04/19 6.32 11817
05/29/19 6.32 11803
05/3119 6.32 11810
05/29/19 6.32 11802
05/30/19 6.32 11807
05/30/19 6.32 11808
05/3119 6.32 11809
06/04/19 6.32 11814
06/04/19 6.32 11815
06/04/19 6.32 11816
06/07/196.32 11818
06/07/196.32 11819
06/10/19 6.32 11821
06/10/19 6.32 11822

Facility: All
Facility CCA Medication/Concentration Alert Date/Time Rule Set Limit Limit Violated Initial  Final Variance
Value Value

Urgent Care 134 Cisplatin 150 mEg/10 mL 06/10/2019 Dose 10 mL/hr I lower hard 5 25 -50.00%
15:22:44

Urgent Care CCCAAATIT Amikacin 100 mag/1 mL 06/04/2019 Bolus 20 mL L lower soft 12 16 -40.00%
10:38:54 Amount

Urgent Care CCCAAATT Amikacin 100 ma/1 mL 06/04/2019 Bolus 20mL 1 lower soft 19 12 -5.00%
10:39.22 Amount

Urgent Care CCCAAATTT Amikacin 100 ma/1 mL 06/04/2019 Bolus 20mL L+ lower soft 11 18 -45.00%
10:40:04 Amount

Walk-In Clinic 134 Cisplatin 150 mEg/10 mL 06/10/2019 Dose 150 mLi/hr T UPPER 152 25 1.33%
12:59:28 HARD

Walk-In Clinic 134 Cisplatin 150 mEg/M10 mL 06/M10/2019 Dose 25 mL/hr 1 lower soft 12 25 -52.00%
12:59:46

From: 05/14M1M9 00:07 To: 06113119 00:07 Printed: 06/13/19 00207 Page 1of 4
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Edit Variance Detail

LifeCare PCA

Field/Column Label

Description

Facility

Facility with which the infuser is associated. A multi-facility license is
required for this feature.

Medication/Concentration?
or CCA

Medication name if results are grouped by CCA; CCA name if results
are grouped by medication.

Alert Date/Time

Date and time of each alert

Rule Set LifeCare PCA: Loading, Continuous, PCA, Dose Limit

Limit Amount and Units

Limit Violated Upper Soft, Lower Soft, Upper Hard, Lower Hard

Initial Value*® Initial value entered by user
*Value can represent either dose or time, depending on the type of rule set
that is reported. In the specific report, the "Rule Set" column clarifies if the
value refers to dose or time.

Final Value* Final value entered by user
*Value can represent either dose or time, depending on the type of rule set
that is reported. In the specific report, the "Rule Set" column clarifies if the
value refers to dose or time.

Variance Defined as (Initial Value — Limit Violated) / Limit Violated

The result is expressed as a percentage, and shown as a negative number
for Lower Limit violations and a positive number for Upper Limit
violations.10,000% is the maximum displayable variance.

TMedication/Concentration is comprised of the displayed name of the medication and its concentration
value. If a displayed name for a particular medication includes concentration (for example, Drug 500
mg/250 mL), Medication/Concentration may appear as “Drug 500 mg/250 mL 500 mg/250 mL”.
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ICU Medical MedNet™ Edit Variance Detail
Reports County General
Infuser: LifeCare F'C;AT\'I Infusion System Active Drug Libraries 05/29/19 6.32-1801
06/01/119 6.32-1812
Facility: All
Facility CCA Medication/Concentration  Alert Date/Time Rule Set  Limit Limit Violated Initial Final Variance
Value Value
Walk-In Clinic CCASx Albumin 15 mcg/mL 05/28/2019 Continuou 40 mcghr t UPPER 65 25 G2.50%
12:37:00 s HARD
Total for All: 1
From: 05/14/19 00:19 To: 06113119 00:19 Printed: 06/13/19 00:20 Page 1 of 2
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Edit Variance Summary

The following table provides detailed information about the Edit Variance Summary report.

Edit Variance Summary

Users Pharmacist, Nurse Manager, Risk Manager
Synopsis Provides a summary of infuser ﬁrograms where the user received an alert then
proceeded to edit the program. These edits suggest that a potential ADE has been

avoided.

Contains the same data as Edit Variance Detail except that it averages the number of
occurrences of edits for each medication/alert type combination (Lower Hard, Lower
Soft, Upper Soft, and Upper Hard).

Report Table

Format

Infusers Licensed infusers

Report Includes user edits to Soft Limit alerts and/or Hard Limit alerts as applicable, per
Differences licensed infuser.

by Infuser

Report Infuser Type: Licensed infuser type(s)

Options

Time Period: Since 12 a.m. today, Since 12 a.m. yesterday, Last 12 hours, Last 24
hours, Last 48 hours, Last 7 days, Last 30 days, Last 1 month, Last 3 months, Last 6
months, Last 12 months, Other (specific date range).

The report will show the result of the specific data combination selected.

Facility

CCA Name

Medication
Group by: Facility, CCA, Medication
Include Deleted Infusers, Include Inactive Facilities

Note: The facility-related options will be available only if the license supports
multi-facility reporting.

Usage Notes | Variance is a calculated value intended to represent how far away the user’s initial
programmed value was compared to the defined limit. Variance is defined
as (Mean Initial Value — Limit Violated) / Limit Violated. The result is expressed as a
percentage and shown as a negative number for Lower Limit violations, and as a positive
number for Upper Limit violations. 10,000% is the maximum displayable variance.

The report can be run by Facility or CCA or by Medication and contain data for selected
Facility or CCAs or medications or for all Facility, CCAs and medications. Running the
report by Medication for high risk medications can easily identify any variances for these
medications and grouping will show the result of the specific data combination selected.

Initial Dose is the programmed value that triggered the alert. Final Dose is the value
accepted at final confirmation when the infuser was started.

See Also Edit Variance Detail
Override Variance Detail
Override Variance Summary
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Report Details

This section provides report details and illustrations of the Edit Variance Summary report.

Plum 360

Field/Column Label

Description

Facility

Facility with which the infuser is associated. A multi-facility license is
required for this feature.

Medication/Concentration?
or CCA

You may choose to group the report results by either Medication or CCA.

Rule Set Type of rule set violated
Limit Amount and Units
Limit Violated Upper Soft, Lower Soft, Upper Hard, Lower Hard

*

Mean Initial Value

Average of initial value entered

*Value can represent either dose or time, depending on the type of rule set
that is reported. In the specific report, the "Rule Set" column clarifies if the
value refers to dose or time. This is applicable to Plum 360 infuser.

Mean Final Value*

Average of final value entered

*Value can represent either dose or time, depending on the type of rule set
that is reported. In the specific report, the "Rule Set" column clarifies if the
value refers to dose or time. This is applicable to Plum 360 infuser.

Variance

Defined as (Mean Initial Value — Limit Violated) / Limit Violated

The result is expressed as a percentage, and it is shown as a negative
number for Lower Limit violations and a positive number for Upper Limit
violations.10,000% is the maximum displayable variance.

Sample Size
(Count)

Number of edits performed for the specific entry (row) in the report
(for example: If LHL of Dose Rate value is edited twice the sample size
count of the Dose Rate - lower hard entry would be 2)

TMedication/Concentration is comprised of the displayed name of the medication and its concentration
value. If a displayed name for a particular medication includes concentration (for example, Drug 500
mg/250 mL), Medication/Concentration may appear as “Drug 500 mg/250 mL 500 mg/250 mL.”
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ICU Medical MedNet™ Edit Variance Summary

Reports. County General

Infuser: Plum 360" Infusion System Active Drug Libraries 05/29/19 6.32 11300
05/31119 6.32 11811
06/04/19 6.32 11817
05/29/19 6.32 11803
05/31/19 6.32 11810
05/29/19 6.32 11302
05/30/19 6.32 11807
05/30/19 6.32 11308
05/31/19 6.32 11809
06/04/19 6.32 11814
06/04/19 6.32 11815
06/04/19 6.32 11816
06/07119 6.32 11818
06/07/19 6.32 11819
06/10119 6.32 11821
06/10/19 6.32 11822

Facility: All
Sample
Mean Mean Size

Facility CCA Medication/Concentration Rule Set Limit Limit Violated Initial Value _ Final Value  Variance _ (Count)
Urgent Care 134 Cisplatin 150 mEgM0 mL  Dose 10 mL/hr 1 lower hard 5.00 25.00 -50.00% 1
Urgent Care CCCAAATTT Amikacin 100 mg/M1 mL Bolus Amount 20 mL 1 lower soft 14.00 15.333 -30.00% 3
Subtotal for Urgent Care : 4
Walk-In Clinic 134 Cisplatin 150 mEg/10 mL  Dose 10 mL/hr 1 lower hard 5.00 26.00 -50.00% 1
Walk-In Clinic 134 Cisplatin 150 mEg/10 mL  Dose 25 mLuihr 1 lower soft 12.00 25.00 -52.00% 1
Walk-In Clinic 134 Cisplatin 150 mEgM0 mL Dose 150 mLshr 1 UPPER HARD 186.00 25.00 24.00% 3
Walk-In Clinic CCA13x-1 Amikacin 150 mcgM15 mL  Dose 40 megihr T UPPER HARD 58.00 13.00 45.00% 3
Subtotal for Walk-In Clinic 8
Total for All : 12

From: 05/14/19 00:10 To: 06/13/19 00210 Printed: 06/13/19 0011 Page 1 of 3
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LifeCare PCA

Field/Column Label Description
Facility Facility with which the infuser is associated. A multi-facility license is required
for this feature.
Medication/ You may choose to group the report results by either Medication or CCA.

Concentration? or CCA

Rule Set

LifeCare PCA: Loading, Continuous, PCA, Dose Limit

Limit

Amount and Units

Limit Violated

Upper Hard, Lower Hard, Upper Soft, Lower Soft

Mean Initial Value*

Average of initial value entered

*Value can represent either dose or time, depending on the type of rule set that
is reported. In the specific report, the "Rule Set" column clarifies if the value
refers to dose or time.

Mean Final Value*

Average of final value entered

*Value can represent either dose or time, depending on the type of rule set that
is reported. In the specific report, the "Rule Set" column clarifies if the value
refers to dose or time.

Variance

Defined as (Mean Initial Value — Limit Violated) / Limit Violated

The result is expressed as a percentage, and it is shown as a negative
number for Lower Limit violations and a positive number for Upper Limit
violations.10,000% is the maximum displayable variance.

Sample Size
(Count)

Number of programs that exceed the limit

TMedication/Concentration is comprised of the displayed name of the medication and its concentration
value. If a displayed name for a particular medication includes concentration (for example, Drug 500 mg/
250 mL), Medication/Concentration may appear as “Drug 500 mg/250 mL 500 mg/250 mL”.
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Edit Variance Summary

ICU Medical MedNet™ Edit Variance Summary fcumy
Reports County General

Infuser: LifeCare F'C:A-WI Infusion System

Active Drug Libraries 05/29/19 6.32-1801
06/01/19 6.32-1812

Facility: All
Sample
Mean Mean Size

Facility CCA Medication/Concentration  Rule Set Limit Limit Violated Initial Value  Final Value  Variance (Count)
Walk-In Clinic CCABx Albumin 15 mcg/mL Continuous 40 mcg/nr - T UPPER HARD 65.00 25.00 62.50% 1
Subtotal for Walk-In Clinic : 1
Total for All : 1

From: 0514119 00:22 To: 061319 00:22 Printed: 06/13/19 00:22 Page 1 of 2
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Event/Alarm Log

The following table provides detailed information about the Event/Alarm Log report.

Event/Alarm Log

Users Biomedical, IT, Materials Management, Risk Manager

Synopsis Provides a detailed look at all events, alarms, and alerts associated with an infuser
in chronological order.

Report Table

Format

Infusers Licensed infusers

Report Contains a listing of all logged events and alarms reported by an infuser. Specific items

Differences reported depend on the type of infuser.

by Infuser

Report Infuser Type: Licensed infuser type(s)

Options Time Period: Since 12 a.m. today, Since 12 a.m. yesterday, Last 12 hours, Last 24

hours, Last 48 hours, Last 7 days, Last 30 days, Last 1 month, Last 3 months, Last 6
months, Last 12 months, Other (specific date range).

Serial Number
Event Type: All
Include Deleted Infusers

Hide Patient Name. If selected, the patient name will be replaced by asterisks. (View
Protected Health Information privilege must be assigned to see Patient Name)

Usage Notes

This report displays all data recorded in the infuser’s event log. Typically, this report
would be used when doing a root cause analysis for a patient incident involving
an infusion device. The user can select the specific device by serial number
and specify the time period to review (for example, Since 12 a.m. today, Last 24 hours,
Last 48 hours, Last 7 days, etc.). One or more infusers may be selected.

The Event/Alarm Log report is primarily intended to be run in order to identify events
on, or issues with, a particular infuser. Since each infuser reports hundreds
or thousands of events daily, report performance may be significantly affected when
the report user selects more than a single infuser or selects a time period longer than
7 days.

Certain events are displayed in different color text.
*Battery warnings are displayed in blue text.
*Alarms are displayed in red text.
*New drug library versions are displayed in green text.

Event descriptions for each infuser can be found in the appendices of this guide.

See Also Asset Tracker
Asset Utilization
Software Download
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Report Details

This section provides report details and an illustration of the Event/Alarm Log.

Plum 360 and LifeCare PCA

Field/Column Label Description
Infuser Serial Number Serial number of the infuser
Infuser Library Version(s) Library version(s) which were active during specified time period
Event Date Date of event
Description Description of event

Battery warnings are highlighted in blue, and other warnings
are highlighted in red. New drug libraries are highlighted in green.

See the appropriate infuser System Operating Manual for more
information about infuser events and alarms.
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Infuser Status

The following table provides detailed information about the Infuser Status report.

Infuser Status

Users Biomedical, IT, Materials Management

Synopsis Provides:
* a snapshot of the status of infusers (infusing, idle or offline)
+ a snapshot of the power status of online infusers (on AC or Battery)
» a list of idle infusers
+ a list of offline infusers

Report Table, Pie Charts

Format

Infusers Licensed infusers

Report None

Differences

by Infuser

Report Infuser Type: Licensed infuser type(s)

Options

Sort By: Last Communication, Serial Number, Device, Last CCA, Last Location,
Last Infusing, Asset Tag.

The user may select a combination of any three sort criteria.

Include Deleted Infusers

Usage Notes

The Infuser Status and Power Status of Online Infusers pie charts show the real-time
status for infusers.

The numbers and percentages reported in the Infuser Status chart refer to all infusers,
whether offline or online.

Infusing refers to infusers that are currently online and infusing.
Idle refers to infusers that are online and idle.
Offline refers to infusers that are currently offline.

A legend box is displayed defining the color, number, percentage of infusers per slice,
and totals for each pie chart.

The Idle Infusers list provides details about infusers that are online and not currently
infusing.

The Offline Infusers list provides details about the last known status of infusers which
have not communicated in the selected time period.

See Also

Asset Tracker

Asset Utilization

Software Download
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Infuser Status

Report Details

This section provides report details and illustrations of the Infuser Status report.

Plum 360 and LifeCare PCA

Pie Chart

Description

Infuser Status

Infusing: Percentage of infusers that are currently online and infusing.
Idle: Percentage of infusers that are currently online and idle.

Offline: Percentage of infusers that are currently offline.

Power Status of Online Infusers

AC: Percentage of online infusers currently using AC power.

Battery: Percentage of online infusers currently using battery power.

Table

Description

Idle Infusers

Serial Number, Device, Asset Tag, Last CCA, Last Location,
Last Communication, Last Infusing

Offline Infusers

Serial Number, Device, Asset Tag, Last CCA, Last Location,
Last Communication, Last Infusing
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Infusion Summary

The following table provides detailed information about the Infusion Summary report.

Infusion Summary

Users Nurse Manager, Risk Manager, Quality Manager, Pharmacist

Synopsis Provides a high level summary of infusion activity, including the percentage of each type of
alert supported by the infuser as well as the users’ responses to the alerts (Edit or
Override).

Report Pie chart

Format

Infusers Licensed infusers

Report This report contains pie charts indicating Total Programs and Alerts according to each

Differences | licensed infuser type.

by Infuser

Report Infuser Type: Licensed infuser type(s)

Options

Time Period: Since 12 a.m. today, Since 12 a.m. yesterday, Last 12 hours, Last 24 hours,
Last 48 hours, Last 7 days, Last 30 days, Last 1 month, Last 3 months, Last 6 months, Last
12 months, Other (specific date range).

Facility

CCA Name

Group by: Facility, CCA

Include Deleted Infusers

Include Inactive Facilities

Note: The facility-related options will be available only if the license supports
multi-facility reporting.
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Usage
Notes

The pie charts displayed in the report provide a summary of infusion activity, including Total
Programs, Alerts, Soft Limit Alerts, and Hard Limit Alerts (LifeCare PCA).

The Total Programs pie shows clinicians’ compliance with using the drug library.

Note: A Program is defined as any change in the infusion that triggers a user confirmation
on the pump.

The Alerts pie shows the percentage of programs where each type of alert occurred.
(Note: The clinician may encounter more than one alert during a programming sequence.)

The Soft Limit Alerts and Hard Limit Alerts pies show the clinician’s response to each
type of alert. Specifically, did the clinician override the alert and continue programming or
did the clinician edit the value? This information is useful to determine whether dosing limits
are set correctly.

An edit made to a program in response to an alert suggests that a potential ADE (Adverse
Drug Event) has been avoided. More than a very small number of overrides in response to
an alert may indicate the Rule Set is too restrictive and does not reflect actual practice in
the hospital.

The Total Programs pie represents compliance with using the safety software.

Plum 360 15.11 or later infusers will display bolus, time, and dose rate alerts.

See Also

Line Usage Analysis, Edit Variance Summary

Edit Variance Detail, Override Variance Summary, Override Variance Detalil
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Report Details

The following section provides report details and illustrations of the Infusion Summary report.

Plum 360
Pie Chart Contents
Total Programs With Limits, Label Only, Simple Delivery, No Drug Selected, Unknown
Alerts No Alert, Hard Limit Edit, Soft Limit Edit, Soft Limit Override
Soft Limit Alerts Edit, Override
Hard Limit Alerts Edit, Override

Note: Each slice is a different color and indicates the percentage of alerts in each category.
A legend box defines the color, number, percentage of alerts for each slice, and totals
for the chart.

Infusion Summary
Infuser: Plum 360™ Infusion System

icu

CCA: All, Facility: All

Total Programs

W With Limits 40 100.0% WNo Alert 26 531%
[0 simple Delivery 0 00% [Dose-Edit 1 20%
H No Drug Selected 0 0.0% [l Dose-Override 16 327%
B Label Only 0 0.0% [l Dose Rate-Edit 0 0.0%
Il Unknown 0 0.0% [l Dose Rate-Override Q 0.0%
Total: 40 100% [ Time-Edit 0 00%
[ETime-Override 0 00%

[l Bolus-Edit 3 6.1%

[[]Bolus-Override 3 6.1%

Total: 49 100%

From: 05/30/19 13:11 To: 06/06/19 13:11 Printed: 06/06/19 13:11 Page 2 of 12

User Guide for ICU Medical MedNet Software 175

Note: For a list of ICU Medical MedNet compatible devices approved by country, refer to the ICU Medical MedNet Device
Compatibility Matrix available through your ICU Medical Technical Support Center.



Chapter 16: Reports

Infusion Summary

Infusion Summary
Infuser: Plum 360™ Infusion System

CCA: All

From: 08/03/17 12:31

Soft Limit Alerts
O

W Override

O Edit

I Dose-Override

[ Dose-Edit

Il Dose Rate-Override

[[] Dose Rate-Edit

O Time-Override

[ Time-Edit

[] Bolus-Cverride

[ Bolus-Edit
Total.

=
DooOoW-=D00 0w

o

51%
0.0%
0.0%
0.0%
78.0%
17%
16.3%
0.0%
00%
00%
100%

To: 08/10/17 12:31

Printed: 08/10/17 12:32

icu

Page 3 of 19
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LifeCare PCA

Pie Chart

Contents

Total Programs

With Limits

Alerts

No Alert, Soft Limit Edit, Soft Limit Override, Hard Limit Edit

Hard Limit Alerts

Loading, PCA, Continuous, Dose Limit

Soft Limit Alerts Loading-Edit, Loading-Override, PCA-Edit, PCA-Override, Continuous-
Edit, Continuous-Override, Dose Limit-Edit,
Dose Limit-Override
Note: Each slice is a different color and indicates the percentage of alerts in each category.

A legend box defines the color, number, percentage of alerts for each slice, and totals
for the chart.

|CU Medical MedNet™ Infusion Summary .
cun
EEpO Extended

Infuser: LifeCare PCA™ Infusion System

CCA: All

Active Drug Libraries 08/08/17 6.30-1803

Total Programs Alerts

[With Limits
Total:

From: 07/11/17 12:23

B No Alert D 00%

3 1000% ] .
3 100% [0 Soft Limit Override 3 75.0%
W soft Limit Edit D 00%
M Hard Limit 1 250%
Total- 4 100%

To: 08/10/17 12:23 Printed: 08/10/17 12:23 Page 1 of 7
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Infusion Summary

Infusion Summary
Infuser: LifeCare PCA™ Infusion System

CCA: All
Hard Limit Alerts

W Pca 0 00%
[ Dose Limit 1 1000%
W continuous 0 00%
[ Loading 0 00%

Total: 1 100%

Printed: 08/10/17 12:23

Soft Limit Alerts

[l PCA-Override
O PCA-Edit
[l Dose Limit-Override
[l Dose Limit-Edit
M Continuous-Override
[ Continuous-Edit
[ Loading-Override
I Loading-Edit

Total:

wooooo=0N

66.7%
00%
333%
00%
00%
0.0%
00%
00%
100%

From: 07/11/17 12:23 To: 08/10/17 12:23

Page 2 of 7
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Line Usage Analysis

The following table provides detailed information about the Line Usage Analysis report.

Note: The Line Usage option will only appear in the Reports Menu if your infuser type is licensed.
Line Usage Analysis
Users Nurse Manager, Pharmacist, Materials Management
Synopsis Provides a depiction of infusion administration activity on each of two lines on the Plum
360 infuser.
Report Pie Chart
Format
Infuser Licensed infusers
Report None
Differences
by Infuser
Report Time Period: Since 12 a.m. today, Since 12 a.m. yesterday, Last 12 hours, Last 24 hours,
Options Last 48 hours, Last 7 days, Last 30 days, Last 1 month, Last 3 months, Last 6 months,
Last 12 months, Other (specific date range).
Facility
CCA Name
Group by: Facility, CCA
Include Deleted Infusers
Include Inactive Facilities
Note: The facility-related options will be available only if the license supports
multi-facility reporting.
Usage Three pie charts indicate the relative usage of Line A and Line B, as well as the specific
Notes use of each line (Simple Delivery, Standard Program, Loading Dose, Multistep, and

Bolus). In addition, the delivery mode use for Line B is shown (Concurrent or Piggyback).

Simple Delivery indicates that the drug library was not used, or the clinician selected “No
Drug Selected.”

The Line B pie chart can be evaluated to help ensure that the use of Line B is optimized
with regard to Concurrent and Piggyback delivery modes.
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Line Usage Analysis

Report Details

This section provides report details and an illustration of the Line Usage Analysis report.

Plum 360

Pie Chart

Contents

Line Avs. Line B

Percentage of infusions on Line A, Percentage of infusions on Line B

Line A

Percentage of infusions:

*Simple Delivery
*Standard Program
*Loading Dose
*Multistep

*Bolus

Line B

Percentage of infusions:

*Concurrent - Simple
*Concurrent - Standard
*Concurrent - Loading
*Concurrent - Multistep
*Concurrent - Bolus
*Piggyback - Simple
*Piggyback - Standard
*Piggyback - Loading
*Piggyback - Multistep
*Piggyback - Bolus

Note: A legend box defines the color, number, percentage of programs per infusion type

for each slice, and totals for the chart.
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ICU Medical MeaNet™ | Line Usage Analysis

pepotts Extended

Infuser: Plum 360™ Infusion System

CCA: All

Line Avs. Line B

W Line A 27 540%
O Line 8 23 460%
Total - 50 100%

From: 08/03/17 12:23 /10117 12:23 Printed: 08/10/17 12:24 Page 1 of 18

Line Usage Analysis feumedical
Infuser: Plum 360™ Infusion System

CCA: All

Line A Line B

B Standard Program 27 1000 % B Concurrent - Standard 2 87 %
Total - 27 100 % O Piggyback - Standard 21 913%
Total - 23 100 %

From: 08/03/17 12:23 To: 08/10/17 12:23 Printed: 08/10/17 12:24 Page 2 of 18

User Guide for ICU Medical MedNet Software 181

Note: For a list of ICU Medical MedNet compatible devices approved by country, refer to the ICU Medical MedNet Device
Compatibility Matrix available through your ICU Medical Technical Support Center.



Chapter 16: Reports Medications Infused

Medications Infused

The tables in this section are common to the following reports:

* Medications Infused by CCA
* Medications Infused by Medication

* Medications Infused by Service Line

Medications Infused

Users Nurse Manager, Pharmacist, Risk Manager
Synopsis This report allows the user to drill down into the next level of detail about infusion therapy
practices and provides information on the clinician’s response to alerts for each individual
medication.
The report can be viewed by CCA, Medication, or Service Line.
Report Table
Format
Infusers Licensed infusers
Report Includes Soft Limit alerts and/or Hard Limit alerts as applicable, per licensed infuser.
Differences
by Infuser
Report Infuser Type: Licensed infuser type(s)
Options
Time Period: Since 12 a.m. today, Since 12 a.m. yesterday, Last 12 hours, Last 24 hours,
Last 48 hours, Last 7 days, Last 30 days, Last 1 month, Last 3 months, Last 6 months,
Last 12 months, Other (specific date range).
Facility
CCA Name (by CCA and Medication views)
Medication (by CCA and Medication views)
Service Line (by Service Line view)
Sort by: Medication (by CCA and by Service Line views) or CCA (by Medication view),
Frequency, Total Alerts
Include Deleted Infusers
Include Inactive Facilities
Note: The facility-related options will be available only if the license supports
multi-facility reporting.
182 User Guide for ICU Medical MedNet Software

Note: For a list of ICU Medical MedNet compatible devices approved by country, refer to the ICU Medical MedNet Device
Compatibility Matrix available through your ICU Medical Technical Support Center.



Medications Infused

Chapter 16: Reports

Usage
Notes

There are three ways to view the Medications Infused report, as follows:

Medications Infused by CCA: The user can determine which medications are the most
problematic from an alert perspective, review infusion therapy practices, and adjust
the Rule Sets accordingly.

Medications Infused by Medication: The user can compare the number of alerts and the
response to those alerts for an individual medication across all CCAs.

With an understanding of which CCAs have the same Rule Sets defined, differences

in infusion therapy practice among CCAs will stand out. Select high risk medications

to narrow the amount of data in the report.

Medications Infused by Service Line: A service line represents a medical or surgical
specialty, such as Oncology, Pediatrics, Labor and Delivery, Critical Care, etc.

The service line mapping functionality in ICU Medical MedNet Meds normalizes CCA
definition at each site to a common denominator to support system-wide analysis.

For example, Hospital A has CCA 3 North that is an adult medicine unit, while Hospital B
of the same healthcare system has CCA 5 South that is the adult medicine unit. Because
Hospital A maps 3 North to the service line Medicine-Adult, and Hospital B maps 5 South
to Medicine-Adult, infusion therapy practices for similar patients populations can be
compared between sites.

See Also

Infusion Summary, Edit Variance Detail, Edit Variance Summary, Override Variance
Detail, Override Variance Summary

The following

table provides details for all Medications Infused reports

Licensed Infusers

Field/Column Label Description

Facility

Facility with which the infuser is associated. A multi-facility license
is required for this feature.

ccal

Name of CCA (if results are grouped by medication)

Medication/Concentration? Name and concentration of medication (if results are grouped

by CCA or Service Line)

Service Line®

Name of Service Line

Frequency4

Number of programs

Total Alerts®

Total number of alerts

*Upper: Total,

*Lower: Total, Edit

Hard Limit Alerts Number and percentage of Hard Limit alerts and Edits for both

lower and upper limits

Edit

*Upper: Total,

eLower: Total, Override, Edit

Soft Limit Alerts Number and percentage of Soft Limit Alerts, Edits, and Overrides

for both lower and upper limits

Override, Edit

Final Program - Confirmed Number and percentage of times that the clinician has chosen

to confirm the program on the initial confirmation screen on the
infuser without any changes.

User Guide for ICU
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Licensed Infusers

Field/Column Label Description

Final Program - Changed Number and percentage of times that the clinician has chosen
to edit or go back at the initial confirmation screen on the infuser.

Even if this is done more than once and the clinician eventually
confirms the program, it is counted as a single edit.

Not all infusers support this functionality. For those infusers, the
report will show a value of “0.”

1Appears in Medications Infused by CCA and Medication Infused by Medication reports only.
2\edication/Concentration is comprised of the displayed name of the medication and its concentration
value. If a displayed name for a particular medication includes concentration (for example, Drug 500 mg/
250 mL), Medication/Concentration may appear as “Drug 500 mg/250 mL 500 mg/250 mL.”

3Appears in Medications Infused by Service Line report only.

4Frequency is equal to the sum of the Final Program values for Confirm and Edit.

SA program can have no alerts or can have one or more alerts.

Note: A Program is defined as any change in the infusion that triggers a user confirmation on the pump.
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Medications Infused by CCA
The following graphic displays the Medications Infused by CCA report.

ICU Medical MedNet™ Medications Infused - by CCA icu
Reports County General
Infuser: Plum 360™ Infusion System Active Drug Libraries 05/29/19 6.32 11800

05/31/196.32 11811
06/04/196.32 11817
05/29/196.32 11803
05/31/196.32 11810
05/29/19 6.32 11802
05/30/19 6.32 11807
05/30/19 6.32 11808
05/31/196.32 11809
06/04/196.32 11814
06/04/19 6.32 11815
06/04/19 6.32 11816
06/07/196.32 11818
06/07/196.32 11819
06/10/19 6.32 11821
06/10/196.32 11822

Hard Limit Alerts Soft Limit Alerts Final Program
Facility  Medication’C Frequency Total  Lower Upper Total Lower  Lower Lower Edit Upper Total  Upper UpperEdit  Confirmed Changed
sncentration Blerts  Total Total  Override Override
Urgent Care ﬂ'ﬁ‘n’[‘ 100 - o 0 [ 3 E000% 3 5000% O 0 00% 0 00% 8 W% 0 00%
. Amikscin 150
Walk-In Clinic. megils mL B8 -] 1] 3 3 3 100% o 0% i) 0 00% i) 0.0% 8 100% 0 00%
Capistn 150
Ugent e G20En 15 2 1 1 0 0 0o 0 oos o 0 ooo% 0 D% 2 0RO 0%
.. Cisplatin 150
Walkin Cinie S2Pttn 15 P 1 3 1 0 ooew 1 w0 0 oo% 0 D% 4 0RO 0o%
Walkn Cirie. Urnown 1o ] 0 0 vooe 0 oo o 0 oo% 0 D% 1 0% 0 00%
Tota n o ] 8 0 & oM 4 400% O 0oooR 0 Do M TR 0 0%

05/14/19 00:13 To: 06/13/119 00:13 Printed: 06/13/19 00:13 Page 1 of 48
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Medications Infused

Medications Infused by Medication

The following graphic displays the Medications Infused by Medication report for the

LifeCare PCA.

ICU Medical MedNet™ Medications Infused - by Medication icu
Reports County General

Infuser: LifeCare PCA™ Infusion System

Medication: Albumin 15 meg/mL

Hard Limit Alerts.

Active Drug Libraries 05/29/19 6.32-1801
06/01/19 6.32-1812

Soft Limit Alerts Final Program

Facility Lower Upper Total Lower

CCAMName Frequency Total Lower Lower Edit Upper Total  Upper Upper Edit Confirmed Changed
Alerts Total Total Override Overmride

Walk-in Clinic  CCASx 1 2 a 1 1 1 100% 0 an% L] i} 00% o oo% 1 100% a 00%

Total 1 2 L] 1 1 1 100% o 0.0% L] L] 0ok 0 0.0% 1 100% 0 00%

From: 05/14/19 00:23 To: 06/13/19 00:23

Printed: 06/13/19 00:24

Page 1 of1
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Note:
Compatibility Matrix available through your ICU Medical Technical Support Center.
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Medications Infused

Chapter 16: Reports

Medications Infused By Service Line

The following graphic displays the Medications Infused by Service Line report.

ICU Medical MedNet™ Medications Infused - by Service Line

Reports

County General

Infuser: Plum 360™ Infusion System

Service Line: Ambulatory

Hard Limit Alerts.

Active Drug Libraries 05/29/19 6.32 11800
05/31/19 6.32 11811
06/04/19 6.32 11817
05/29/19 6.32 11803
05/31/19 6.32 11810
05/29/19 6.32 11802
05/30/19 6.32 11807
05/30/19 6.32 11808
05/31/19 6.32 11809
06/04/19 6.32 11814
06/04/196.32 11815
06/04/196.32 11816
06/07/19 6.32 11818
06/07/196.32 11819
06/10/19 6.32 11821
06/10/19 6.32 11822

Soft Limit Alerts. Final Program

Facility Medication/ Frequency Total  Lower Upper Total Lower Lower Lower Edit Upper Total  Upper Upper Edit Confirmed Changed
Concentrati Alerts Total Total Override Override

Urgent Care ﬂ}ﬁﬁ[‘ 100 B8 0 ] & 3 B0 3 S0OD% O 0 no% 0 o0% 8 f00% 0 0%
Amikacin 150

‘Walk-In Clinic 1S mL 1] (] 0 3 3 3 100% 0 00% 0 L] 0.0% ['] 0o% 8 100% 0 0.0%

Total 1“2 0 3 ) BE6T% 3 33323% 0 0 00% o 0.0% 14 100% 0 00%

05/14i19 00:25 To: 06/13/19 00:25

Printed: 06/13/19 00:25

Page 1 of 34
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For a list of ICU Medical MedNet compatible devices approved by country, refer to the ICU Medical MedNet Device
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Chapter 16: Reports Medications Selected by Time of Day

Medications Selected by Time of Day

The following table provides detailed information about the Medications Selected by Time
of Day report.

Medications Selected by Time of Day

Users Nurse Manager, Risk Manager

Synopsis Displays a bar graph showing the number of infusions started during each hour
of the day, including whether or not the clinician selected a medication in the drug
library.

Report Bar graph

Format

Infusers Licensed infusers

Report Plum 360: No Medication Selected includes infusions for which the user chose No Drug

Differences Selected

by Infuser

Report Infuser Type: Licensed infuser type(s)

Options

Time Period: Since 12 a.m. today, Since 12 a.m. yesterday, Last 12 hours, Last 24
hours, Last 48 hours, Last 7 days, Last 30 days, Last 1 month, Last 3 months, Last 6
months, Last 12 months, Other (specific date range)

CCA Name

Include Deleted Infusers

Usage Notes | This report may be used to determine whether there is a difference in compliance with
using the drug library during different times of the day. Selecting different days or time
periods may show that compliance differs at busy times of the day or for different shifts.

Medications Selected by Time of Day evaluates infusions to determine whether or not a
medication was selected. Specifically, the report includes the time of day that the
infusion was started and whether a medication in the drug library was selected.
Typically, after an infusion is started, rate changes are made and new bags hung
without the need to reselect the medication. If a new medication is selected, however, it
is counted as a new infusion.

See Also Infusion Summary

Total Program Activity
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Medications Selected by Time of Day Chapter 16: Reports

Report Details

This section provides report details and an illustration of the Medications Selected by Time
of Day report for one type of infuser.

Plum 360
Field/Label Description
Medication Selected Number of infusions where a medication was selected.
No Medication Selected Number of infusions where a medication was not selected.
Each bar includes the number of infusions initiated during a one hour period.

ICU Medical MedNat™ Medications Selected by Time of Day -
REFHIE Extended

Infuser: Plum 360™ Infusion System

CCA: All
M Medication Selected ] No Medication Selected
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From: 08/03/17 12:26 To: 08/110/17 12:26 Printed: 08/10/17 12:26

Page 1of 8
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Chapter 16: Reports Most Commonly Infused Medications

Most Commonly Infused Medications

The following table provides detailed information about the Most Commonly Infused
Medications report.

Most Commonly Infused Medications

Users Nurse Manager, Pharmacist

Synopsis Provides a graphical representation of the 15 most commonly infused medications
selected from the drug library

Report Pie chart

Format

Infusers Licensed infusers

Report None

Differences by

Infuser

Report Infuser Type: Licensed infuser type(s)

Options

Time Period: Since 12 a.m. today, Since 12 a.m. yesterday, Last 12 hours, Last 24
hours, Last 48 hours, Last 7 days, Last 30 days, Last 1 month, Last 3 months, Last 6
months, Last 12 months, Other (specific date range).

CCA Name

Include Deleted Infusers

Usage Notes | This report can assist in determining compliance with the drug library, since only
medications infused using the library will be reported.

LifeCare PCA: There will typically be less than 15 medications reported since it is likely
that only a few medications are administered via this method.

Infusions where the medication is not known are not included. For example: No Drug
Selected or Other Drug.

Medications not included in the top 15 as well as those totaling less than 1% of total
infusions will be grouped together and displayed as “Other.”

See Also Medications Selected by Time of Day
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Most Commonly Infused Medications Chapter 16: Reports

Report Details

This section provides report details and an illustration of the Most Commonly Infused
Medications report.

Plum 360 and LifeCare PCA

Pie Chart Description

Most Commonly Infused Medications | The top 15 infused medications are displayed. Medications with
different concentrations appear in different slices.

If the report contains more than 15 medications, a slice named
“Other” contains medications not included in the top 15 as well
as those accounting for less than 1%.

Note: A legend box defines the color, number, and percentage of infusions per medication for
each slice, and totals for the chart.

ICU Medical MedNet™ Most Commonly Infused Medications .
Reports Extended feu

CCA: All

W A-25 - 10 nanog/20 mL
[0 Acetominophen - 9999999 mg/9999
mL

w

52.9%
17.6%

w

B Acyclovir - 10 Million Unitsi20 mL 2 11.8%
[ Epinephrine - 10 grams/20 mL 2 11.8%
1
7

[l Acyclovir - 10 meg/20 mL 5.9%
Total: 1 100%

A-25 - 10 nanog/20
mL=g

Acataminaghen

From: 0810317 12:27 To: 081M0M7 12:27 Printed: 08/10/17 12:27 Page 1 of6
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Chapter 16: Reports

Next IV Due

Next IV Due

The following table provides detailed information about the Next I'V Due report.

Differences by
Infuser

Next IV Due

Users Pharmacist
Synopsis Provides the pharmacist with information about which |V fluids are due in order

to facilitate timely preparation
Report Table
Format
Infusers Licensed infusers
Report LifeCare PCA: For PCA Only mode, Current Rate and Time IV Due are not displayed.

Remaining Volume should be used to determine when the next vial is likely to be due.

Report
Options

Infuser Type: Licensed infuser type(s)

Lead Time in Hours

Remaining VTBI less than __mL

Exclude containers less than __ mL (Plum 360 only)

Patient Name: (if View Protected Health Information privilege is assigned).
CCA Name

Medication

Sort by: Medication, Time IV Due, Patient Name (with View Protected Health Information
privilege)

Include Deleted Infusers

Hide Patient Name. If selected, the patient name will be replaced by asterisks. (View
Protected Health Information privilege must be assigned to see Patient Name.)
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Next IV Due

Chapter 16: Reports

Usage Notes

The Next IV Due report is a tool for the pharmacist to manage IV solution replenishment.
The report shows the volume remaining for each medication and the “Time IV Due” to
help efficiently schedule the admixture of replacement solutions. Data provided in this
report will help minimize nursing calls for new IV bags and reduce pharmacy time spent
managing admixture services.

Lead Time in Hours is required

Remaining VTBI less than is optional. If it is specified, the report uses the value
as a filter so that infusions with a larger VTBI are not shown.

Exclude containers less than is optional. If it is specified, the report uses the value as
a filter so that smaller containers are not shown. The container size is the VTBI
programmed by the user. This setting may be useful to help eliminate “noise” that would
otherwise be created by antibiotic piggybacks.

This report contains information about currently running infusions only. For example,
if there is an infusion on both the primary and secondary lines, and the secondary
infusion is currently running, the primary infusion will not be included.

Time IV Due is calculated based on the infuser’s determination of remaining VTBI,
which in turn is based on the VTBI entered by the clinician. For multistep infusions, Time
IV Due is based on the step that is currently infusing. For LifeCare PCA, the volume of
every vial is assumed to be 30 mL.

While patient information is not displayed for a ICU Medical MedNet BCMA
implementation, this report should still be useful, especially if most of the IVs are mixed
in a batch mode once or twice a day and there are only a handful of medications that
require special attention, such as those that are high cost or have limited stability in
solution. By selecting a specific CCA and the desired medications, the report can be
cross-referenced to the pharmacy IV records to determine which patient is on which IV.

Report Details

This section provides report details and an illustration of the Next IV Due report for one type

of infuser.

Plum 360

Field/Column Label Description

Patient Name

Patient name

Patient ID Patient identification number
Room/Bed Room and bed number
Medication’ Name of medication
Concentration Medication concentration

Current Rate

Current flow rate of infusion

Remaining Volume Remaining volume at time of report

Time IV Due!

Date and time |V is due
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Chapter 16: Reports Next IV Due

Plum 360

Field/Column Label Description

TYou may sort report results by this field.

ICU Medical MedNet™ Next IV Due -
Reports Extended

Infuser: Plum 360™ Infusion System

CCA: All

Patient Name Patient ID Room/Bed Medication Concentration  Current Rate Remaining Volume Time IV Due

Abciximab 10 nanog/20 mL 40 mL/hr 54.7 mL 08/08/17 16:48

Report Date: 08/08/17 15:41 Printed: 08/08/17 15:41 Page 1 of 6
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Override Variance Detail

The following table provides detailed information about the Override Variance Detail report.

Override Variance Detail

Users Pharmacist, Nurse Manager, Risk Manager

Synopsis Provides a line-item detail of every infuser program where the user received an alert and
chose to continue with the entered value. Frequent overrides to a limit may indicate that
it may not be set properly to account for actual clinical practice in the hospital.

Report Table

Format

Infusers Licensed infusers

Report Includes user overrides to Soft Limit alerts, as applicable for each infuser type

Differences by

Infuser

Report Infuser Type: Licensed infuser type(s)

Options

Time Period: Since 12 a.m. today, Since 12 a.m. yesterday, Last 12 hours, Last 24
hours, Last 48 hours, Last 7 days, Last 30 days, Last 1 month, Last 3 months, Last 6
months, Last 12 months, Other (specific date range).

The report will show the result of the specific data combination selected.

Facility

CCA Name

Medication

Group by: Facility, CCA, Medication

Include Deleted Infusers, Include Inactive Facilities

Note: The facility-related options will be available only if the license supports
multi-facility reporting.

Usage Notes

Variance is a calculated value intended to represent how far away the user’s initial
programmed value was compared to the defined limit. Variance is defined

as (Initial Value — Limit Violated) / Limit Violated. The result is expressed as a
percentage and shown as a negative number for Lower Limit violations, and as a
positive number for Upper Limit violations. 10,000% is the maximum displayable
variance.

The report can be run by Facility or CCA or by Medication and contain data for selected
Facility or CCAs or medications or for all Facility, CCAs and medications. Running the

report by Medication for high risk medications can easily identify any variances for these
medications and grouping will show the result of the specific data combination selected.

Initial Dose is the programmed value that triggered the alert. Final Dose is the value
accepted at final confirmation when the infuser was started. If several alerts were
encountered during a programming sequence, the Final Dose value in the report will be
the same for each alert.

The date and time of each alert are also displayed in the report.

User Guide for ICU Medical MedNet Software
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Chapter 16: Reports

Override Variance Detail

See Also

Edit Variance Summary
Edit Variance Detail

Override Variance Summary

Report Details

This section provides report details and illustrations of the Override Variance Detail report.

Plum 360

Field/Label

Description

Facility

Facility with which the infuser is associated. A multi-facility license is
required for this feature.

Medication/Concentration?
or CCA

Medication name if results are grouped by CCA, CCA name if results
are grouped by medication.

Alert Date/Time

Date and time of each alert

Rule Set Type of rule set violated

Limit Amount and Units

Limit Violated Upper Soft or Lower Soft

Initial Value* Initial value entered by user
*Value can represent either dose or time, depending on the type of rule set
that is reported. In the specific report, the "Rule Set" column clarifies if the
value refers to dose or time. This is applicable to Plum 360 infuser.

Final Value* Final value entered by user
*Value can represent either dose or time, depending on the type of rule set
that is reported. In the specific report, the "Rule Set" column clarifies if the
value refers to dose or time. This is applicable to Plum 360 infuser.

Variance Defined as (Initial Value — Limit Violated) / Limit Violated

The result is expressed as a percentage and shown as a negative number
for Lower Limit violations, and as a positive number for Upper Limit
violations. 10,000% is the maximum displayable variance.

TMedication/Concentration is comprised of the displayed name of the medication and its concentration
value. If a displayed name for a particular medication includes concentration (for example, Drug 500 mg/
250 mL), Medication/Concentration may appear as “Drug 500 mg/250 mL 500 mg/250 mL.”
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ICU Medical MedNet™

Reports

Override Variance Detail

County General

Infuser: Plum 360" Infusion System

Active Drug Libraries 05/29/19 8.32 11800

05/3119 632 11811
06/04/19 6.32 11817
05/29/196.32 11803
05/31M196.32 11810
05/29/19 6.32 11802
05/30M19 6.32 11807
05/30M19 6.32 11308
05/31/19 6.32 11309
06/04/19 632 11814
06/04/19 6.32 11815
06/04/19 6.32 11816
06/07/19 6.32 11818
06/07/196.32 11819
061019 6.32 11821
06/10M19 6.32 11822

Facility: All
Facility CCA Medication/Concentration Alert Date/Time Rule Set  Limit Limit Initial  Final Variance
Violated Value Value
Urgent Care CCCAAATTT Amikacin 100 mg/1 mL 06/04/2019 10:38:59 Bolus 20mL ! lower soft 16 16 -20.00%
Amount
Urgent Care CCCAAATIA Amikacin 100 mag/1 mL 06/04/2019 10:39:25 Bolus 20 mL 4 lower soft 12 12 -40.00%
Amount
Urgent Care CCCAAATTT Amikacin 100 ma/1 mL 06/04/2079 10:40:10  Bolus 20mL 1 lower soft 18 18 -10.00%
Amount
Walk-In Clinic CCA13x-1 Amikacin 150 mcgi15 mL 05/29/2019 11:51:32 Dose 20 mcg/hr 4 lower soft 13 13 -35.00%
Walk-In Clinic CCA13x-1 Amikacin 150 mecgi15 mL 05/29/2079 12:18:09 Dose 20 mcg/hr 1 lower soft 13 13 -35.00%
Walk-In Clinic CCA13x1 Amikacin 150 mecgi15 mL 05/29/2019 12:20:29 Dose 20 mcg/hr 4 lower soft 13 13 -35.00%
Total for All: 6
From: 05/ 4/19 00:203 To: 06/13M1M9 00203 Page 10of 3

Note:
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Chapter 16: Reports

Override Variance Detail

LifeCare PCA

Field/Label

Description

Facility

Facility with which the infuser is associated. A multi-facility license is
required for this feature.

or CCA

Medication/Concentration?

Medication name if results are grouped by CCA. CCA name if results are
grouped by medication.

Alert Date/Time

Date and time of each alert

Rule Set LifeCare PCA: Loading, Continuous, PCA, Dose Limit

Limit Amount and Units

Limit Violated LifeCare PCA: Upper Soft, Lower Soft

Initial Value*® Initial value entered by user
*Value can represent either dose or time, depending on the type of rule set
that is reported. In the specific report, the "Rule Set" column clarifies if the
value refers to dose or time.

Final Value* Final value entered by user
*Value can represent either dose or time, depending on the type of rule set
that is reported. In the specific report, the "Rule Set" column clarifies if the
value refers to dose or time.

Variance Defined as (Initial Value — Limit Violated) / Limit Violated)

The result is expressed as a percentage and shown as a negative number
for Lower Limit violations, and as a positive number for Upper Limit
violations. 10,000% is the maximum displayable variance.

TMedication/Concentration is comprised of the displayed name of the medication and its concentration
value. If a displayed name for a particular medication includes concentration (for example, Drug 500 mg/
250 mL), Medication/Concentration may appear as “Drug 500 mg/250 mL 500 mg/250 mL.”
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ICU Medical MedNet™ Override Variance Detail
Reports County General
Infuser: LifeCare PCA™ Infusion System Active Drug Libraries 05/29/19 6.32-1801
06/0119 6.32-1812
Facility: All
Facility CCA Medication/Concentration Alert Date/Time Rule Set Limit Limit Initial  Final Variance
Violated Value Value
Walk-In Clinic CCA5x Albumin 15 mcg/mL 05/28/201912:37:00 PCA 20 mcyg 1 lower soft 12 12 -40.00%
Total for AlL: 1
From: 05/14/19 00:28 To: 06/13/19 00:28 Printed: 06/13/19 00:28 Page 1 of 2
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Override Variance Summary

The following table provides detailed information about the Override Variance Summary
report.

Override Variance Summary

Users Pharmacist, Nurse Manager, Risk Manager

Synopsis Provides a summary of infuser programs where the user received an alert and chose to
continue with the entered value.

Frequent overrides to a limit may indicate that it may not be set properly to account
for actual clinical practice in the hospital.

Contains the same data as Override Variance Detail except that it sums the number
of occurrences of Overrides for each Alert Type.

Report Table

Format

Infusers Licensed infusers

Report Includes user overrides to Soft Limit alerts as applicable, per infuser type
Differences by

Infuser

Report Infuser Type: Licensed infuser type(s)

Options

Time Period: Since 12 a.m. today, Since 12 a.m. yesterday, Last 12 hours, Last 24
hours, Last 48 hours, Last 7 days, Last 30 days, Last 1 month, Last 3 months, Last 6
months, Last 12 months, Other (specific date range).

The report will show the result of the specific data combination selected.

Facility

CCA Name

Medication

Group by: Facility, CCA, Medication

Include Deleted Infusers, Include Inactive Facilities

Note: The facility-related options will be available only if the license supports
multi-facility reporting.

Usage Notes | Variance is a calculated value intended to represent how far away the user’s initial
programmed value was compared to the defined limit. Variance is defined

as (Initial Value — Limit Violated) / Limit Violated. The result is expressed as a percentage
and shown as a negative number for Lower Limit violations, and as a positive number for
Upper Limit violations. 10,000% is the maximum displayable variance.

The report can be run by Facility or CCA or by Medication and contain data for selected
Facility or CCAs or medications or for all Facility, CCAs and medications. Running the

report by Medication for high risk medications can easily identify any variances for these
medications and grouping will show the result of the specific data combination selected.

Initial Dose is the programmed value that triggered the alert. Final Dose is the value
accepted at final confirmation when the infuser was started.
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See Also Edit Variance Summary
Edit Variance Detail

Override Variance Detalil

Report Details

This report details section describes features, and provides graphic examples of the Override
Variance Summary report.

Plum 360

Field/Column Label Description

Facility Facility with which the infuser is associated. A multi-facility license is
required for this feature.

Medication/Concentration® | Medication name if results are grouped by CCA, CCA name if results are

or CCA grouped by medication.
Rule Set Type of rule set violated
Limit Amount and Units

Limit Violated Upper Soft or Lower Soft

*

Mean Initial Value Average of initial value entered

*Value can represent either dose or time, depending on the type of rule set
that is reported. In the specific report, the "Rule Set" column clarifies if the
value refers to dose or time. This is applicable to Plum 360 infuser.

Mean Final Value* Average of final value entered

*Value can represent either dose or time, depending on the type of rule set
that is reported. In the specific report, the "Rule Set" column clarifies if the
value refers to dose or time. This is applicable to Plum 360 infuser.

Variance Defined as (Mean Initial Value — Limit Violated) / Limit Violated

The result is expressed as a percentage and shown as a negative number
for Lower Limit violations, and as a positive number for Upper Limit
violations.10,000% is the maximum displayable variance.

Sample Size (Count) Number of programs that exceed the limit

TMedication/Concentration is comprised of the displayed name of the medication and its concentration
value. If a displayed name for a particular medication includes concentration (for example, Drug 500 mg/
250 mL), Medication/Concentration may appear as “Drug 500 mg/250 mL 500 mg/250 mL.”
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Override Variance Summary

1CU Medical MedNet™ Override Variance Summary icun
Reports County General

Infuser: Flum 360“'I Infusion System

Active Drug Libraries 05/29/19 6.32 11800
05/31/196.32 11811
06/04/19 6.32 11817
05/29/19 6.32 11803
05/31/19 6.32 11810
05/29/19 6.32 11802
05/30/19 6.32 11807
05/30/19 6.32 11808
05/31/19 6.32 11809
06/04/19 6.32 11814
06/04/19 6.32 11815
06/04/19 6.32 11816
06/07/19 6.32 11818
06/07M196.32 11819
06/10/19 6.32 11821
06/10/19 6.32 11822

Facility: All
Medication/Con Mean Mean Sample
Facility CCA centration Rule Set  Limit Limit Violated Initial Value Final Value  Variance Size (Count)
Urgent Care CCCAAAITM Amikacin 100 Bolus Amount 20 mL ! lower soft 15.333 15.333 -23.33% 3
mg/1 mL
Subtotal for Urgent Care : 3
Walk-In Clinic CCA13x-1 Amikacin 150 Dose 20 meg/hr ! lower soft 13.00 13.00 -35.00% 3
mcg/15 mL
Subtotal for Walk-In Clinic 3
Total for All : 6
From: 05/14/19 00:29 To: 06113119 00:29 Printed: 06/13/19 00:30 Page 1of 3

LifeCare PCA

Field/Label

Description

Facility

Facility with which the infuser is associated. A multi-facility license is
required for this feature.

Medication/Concentration?
or CCA

Medication name if results are grouped by CCA; CCA name if results are
grouped by medication.

Rule Set LifeCare PCA: Loading, Continuous, PCA, Dose Limit
Limit Amount and Units
Limit Violated LifeCare PCA: Upper Soft, Lower Soft

Mean Initial Value*

Average of initial value entered

*Value can represent either dose or time, depending on the type of rule set
that is reported. In the specific report, the "Rule Set" column clarifies if the
value refers to dose or time.
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Chapter 16: Reports

LifeCare PCA

Field/Label

Description

Mean Final Value*

Average of final value entered

*Value can represent either dose or time, depending on the type of rule set
that is reported. In the specific report, the "Rule Set" column clarifies if the
value refers to dose or time.

Variance

Defined as (Mean Initial Value — Limit Violated) / Limit Violated

The result is expressed as a percentage and shown as a negative number
for Lower Limit violations, and as a positive number for Upper Limit
violations. 10,000% is the maximum displayable variance.

Sample Size (Count)

Number of programs that exceed the limit

TMedication/Concentration is comprised of the displayed name of the medication and its concentration
value. If a displayed name for a particular medication includes concentration (for example, Drug 500 mg/
250 mL), Medication/Concentration may appear as “Drug 500 mg/250 mL 500 mg/250 mL.”

1CU Medical MedNet™ Override Variance Summary icun
Reports. County General

Infuser: LifeCare F'C;AT\'l Infusion System

Active Drug Libraries 05/29/19 6.32-1801
06/01/196.32-1812

Facility: All
Medication/Con Mean Mean Sample
Facility CCA centration Rule Set  Limit Limit Violated Initial Value  Final Value  Variance Size (Count)
Walk-In Clinic CCABX Albumin 15 FCA 20 mecg ! lower soft 12.00 12.00 -40.00% 1
mecg/mL
Subtotal for Walk-In Clinic : 1
Total for All : 1

From: 0511419 00:31

To: 06113119 00:31

Printed: 06/13/19 00:31 Page 1 of 2
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PCA History

PCA History

The following table provides detailed information about the PCA History report.

PCA History
Users Nurse, Nurse Manager
Synopsis This report allows the user to obtain PCA medication usage data for an individual
infuser.
Report Table
Format
Infusers LifeCare PCA
Report Time Period: Since 12 a.m. today, Since 12 a.m. yesterday, Last 12 hours, Last 24
Options hours, Last 48 hours, Last 7 days, Last 30 days, Last 1 month, Last 3 months, Last 6

months, Last 12 months, Other (specific date range).
Serial Number

Include Deleted Infusers

Usage Notes

The user specifies an infuser and the time period for the report. The output contains

a summary of the infusion settings, history of drug infusion data, and PCA attempts by
hour. This information may be useful to report total amounts of medication infused, or
calculating oral medication needs when transitioning patients off of PCA therapy.

The Medication Delivered and PCA Attempts sections indicate a time period for the
program. The value reported for the end of the time period may be the start time of the
new program or the end of the report period if ICU Medical MedNet is unable to
determine the precise end of the program.

Continuous Rate values reported in the Medication Delivered section are estimated
based on the programmed Continuous rate setting. This value is reported in the
Program Settings section. These values do not take into account the time during which
the infuser was paused or stopped. Continuous Rate displays zero in the hourly time
periods after a Dose Limit has been reached.

The Medication Delivered and PCA Attempts sections will not display a row for any hour
period in which no medication was delivered or no PCA attempts were made.

If an infusion lasts less than five minutes, the Medication Delivered recorded in the
report will not match the Medication Delivered on the infuser. However, the infusion can
be seen in real time in the Infusion Status view.

Report Details

This section provides report details and an illustration of the PCA History report.

LifeCare PCA

Field/Label Description

Program Settings Section

Drug Name

Name of medication
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LifeCare PCA

Field/Label Description

Program Settings Section

PCA Dose Programmed PCA dose

PCA Lockout Time duration of lockout
Loading Dose Programmed loading dose
Continuous Rate Programmed Continuous Rate
X Hour Limit Programmed Dose Limit

X refers to the number of hours that the Dose Limit was programmed.

PCA History Section

Medication Delivered Loading, PCA, Continuous, Total

Displayed for each hour during the report period

PCA Attempts Completed, Partial, Denied
Attempts displayed for each hour during the report period.

Note: Depending on the program settings made on the infuser, the Medication Name,
PCA Dose, PCA Lockout, Loading Dose, Continuous Rate, and/or Hour Limit may
be displayed.

User Guide for ICU Medical MedNet Software
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ICU Medical MedNet™ PCA History

icu
Reports Extended

Infuser: LifeCare PCA™ Infusion System

Infuser Serial Number: 19359290 Active Drug Libraries 08/08/17 6.30-1803

Program Settings identified 08/08/17 14:08

Medication Name Abciximab 5 meg/mL

PCA Dose 22.00 meg

Loading Dose
PCA Lockout 5 min

Continuous Rate

4 Hour Limit 22 .00 meg

Medication Delivered
From 08/08/17 14.08 to 08/08/17 14.08

Loading PCA Continuous Total
08/08/17 14:00 to 15:00 0.00 1.00 0.00 1.00
Total 0.00 1.00 0.00 1.00

From: 08/03/17 12:30

Page 1of 4

PCA History
Infuser: LifeCare PCA™ Infusion System cun

New Patient identified 08/08/17 17:07
Program Settings identified 08/08/17 17:08

Medication Name A-25 0.5 mg/mL

PCA Dose 2.00mg

Loading Dose

PCA Lockout 5 min

Continuous Rate

4 Hour Limit 33.00 mg

Medication Delivered
From 08/08/17 17:08 to 08/08/17 18:42

Loading PCA Continuous Total
08/08/17 17:00 to 18:00 0.00 2.00 0.00 2.00
Total 0.00 2.00 0.00 2.00

From: 08/03/17 12:30 Printed: 08/[10/17 12:30

Page 3 of 4
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PCA Utilization

The following table provides detailed information about the PCA Utilization report.

PCA Utilization

Users Pharmacist, Nurse Manager

Synopsis Provides statistics regarding PCA therapy, such as the frequency of use for each mode
as well as the use of protocols

Report Table

Format

Infusers LifeCare PCA

Report Time Period: Since 12 a.m. today, Since 12 a.m. yesterday, Last 12 hours, Last 24

Options hours, Last 48 hours, Last 7 days, Last 30 days, Last 1 month, Last 3 months, Last 6

months, Last 12 months, Other (specific date range).
CCA Name

Include Deleted Infusers

Usage Notes

The PCA Utilization report provides a variety of statistics regarding how PCA therapy
is used in the hospital. For each CCA, the user can see which medications and modes
of therapy are used most often. In addition, the user can assess how frequently
clinicians are using the protocol feature of the LifeCare PCA (if protocols have been
defined in the drug library).

Report Details

This section provides report details and an illustration of the PCA Utilization report for the

LifeCare PCA infuser.
LifeCare PCA
Field/Label Description
Medication/Concentration Medication name and displayed concentration
Mode PCA Only, PCA With Continuous, Continuous Only
Totals for each mode appear at the bottom of the report
Protocol Yes/No, indicates whether a protocol was used
Location Access point description
User Guide for ICU Medical MedNet Software 207

Note: For a list of ICU Medical MedNet compatible devices approved by country, refer to the ICU Medical MedNet Device
Compatibility Matrix available through your ICU Medical Technical Support Center.



Chapter 16: Reports PCA Utilization

ICU Medical MedNet™ PCA Utilization
Reports Extended
Infuser: LifeCare PCA™ Infusion System Active Drug Libraries 08/08/17 6.30-1803
CCA: All
Mode Protocol
PCA With
Medication/Concentration PCA Only Continuous Continuous Only Yes No Location
A-25 0.5 mg/mL 2 0 0 0 2  WIRED
Abciximab 5 mcg/mL 1 0 0 0 1 WIRED
Totals: 3 0 0 0 3

From: 08/03/17 12:30 To: 08/10/17 12:30 Printed: 08/10/17 12:30 Page 1 of 4
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Software Download

The following table provides detailed information about the Software Download report.

Software Download

Users Biomedical, IT, Materials Management

Synopsis Provides data for each infuser on its software version and latest transfer status.
Report Table

Format

Infusers Licensed infusers

Report None

Differences by

Infuser

Report Infuser Type: Licensed infuser type(s)

Options

Time Period: Since 12 a.m. today, Since 12 a.m. yesterday, Last 12 hours, Last 24
hours, Last 48 hours, Last 7 days, Last 30 days, Last 1 month, Last 3 months, Last 6
months, Last 12 months, Other (specific date range).

Transfer Status: All, Retry, Pending, Completed, Failed, Retry Failed, Refused

Sort by: Device, Serial Number

Include Deleted Infusers

Usage Notes | Software download will be managed by ICU Medical Field Service Representatives.
This is not a customer activity.

The report includes all infusers able to receive software download from ICU Medical
MedNet. It does not include infusers requiring a firmware upgrade (i.e., a new plug and
play module).

See Also Asset Tracker

Asset Utilization

Event/Alarm Log

Report Details

This section provides report details and an illustration of the Software Download report.

Plum 360 and LifeCare PCA

Field/Label Description
Device The logical ID of the infuser
Serial Number The infuser’s serial number
Transfer Start Time Date and time transfer began
Transfer End Time Date and time transfer ended (or “---” if it has not completed)
User Guide for ICU Medical MedNet Software 209

Note: For a list of ICU Medical MedNet compatible devices approved by country, refer to the ICU Medical MedNet Device
Compatibility Matrix available through your ICU Medical Technical Support Center.



Chapter 16: Reports Software Download

Plum 360 and LifeCare PCA

Field/Label Description

Software Release Name Name of software release transferred

Status Download status received from the device (for example, Retry, Pending,
Completed, Failed, Retry Failed, Refused)

Transferred Components/ | The number of successfully downloaded, and total number of components

Total Components
Appears as a ratio (for example, 3/5)

Note: The report can be filtered by Infuser Type and Transfer Status.

ICU Medical MedNet™ Software Download )
Reports Extended cu

Infuser: Plum 360™ Infusion System

Transferred Components
Device Serial No. Transfer Start Time  Transfer End Time Software Release Name Status [Total Components

PlumDF934 700011915 08/09/17 10:04 08/09/17 12:51 Plum1511 Completed 1/1

From: 08/03/17 12:32 To: 08/10/17 12:32 Printed: 08/10/17 12:33 Page 1 of1
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Total Program Activity

The following table provides detailed information about the Total Program Activity report.

Total Program Activity

Users Nurse Manager, Risk Manager
Synopsis Provides a view of all programming activity including total edits and overrides
for the selected time period. This quick overview indicates how appropriate the library
limits are for clinical practice.
Report Line graph
Format
Infusers Licensed infusers
Report The LifeCare PCA version does not include a “Medication Selected” line. A medication
Differences by | is always selected because the infuser requires the user to scan a vial with a recognized
Infuser barcode.
Report Infuser Type: Licensed infuser type(s)
Options

Time Period: Since 12 a.m. today, Since 12 a.m. yesterday, Last 12 hours, Last 24
hours, Last 48 hours, Last 7 days, Last 30 days, Last 1 month, Last 3 months, Last 6
months, Last 12 months, Other (specific date range).

CCA Name

Select a Graph: Day of Week, Hour of Day, Hour Range/Day

Include Deleted Infusers

Usage Notes

Total program activity includes the line graphs of the total number of programs, as well
as total programs with a medication selected, total number of edits, and total number
of overrides for each time period.

A single program may include multiple edits and/or overrides.

Select a Graph may be changed to view the results differently: by Day of Week, Hour of
Day, or Hour Range per Day. Using different views of results may facilitate the discovery
of practice variations by time of day or day of week.

Since the report displays results by day (Hour of Day, Hour Range/Day), or by week
(Day of Week), you should select a time period of a minimum of one day or one week,
accordingly. Using longer time periods may provide more meaningful results.

See Also

Infusion Summary

Line Usage Analysis

User Guide for ICU Medical MedNet Software
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Report Details

This section provides report details for each type of infuser and an illustration of the Total
Program Activity report.

Plum 360 and LifeCare PCA

Field/Label Description
Total Programs Number of total programs
Med Selected Number of medications selected
(Does not include LifeCare PCA)
Edits Number of edits
Overrides Number of overrides

Select a Graph Options

Hour of Day Reports display a graph of four lines with data points for each hour
of the day.

Horizontal axis displays time periods for each hour of the day,
expressed in military time.

Day of Week Reports display a graph of four lines with data points for each day of the
week.

Horizontal axis displays days of the week, arranged Sunday through
Saturday.

Hour Range/Day Reports display a graph of four lines with data points for each day of the
week.

Days of the week are abbreviated as: Su, M, Tu, W, Th, F, and Sa.
Horizontal axis displays time periods labeled 0000-0600, 0600-1200,

1200-1800, and 1800-2400, with the abbreviation for each day
of the week (for example, 1800-2400 Su).

Note: Since the reports display results by day or week, you should select a time period of a
minimum of one day or one week, accordingly.
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Appendix A: ICU Medical MedNet Integrator

ICU Medical MedNet Integrator provides interfaces to a hospital’s enterprise level applications
and serves as the conduit for the exchange of data between infusers, the ICU Medical MedNet
server, and a variety of hospital information systems. This functionality is also known as auto
documentation. ICU Medical MedNet Integrator can also support an interface from the pharmacy
system to ICU Medical MedNet Meds.

When interfaced to a BCMA (Bar Code Medication Administration) or EHR (Electronic Health
Record) system, ICU Medical MedNet Integrator supports electronic documentation of IV
administration events into the patient record. This integration also allows the BCMA system to
incorporate the IV infusion rate into the Five Rights verification process.

When interfaced to a monitoring system, ICU Medical MedNet Integrator supports the display of
current program values (medication, concentration, dose, rate, and volume infused) as well as
events such as start, stop, or rate change in the patient record.

Integrations with BCMA, EHR, or monitoring systems may require a workflow that provides the
ability to associate the patient with the infuser.

The workflow for the clinician is as follows:

* Scan the patient identification, the medication container and the pump using the BCMA or
eMAR (Electronic Medication Administration Record) system and its bar code scanner

* Program the infuser based on the physician’s order
* Confirm the programming and start the infusion
Once the infusion has started, I[CU Medical MedNet sends the program values (medication/

concentration, dose, rate, volume infused) back to the other system (for review and
documentation).

Note: The specific functionality available to you will depend on your institution’s ICU Medical
MedNet software license.

Setting up ICU Medical MedNet Integrator for BCMA integration

* Define a bar code strategy for identifying each channel of the infusers that will be used and
affix the bar code label to each channel

WARNING: To ensure that information is sent to the Bar Code Medication
Administration (BCMA) system from the correct infuser, ICU Medical strongly
recommends that before you go-live with ICU Medical MedNet™ Integrator™,
you verify the bar code label affixed to each infuser corresponds to the correct
channel.

Note: Please compare the infuser data on the infuser with the data received in the third party
clinical system. In the event of a discrepancy, please chart the infuser data manually.
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Notes:

214 User Guide for ICU Medical MedNet Software

Note: For a list of ICU Medical MedNet compatible devices approved by country, refer to the ICU Medical MedNet Device
Compatibility Matrix available through your ICU Medical Technical Support Center.



Appendix B: ICU Medical MedNet Programmer

Appendix B: ICU Medical MedNet
Programmer

ICU Medical MedNet Programmer provides the ability for an IV medication order from the
BCMA (Bar Code Medication Administration) system to be translated into operational settings
that can automatically populate on the infuser. This functionality is also known as auto-
programming.

The integration with a BCMA system supports electronic documentation of IV administration
events into the patient record, allows the BCMA system to incorporate the IV infusion rate into
the Five Rights verification process, and reduces the number of steps to manually program the
infuser as well as the potential for programming errors.

ICU Medical MedNet Programmer provides two level of functionality:

* Medication ID Programming where the medication name and concentration are
automatically populated on the infuser

* Complete Auto-Programming (Smart Pump Programming) where the medication name and
concentration along with the dose, rate, and volume to be infused are automatically
populated on the infuser

Both Medication ID Programming and Complete Auto-Programming
(Smart Pump Programming) help ensure that the drug library limits for each medication are
enforced.

The workflow for the clinician is as follows:
* Scan the patient identification, the medication container, and the pump using the BCMA
application and its bar code scanner

» Enter any other required programming values on the infuser (for example, for Medication ID
Programming, rate, and volume to be infused)

» Confirm the program and start the infusion
Once the infusion has started, ICU Medical MedNet sends the program values (medication/

concentration, dose, rate, volume to be infused, and duration) back to the BCMA system (for
review and documentation).

How ICU Medical MedNet Programmer Works

» The medication order parameters received from the BCMA system are compared to those in
the ICU Medical MedNet Meds library based on the External ID associated with the
medication.

 After verifying the order is within the allowed parameters, the ICU Medical MedNet
software sends the program parameters to the infuser

+ All data entry and infusion parameters are validated by the clinician at the infuser according
to the physician’s order

* The clinician always has the option of programming the infuser manually

The Auto-Programming (Smart Pump Programming) feature is intended to be used each time the
clinician hangs a new IV container.

Note: The specific functionality available to you will depend on your institution’s ICU Medical
MedNet software license.
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Setting up ICU Medical MedNet Programmer

* Ensure your Medication List import file contains the External ID used by the BCMA system
when patient orders are sent to ICU Medical MedNet (see /CU Medical MedNet Meds User
Guide)

+ Define a bar code strategy for identifying each channel of the infusers that will be used; affix
the bar code label to each channel

strongly recommends that before go-live with ICU Medical MedNet™
Programmer™ you verify the bar code label affixed to each infuser corresponds
to the correct channel to which the software sends Auto-Programming (Smart
Pump Programming) information.

: WARNING: To ensure a therapy is being sent to the correct infuser, ICU Medical

Note: Please verify the auto-program received from the third party clinical system matches the
auto-program received on the infuser before starting the therapy. In addition, please verify
the auto-program response from the infuser matches the auto-program response received
by the third party clinical system.

Error Handling

The ICU Medical MedNet software will reject or modify medication orders under certain
conditions. When a medication order is rejected, an error message is sent to the BCMA system
and no values display on the infuser.

Rejected Orders
Medication orders are rejected when the following occurs:

* Dose rate units in the medication order are not supported by the infuser

 Dose rate units in the medication order do not match the dose rate units for the corresponding
medication entry in the drug library

 The infuser and/or channel scanned by the clinician is unknown or offline
* The channel is currently infusing and cannot accept a new program

» The medication order contains a program parameter(s) that exceeds the range accepted by the
infuser and/or CCA

» The patient weight on the infuser does not match the patient weight in a weight-based order
(Plum 360 infuser only)

* The channel has already been programmed for Standby or Delayed Start

Note: If an order is rejected by the infuser, ICU Medical MedNet automatically sends a message
to the BCMA to inform of the rejection and the reason for it.
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Modified Orders

The information displayed on the infuser will be modified as follows:

 The ICU Medical MedNet software attempts to convert a strength value contained in the
medication order to a related unit in order to successfully match a medication entry in the drug
library; applies to grams and units family only. For example, 2 grams is converted to 2000 mg.

» The ICU Medical MedNet software will round dose, rate, and patient weight values received
from the BCMA system according to the level of precision that can be accepted by the
infuser. For example, if ICU Medical MedNet receives a rate of 45.6667 mL/hour from the
BCMA system, a rate of 45.7 mL/hr will be sent to the infuser.

* When the ICU Medical MedNet software is unable to identify a medication entry corresponding to
the medication in the order, the program parameters will be sent to the pump and the medication will
be displayed as “No Drug Selected” for the Plum 360.

Note: Medication orders that consist of more than one additive will generally display as “No Drug
Selected”.
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Notes:
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Appendix C: Enhanced Asset Tracking

The optional Enhanced Asset Tracking feature integrates ICU Medical MedNet and radio
frequency identification (RFID) location information from an external real-time location system
(RTLS).

General Information

A RFID tag is attached to each infuser. Each tag is configured to communicate its location
frequently. Please see your vendor information for details.

RFID tags have an estimated battery life of up to five years.
The description of the location depends on the level of detail maintained in the RTLS system.

Enhanced Asset Tracking (EAT) is a licensed feature that can be Enabled or Disabled. When
Enabled and connected to an asset tracking server that is registered with ICU Medical MedNet,
the infusers’ location information becomes available.

Navigating

1. Log in and access ICU Medical MedNet Administrator.

@@= 1CU Medical MedNet™ Administrator™

ica Ll T M
1‘]“ ICU Medical MedNet™ Performance!

= &= ICU Medical MedNet™ Connect™
L

» =
byt ICU Medical MedNet™ Integrator™

T
\ )
|

C:D ICU Medical MedNet™ Programmer™

Help

About

0
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Navigating

2. Select the Infuser Management tab or the Downloads tab.

The information in the Location column is provided by the RTLS. The same location
information is also used in ICU Medical MedNet reports.

4. Hover over the icon next to the infuser’s Location to see a pop-up showing the current
location, last update time, and previous location. The location is displayed as it is
specified in the RTLS.

o My Acrmumi Linars I Pt infusan Stniss

Irfair LiEragarna

Intase Lags Demizac Soframe impot

Sty Caramm PRER Amgmant RUTTH QP Abact

R ———————

inhanery zer Page | 10 w| Cervice |[FLE Trarw Rumeer moaniary Siatan | AR e whner Type | Al ‘-_' lietwrrk Stetan .n.l b | spgly
| Teiec alnfussrs masteg e criers
Seinct Inhunar Type & Device & Serial Mumbar & Location Sottware Releans & brrsmrdory Statun 8 Auest D &
i FLEIER SH_PLUCEGE00 E Ver 13.48.30. 008 23 - -~
i PLEInNg TH_PLUCFOC0MZ = e 134800000 20 v
[ RN H_PLLAC Var 13 42 30 0D8 23 W
Locatinn Al S | FH Cavirn Carn | Azniam | Fiooe | [ OG Arsien
& PSR S CEN | R | g | cation Lipdate Wed Fab 11 14:204T PST 2014
| Presious Location All S FH Adinrsarin Chgibes ¢ 2t Pavk Plape Misghwras Byliing | Fi i Flags ALT KB
& FLMS sH_Pubceseonss | R Nb:l Vier 128030008 20 vl
108
@ FLmImIE h_PLUCEI0000E q‘ .::IIT:? Wer 13 43,30 008 28 -T-_' I
i FLEInIT 5_PLUCTOE00ST q-' Flok 1 Ver 174000 16 28 wl [ b
El:n—.i Save Changes [ Clmar Changes .Iupm ; Slzp Auln Rabresh
Note: If you click on the icon next to the location of the infuser, you will be taken to the asset

tracking server.

For additional information, please refer to the RLTS vendor’s documentation.
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Appendix D: User Roles and Privileges

1 2 3 4 5 6 7 8 9 10
Privilege Privilege Administrator Administrator Clinical Reports | Reports | Pharmacist | | Pharmacistll | Biomed | IT Materials
ID Title Limited Administrator Limited Full Management
1 My Account X X X X X X X X X X
2 Users & Roles | X X X
Administrative
3 Setup X X X X
Reports
4 Limited X
5 Reports Full | X X X X X X X X | X
Library
6 Download X X X X X X
Infuser
7 Management X X X X X X
Access Point
8 Mapping X X X X X
Manage
9 Finalized X X X
Libraries
Manage
10 Worksheets X X X x
View Drug
" Libraries X X X X x
Software
12 Management X X X X X
View
13 Medications X X X X x
Manage
14 Medications X X x
Authentication
15 Services X X
16 Infusion Status | X X X X X X X X X X
Manage
17 Patient/Pump X
Assignments
View Protected X
18 Health
Information Must be set up
Manage
19 Message X X
Queues
20 Infuser Logs X X X X X
édmir;istrative
etup.
2 Database X

Maintenance

Note: Shaded rows indicate privileges for ICU Medical MedNet Meds.
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Notes:
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Appendix E: Character String Specifications

Interior
Minimum | Maximum Spaces
Field Length Length Characters Allowed Allowed
Password 8 20 Any printable character Yes
Login ID 8 20 Any printable character No
First Name 0 20 Any printable character Yes
Middle Name 0 10 Any printable character Yes
Last Name 0 20 Any printable character Yes
Suffix 0 10 Any printable character Yes
Initials 0 5 Any printable character Yes
Role Name 1 50 Any printable character Yes
LDAP Group Name 0 50 Any printable character Yes
Role Description 0 1024 Any printable character Yes
Patient ID 0 20 Any printable character Yes
Patient First Name 0 30 Any printable character Yes
Patient Last Name 0 50 Any printable character Yes
Infuser ID 0 32 Any printable character Yes
s Alphanumeric characters, space ( ), and
Institution Name 1 17 underscore () Yes
Any printable character except
Facility Name 1 30 comma (,). Cannot start or end with a Yes
whitespace character.
Address 1, Address 0 100 Any printable character. Cannot start or Yes
2, Address 3 end with a whitespace character.
. Any printable character. Cannot start or
City, State, Country 0 50 end with a whitespace character. Yes
; Any printable character. Cannot start or
Postal Code / Zip 0 25 end with a whitespace character. Yes
Alphanumeric characters, space ( ), and
Contact Name 0 30 underscore () Yes
Any printable character. Cannot start or
Contact 0 30 end with a whitespace character. Yes
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Interior
Minimum | Maximum Spaces
Field Length Length Characters Allowed Allowed
Any printable character. Cannot start or
Department 0 20 end with a whitespace character. Yes
Title 0 20 Alphanumeric characters, space ( ), and Yes

underscore (_)

Alphanumeric characters,
pound (#), asterisk (*), period (.),
Phone, Pager 0 20 left parenthesis ((), right parenthesis ()), Yes
dash (-), space () and underscore (_)

: Any printable character. Cannot start or
Email 0 254 end with a whitespace character. Yes
IP Range 0 100 A valid netwr?;lt(a?ic:g]ress in CIDR Yes

Note: If you have the View Protected Health Information privilege, Patient ID, Patient First
Name, Patient Last Name, Infuser ID each have a minimum of 0 and a maximum of 100.
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Appendix F: Troubleshooting

Problem

Reason

Solution

Infuser status displays

as “Requested” for a very
long time in the Library
Download view

The download to the infuser
failed for one of the
following reasons:

*The library download
page did not refresh
*The library is invalid

*The infuser is not
connected to the
network

*The infuser rejected the
library

. Click Refresh.

If the problem is not resolved:

a.Turn off and unplug the infuser
from AC power for two minutes

b.Switch infuser connectivity:
if wireless, connect an Ethernet cable;
if wired, disconnect the Ethernet cable

. Select the infuser, click Cancel. Attempt the

library download again.

If the problem continues, contact ICU Medical.

Difficulties logging in

Security settings in Internet
Explorer may be set too
high

Adjust security settings in Internet Explorer
to Medium privacy and Local Intranet Zone.

Events are not displayed in
the server

Infuser has not been
connected long enough to
the server, or the infuser is
in low battery state

If the infuser is in low battery state, connect
to AC power and wait at least ten minutes.

If the problem is not resolved:

1.

Turn off and unplug the infuser from AC
power for approximately two minutes,
then reconnect AC and turn back on

or

Switch the infuser's connectivity:

if wireless, connect an Ethernet cable;
if wired, disconnect the Ethernet cable

2. Replace the battery

If the problem continues, contact ICU Medical.

System Logs

ICU Medical MedNet Software system logs can be useful when troubleshooting. They are located
in a location similar to the one specified below.

To access system logs:

1. Using any text editor, enter the path below to access ICU Medical MedNet Software

system logs:

C:\ICU_Medical\lCU_Medical-MedNet-6.32.1\jboss-4.2.3.GA\server\hmssv6\log

and

C:\ICU_Medical\lCU_Medical-MedNet-6.32.1\virgo-tomcat-server-
3.6.4.RELEASE\serviceability\logs

Note:

The ICU Medical MedNet Software version number, as well as the JBoss application server

location, could be different from what is specified above, depending on how ICU Medical
MedNet Software is installed and set up.
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Glossary

Active Drug Library

Worksheet that has been finalized and is available to send to infusers

Alert Forwarding

Alert Forwarding may also be referred to as Alarm Forwarding:

Alert Forwarding is the ability to send IV device alarm data to EHR or
Alarm Management Systems. Clinicians can now receive secondary
alerts remotely and retain the ability to identify the specific device,
patient and alert type involved.

Archived Drug Library

Previously active library

BCMA

Bar Code Medication Administration

Callback Noaotification

Setting that configures the infuser to emit an audible tone

CCA
(Clinical Care Area)

A CCA may be the same as a physical nursing unit or may encompass
a patient population. For example, the following may be defined as
CCAs: ICU, Blood Products, Med/Surg, Orthopedics, Endoscopy, etc.

CE

Acronym for Connectivity Engine that allows the infuser to
communicate with a wired or wireless network

Concurrent Delivery

Setting for Line B mode

Container Volume

Volume of the bag, bottle, syringe or vial used to define a medication
entry

Continue Rate

Delivery rate after the VTBI amount has been infused

CSV file

Comma separated value file format used by the software for importing
and exporting certain files

Custom Syringe or Vial

See LifeCare PCA Vial

Default Occlusion Pressure

Pressure at which the infuser will sound the distal occlusion alarm

Delayed Start

Programming option that allows the infusion to be started at a later
time

Deliver Together

Setting that defines the type of delivery mode, piggyback or concurrent

Diluent Amount

Volume of fluid in which a medication is diluted

Distal Occlusion

Blockage between the infuser and the patient

Dose Limit (LifeCare PCA)

User-programmable parameter specifying the maximum amount of
drug that can be administered via LifeCare PCA dose and continuous
delivery in a programmable rolling time period consisting of discrete
accumulation periods of six minutes

Note: When the default drug library is used, a 1-hour or 4-hour Dose
Limit period may be selected in Biomed mode. When a user-defined
drug library is used, a 1-hour, 4-hour, 6-hour, or 12-hour Dose Limit
period may be specified for each medication.
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Drug Library

Collection of medication entries and infuser settings that, when used
with compatible infusers, may reduce the frequency of human errors
by restricting the ways in which medications can be administered

Drug Library Worksheet

Drug library that can be edited but cannot be sent to infusers until it is
finalized

Edit The user responded to an alert by changing the value entered
EHR System Electronic Health Records System
External ID An identifier for a Medication. Each Medication in the Medication List

must have a unique External ID

Finalized Drug Library

Drug library that has been approved for use on infusers and can
no longer be changed

Finalization The act of approving a Worksheet and making it the Active library

Full Rule Set Type of rule set that allows medication entries to be configured with
a medication name, complete or partial concentration, specific dosing
unit, and corresponding dose rate limits

Hard Limit Upper and/or lower limits for the selected medication and selected

CCA that cannot be overridden (LifeCare PCA)

It is recommended that hard limits be defined to prevent medication
errors.

Hard limits may vary for different CCAs

Hard Limit Alert

An alert presented to the user when a hard limit is exceeded.
The user's response depends on the infuser.

HIS

Hospital Information System

Infusion

Medication with a defined concentration that is administered via IV
infusion to a patient.

Infusion Documentation

Infusion Documentation is an alternative name for Auto-
Documentation

Is the feature that allows populating medication administration records,
1&0 flow sheet and dashboards with infusion events in an EHR system.

KVO (keep vein open)

Very low delivery rate that may reduce the potential for clot formation
at the catheter tip

Label Only Rule Set

A Label Only rule set allows the clinician to see the medication name
displayed on the infuser. There are no dosing limits associated with this
rule set.

Label Only rule sets are not found in LifeCare PCA drug libraries.

LDAP

Lightweight Directory Access Protocol, a network protocol that enables
applications to use a company’s existing network directory listing for
user names and passwords, thus allowing the company’s network
administrators to manage login access to multiple applications from
one central source. For example, users can use their company’s
network login information with the same credentials (user name and
password) to access ICU Medical MedNet Software
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LifeCare PCA
Lockout Interval

Programmed time interval specifying the minimum time that must pass
after a loading dose or PCA dose (bolus) is administered; this time
interval specifies when the next PCA dose can begin. Requests made
during the lockout interval are denied.

LifeCare PCA Vial

Vial or syringe that is compatible with the LifeCare PCA infuser, which
is either pre-filled and barcoded (standard) or filled and barcoded by
the hospital pharmacy (custom)

Limited Rule Set

Type of rule set that allows medication entries to be configured with a
medication name, diluent volume, and rate limits

Loading Dose

Dose which can be administered at any time by the clinician during the
programmed therapy (LifeCare PCA only)

Master Drug Formulary

Comprehensive list of medications and rule sets defined for use
in a drug library

Maximum Dose Rate

Highest rate at which the infuser can be programmed to run. This rate is
defined as the upper hard limit

Medication Entry

Rule set defined for a unique combination of a medication
and concentration

Medication List

List of medications used by the hospital. The Medication List is used
to define drug libraries

Multistep Programming option that allows delivery in steps or phases with
different dosing parameters for each step

Occlusion Blockage in the tubing set that prevents the infuser from infusing fluid
into the patient. Possible causes of occlusions are kinked or plugged
tubing

Override The User acknowledged the alert and retains the values that triggered

the soft alert. Hard alerts are not able to be overridden

Piggyback Mode

Programming option that allows the delivery of a secondary infusion
while delivery from the primary infusion is suspended. When the
secondary infusion has completed delivery of the volume to be
infused, the primary infusion resumes delivery

Prime

Clear out or purge air from the tubing. Same as Purge

Program

A Program is any change in the infuser settings that triggers a user
confirmation on the pump.

Protocols (LifeCare PCA)

Frequently used therapy settings which can be saved making
it unnecessary for the clinician to program the same settings each
time. Protocols are determined by the health care facility

Proximal Occlusion

Blockage between the infuser and the fluid 1V infusion

Purge Clear out or “purge” air from the tubing. Same as Prime
Report Options Configurations entered by the user to define the desired report output.
Examples include Time period, CCA, Medication, etc.
Rule Set Constraints that are assigned to medication entries. The type of rule
for the medication in the drug library.
Rule sets can include both soft and hard limits.
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Service Line A designation used in reports to aggregate data across multiple CCAs
or facilities. Each CCA is mapped to a Service Line. For example,
a service line called Med/Surg may be used to examine data from the
CCAs Four West, Five North, and Five East in a single hospital

Smart Pump Programming Smart Pump Programming functionality is integrated with a BCMA
system using ICU Medical MedNet Programmer.

Smart Pump Programming is an alternative name for Auto-
Programming

Soft Limit Upper and/or lower dose limits for the selected medication and
selected CCA that can be overridden. Soft limits for a particular
medication may vary across CCAs

Soft Limit Alert An alert presented to the user when a soft limit is exceeded. The user
may choose to edit or override the value entered in response to the
alert

Standby Programming option that allows the infusion to be started at a later
time. Similar to delayed start

Standard Syringe See LifeCare PCA Vial

Value Value can represent either dose or time, depending on the type of rule

set that is reported.

Variance Variance is a calculated value intended to represent how far away
the user's initial programmed value was compared to the defined limit.

Variance is defined as (Initial Value - Limit Violated) / Limit Violated.
The result is expressed as a percentage and shown as a negative
number for Lower Limit violations, and as a positive number for Upper
Limit violations. 10,000% is the maximum displayable variance.

VTBI Volume To Be Infused

Worksheet Draft drug library that has not yet been finalized

Note: Please refer to the System Operating Manual for information on each infuser
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